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. MySQL Account Maintenance

My
Manage User Privileges

User:_’_iuumla

Database:"_jnumla

M~ ALL PRIVILEGES

SELECT CREATE
INSERT ALTER
UPDATE DROP
DELETE LOCK TABLES
INDEX REFERENCES

CREATE TEMPORARY TABLES CREATE ROUTINE

Make Changes
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- Setup - WampServer 2

\ Welcome to the WampServer 2
“ Setup Wizard

Thiz will install " ampServer 2.0 on wour computer.

i It iz recommended that you cloge all other applications before
WermEEEREr e

Click Mest to continue, or Cancel to exit Setup.

Powered By Anaska

The French Open Source
Training Center

http://www.anaska.com

[ Mext > ,][ Cancel J

< Setup - WampServer 2

License Agreement [‘-J

Please read the following important information before continuing.

Flease read the following License Agreement You must accept the terms of this
agreement before continuing with the installation.

(S

W ampS ener

by Fomain Bourdon - romaini@anazks.com
powered by Anack.a « htto /v ansck s com

GMU GEMERAL PUBLIC LICENSE
Wersion 2, June 1351

Copynght [C) 1333, 1991 Free Software Foundation, Inc.
53 Temple Place, Suits 330, Boston, M& 021111307 US4

[

(%) | accept the agreement
) | do not accept the agreement

[ < Back ]L Mest > ][ Caticed ]

ezee JlB VYUY Lol

28



Mo g 5 eslain] (slacal,

Ly da i 4 b os 5 SUSNEXE sy oy, Ulssl || accept the agreement ., s i -l

" Setup - WampServer 2

Select Destination Location H l
‘where should WarnpServer 2 be installed? =

—J Setup will inztall W ampServer 2 into the following folder.

To continue, click Nest. [F pou would like to zelect a different folder, click Browse.

| [ Browse...

At least 116.6 ME of free dizk space is required.

¢ Back ” Meut > ][ Cahicel

s SBSNYTY s gad

J@W@Uw;g&s Next S S0 ﬁ}gl;';ﬁ\ \JJ..il..’Lga C:\Wamp Y)WAS\))\J'}( (anMWUJJJ

g

" Setup - WampServer 2

Select Additional Tasks
which additional tazks should be performed?

Select the additional tazks you would like Setup to perfarm while installing W ampSereer
2, then click Next.

Additional icons:
[] Create a Quick Launch icon
[] Create a Desktop icon

l < Back ” Mewt > ][ Cancel
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Ready to Install
Setup iz now ready to begin installing WampServer 2 on your computer,

Click [nstall ko continue with the installation, or click, Back, if you want to review or
change any settings.

Destination location:
o hwanmp

< Back ” Install ][ Cancel
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Wersion 2.0 Version Francaise
Server Configuration

Apache Version: 226
PHP Version: 525

Loaded Extensions :  gpbomath & calendar #com_domet  Pectype R session
o filter *fip & hash & icony * json
# odbe e pore o Reflection * date Bl
& standard & tokenizer #*:zlb & SimplexiL & com
Pl e wld e xmi & «mireader B xrmboriter
# spachezhandier i gd o mbstring B rriysgl o rriysgl
#*F00 M pdo_mysql *saLite
MySIOL Version :  5.0.45

Tools

27 phpinfo()

# phpmyadmin

o sqlitemanager

Your Projects

Joomla_1.5.8-Stable-Full_Package-Farsi

Your Aliases
# phpmyadmin
« sglitemanager

S
localhost ., 52 amis A\VY , poas

oals oL slowl Y-Y-Y

PhpMyAdmMIN o, & 5 o5 pus SIS ol LS s WAMPSEIVET &y T o5y b asd 5 nlS s osls ol sl (sl

25 e35e 35 1y eals oL b Create new database 5 5 5. 5 osls 2l Ld Shswm 45 amin o U dole SIS

1l s Create s S

localhost

B3 Sarver version: 5045 -community-nt
» Protocal version: 10
B3 Server localhostvia TCPAP
» User: root@ocalhost
MySQL charset UTF-8 Unicode (utf8)
MySOL connection collation
utf&_unicode_ci ¥ @
s Create new database @

Collation b Create

dode osls sL sbwl IATY 4 s
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Steps

1

2

< Language

Pre-installation

Check

3:

4

w

-

License

= Database
< FTP Configuration
< Configuration

< Finish

Choose Language met

Select Language

Please select the larguage to use during the Joomia!
retalation stens: be-BY - Benapyckes A
bg-BG - Brnrapoku [Braraped)

brdr < Bengali (india)

bis-Bld.- Bosnisn [Bosnia and Herzegovina)
cerES - Catal
ce-CZ - Casky (Crech)
da-DK - Danish{DK)

de-AT - Gaman (&T)

de-CH - German [CH)

de-DE - Deutseh (DE)

al-GR - Grask

erriGE - Enghsh (United Kingdom)
ers - esh (United States)

|- - Esparanio

ezE5 - Spanish (Expafiol inkermacional)
eu-E£S - Basque [Euskara estandarrs)

fi-F1 - Finnih (Suomi)

1-FFi - French [Fr)

hieL - Hebrew {Ismaal)

he-HF - Croation {Hr)

bu-HU - Hungansn (Magyar)
b

T - Malimn fHa

wial i Free Softwane released under the GNLUSPL v2.0 Licerse.
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</head>
HTML L o s
5,80 3 HTML s S5 0le 55688 s s ol
<body>
<hl style="... CSS . ... ..">..</hl>
</body>

XMLy vy

o bG sl Ysans XML L, o b e 0Ly S &S WL e Extended Markup Language .i _iis. XML

Syls s, e LB L sl Sl O S cval gl Desr 53 Ll 3y, 0 S (g S

b LB sbw!  —Y-1

2313 oo Lt ol gids LI sl st ol fuab ol (ghil s oS e L 0058

SIS ks vo¥

Wl Sioloa clayal ad 3l SO sl Ll resmed Aol wasede LB slowl idlu Ty sa de b L WS 4o sald 3l LS
S5l g5 3 ¢ daled sl B £ 5T 4305 e Lodiglod ealinad GIMP sle 5L o 130 65 S L Adobe Photoshop
1Ll s o LB sad LS YetA b Soam e STl Olse 4 A8 e i el Shs e amio bl LG
e B35 15 B 31 Lt 53 g5 3 dpled et 335 S 4 1 B Ll il i ek B g ) a5t e S
Aalsd 0 B s g Soam esMl S 88 5 e s S e L B SG (e Lot Jle Ol 4 S

ols
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sbsle -Y-y-1

sdol @ gad B S Slrle S le s sl 03 il st | Cilite gla s s [ ymee Candge LB Lkl s b L

|

il i Jol Ui
g ol 83 =
9> i
oJlg> Ciowd sy ol
o e a5 i
fida Ciam o9 iy
G905 JB ksl VTV pea
Jol i
gt M B S 515 e 1o g3 S
Colw v 88 W13 lows 18 e Cood -
£53 o
lase (55 13 e ipoler Cand "
~ . . u
s 535 13 Jome oy o
Z - P - u
e 8.8 3 s i
o oA

Coly oS 58S LB e ais el

HTML |, s vy

Dreamweaver Lile cala S Bl o3l L AL d> ol »

HTML editors ., <. . o0&l 3l o5 & L (http://www.adobe.com/products/dreamweaver)

53 Mg sla LG HTML s ol esliza (http://www.thefreecountry.com/webmaster/htmleditors.shtml)
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SILDIV o Ll sl Jstr gl € DIV 50t i S s LIB s 5,8 13 Indexephp iy L

el 5 g & w5 Ji/indexphp LG HTML sl e S o5 o WESS L 5 esy S50 555 0

<htmI>

<head>

<link href="/joomlal5/templates/joomlal5/css/template.css" rel="stylesheet" type="text/css" />
</head>

<body>

<div id="part11">header / header<br /><br />

<div id="section1">section1</div>

<div id="section2">section2</div>

</div>

<div id="part2">main display area / main<br /><br />
<div id="section3">breadcrumbs</div>

<div id="section6">right side</div>

<div id="section4">left side</div>

<div id="section5">content</div>

</div>

<div id="part3">footer /footer<br /><br />

<div id="section7">section7</div>

</div>

</body>

</html>

3l e ) g o/css/template.css LG
body{

font-size: 12px;

font-family: Helvetica,Arial,sans-serif; }

#Partl { /*header*/

float: left;

border: 2px dotted green; }

#Part2 { /*main*/

float: left;

border: 2px dotted yellow; }

#Part3 { /*footer*/

clear:all;

border: 2px dotted red; }

#Sectionl { /*top right*/

float: left; width: 18em;

margin: 0 0 1.2em;

border: 1px dashed silver; background-color: #eee; }
#Section2{ /*top left*/

float: right; width: 12em;

margin: 0 0 1.1em;

background-color: #eee; border: 1px dashed silver; }
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#Section3{ /*breadcrumbs®/

border: 1px dashed silver;

background-color: #eee; }

#Section4{ /*left side*/

float: left; width: 15em;

margin: 0 0 1.2em;

border: 1px dashed silver; }

#Section5{ /*content™®/

margin: 0 12em lem 16em;

padding: 0 lem;

border: 1px dashed silver; }

#Section6{ /*right side*/

float: right; width: 12em;

margin: 0 0 1.1em;

background-color: #eee; border: 1px dashed silver; }
#Section7{ /*footer*/

margin: 0 0 1.1em;

background-color: #eee; border: 1px dashed silver; }

ol L [PathtoJoomla]/templates/joomlal5/directory e 53 L 5= HTML LG o e LG ol sl 5l am

Aol o3 template.css L [PathtoJoomla]/templates/joomlal5/css/ CSS i ,index.php

s 53 15
g,JlS 4..5‘,4 Sl -£-Y-1

Dby e LB K s sl ado sl Shas b ed LS B SO els dde s ble LS el ) Ol 0 &S

[PathtoJoomla]/templates/ [s (,U]/
[PathtoJoomla]/templates/[ _; o ]/CSS/
[PathtoJoomla]/templates/[ _y; ,; [/images/

ol atns LB a3 iSO doles eslinad ol gla SIS 5L S AL ol e SO L ol Lol s G eL
S A3l eI s Ssli gl LL.ast | .Joomlals oU e b B kg bad ol b 53 55 il iy ol bl 4 536
Daed el o K
Lo 4S50 cde 5,05 I 3 /templates/joomlalS/index.php ., o s HTML st LG ksle 6 "
3 LB s LPAD clauS pyy) & pn s Olgn &S ol ol L, PBD LG -l
5 2iSI s S Lz /templates/joomlal5/template_thumbnail.png LG gle i poas ™

Cosy BB s LI cy e 53 23S0 psead ol Bl e eSSy V00 5 Yer Of slal Vsems oS 3L e I

s I OT gy 5 L s
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B sy 5 Luslie SVl fols /templates/joomlal5 /templateDetails.xml i :CJ6 gl kske

el 25 Do Vgeme LB opl jltle S e ealinal CJB a5 B me 5o SOl AL s

templateDetails.xml:

<install version="1.5" type="template">
<name>joomlal5</name>
<version>1.0</version>
<creationDate>11.11.2007</creationDate>
<author>Navid Zeraati</author>
<copyright>GNU/GPL</copyright>
<authorEmail>navidz@gmail.com</authorEmail>
<authorUrl>http://www.Persianl T.ir</authorUr]>
<version>0.1</version>

<description>... description</description>

<files>

<filename>index.php</filename>
<filename>templateDetails.xml</filename>
<filename>template thumbnail.png</filename>
<filename>css/template.css</filename>

</files>

</install>

S ateia |y Lyd S AL S Lla LB YL as fllename g

/templates/joomlal5 .; . _JG 5 kel CSS LG o6 02U CSS LG -pus  Lols 1l o s JE:CSS Lu o -
sl . /css/template.css
1.5 ftemplates/ioomlals images ... , s L. S5 ds L.t LS 5 pses

Y \\J
Nogr la dgibe 5l eslaial gy n

B 5 Bl o 528 Sl o U3l pal s 513 0 HTML LG 51 S s Jgsle 15 JAOC S5 51 ostenn
p5d o Sl e IS Sladas 5l cule Olse o LB D 5 ole 05 IS L b Ol a4 diled e Lsy ) Lol

<head>

<jdoc:include type="head" />

</head>
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File Edit ‘iew History Bookmarks Tools Help

6 v c N ( http:/flocalhostfJoomla_1.5,8-Stable-Full_Package-Farsif Jir - |G|‘ 7

ol Olge ol TN n e
el 033 VU Js3le Sl eslitul e &S s Al | o5 Slhle doled sdalive O gS1 1) 545 amio s S|

<head>

<base href="http://localhost/joomlal5/" />

<meta http-equiv="Content-Type" content="text/html;
charset=utf-8" />

<meta name="robots" content="index, follow" />
<meta name="keywords" content="joomla, joomla!, Joomla,

Joomla!, J!" />

<meta name="description" content="Joomla! - dynamic portal-engine and Content-Management-
System" />

<meta name="generator" content="Joomla! 1.5 - Open Source Content Management" />

<title> v, . PersianIT.ir</title>

<link href="/joomlal5/index.php?format=feed&amp;type=rss" rel="alternate"
type="application/rss+xml" title="RSS 2.0" />

<link href="/joomlal50/index.php?format=feed&amp;type=atom" rel="alternate"
type="application/atom+xml" title="Atom 1.0" />

<script type="text/javascript" src="/joomlal5/media/system/js/mootools.js"></script>
<script type="text/javascript" src="/joomlal5/media/system/js/caption.js"></script>

clr O a1y s gla Jofle Uy o3l e s CanBon ol aoils o LB s Jgile Calises CumBgn O3l )1 3 40 065
w3 4. <jdociinclude type="modules" name="top" style="none" /> ... J. ol @ .ans 3 LIB Cilises

el Lod a1y 5 o Ul Wlg o VU sres L STYIE S sl IG5 1,TOP

e AR

355 poe3ls tled Jsdr 53 Jdle s > table

Sed el il (G3ees Lhew o Jalle st horz
ed wosls il XTML ) U3l >4 = xhtml
rounded

e Mmodulegmoduletable IS 5 55s 58 e ad S hls Jsb s 2

AL e i hGBEEZ 15 s b J,5l o1, DeezDivision

Seh poels ale el &g 4 JoSb s & none

(el ol slml 5 slize Jg3le sla a3 5eJAOC 5 astizal L 5index-php LG s Jls Ol e o
<htmI><head>

<jdoc:include type="head" />
<link href="/joomlal5/templates/joomlal5/css/template.css"
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rel="stylesheet"

type="text/css" />

</head>

<body>

<div id="Part1">header / header

<div id="Section1">Section1 <jdoc:include type="modules"
name="user3" style="xhtml" />

</div>

<div id="Section2">Section2 <jdoc:include type="modules"
name="top" style="xhtml" />

</div>

</div>

<div id="Part2">main display area / main

<div id="Section3">breadcrumbs <jdoc:include type="modules"
name="breadcrumb"

style="xhtml" /></div>

<div id="Section6">right side <jdoc:include type="modules"
name="right"

style="xhtml" /></div>

<div id="Section4">left side <jdoc:include type="modules" name="1left"
style="xhtml" /></div>

<div id="section5">content <jdoc:include type="component" style="xhtml" /></div>
</div>

<div id="Part3">footer /footer

<div id="Section7">Section7<jdoc:include type="modules" name="footer" style="xhtml" />
</div>

</div>

</body></htmI>

sls 3 1 ol s ol Jsile b b e ol 93 0155 oo 5 el (6ol sle (ol b e (hls Lok Lt LG (3551
Mogor a3 s 0y HIML 52 5 55 v

03 Ll 3 el oo Jlesl 1) Soadd b s ClpnlS wile aa b LB 51 & 53 LB g 5 0 o 6l |3 a5ees Do s

\\[3\.,.&5.1.\4_345 Lawlsuu \obu‘@)u.\.hlwuﬁﬂwls WJUM/C'\L..; &)6@\5“&‘\‘ t}o‘v&; \o Wa}

331y i 3,40 cla i 5, s [PathtoJoomla}/components/com_content/view/article/tmpl/*.* ;L. .

EREATIWISN [PathtoJoomla}/templates/[yourtemplate]/html/com_content/article -, . s,= _J&

Loled sdalie 1y 355 LB ol Ol is b LB ol s i L

S5 dms Y1
s >1b L Sl LUl elils b la Bvesl ol WS 3 a8 = o il Ll B K =1 b Jesl LoLad ol s

Al sl L3 5 35 4 e B S0 il U 030CSS S HTML L <1 5
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}heg-.mu;u:&QTQ:.:»H{g;..mjLAc,._,.L.ug)Q\Jivu)'lL;JL:w.z.:ﬁyé@&g%é:bpﬁhﬁ&g\w@

LI Ty e g

ol Sa g 6\ﬁ\)wﬁw\%pww\aquoomlajMySQL PHP Apache .;3.< ¢ 5 s,
o 5ya0 D15 o Lo ol 3L ol 5l50 plo o i 2 spi5 a8 J s PHP o el jlie 10 0l e w0 e
(o Wild Wild West |, o o+ ), a5 sl Gl 4Kt 53 S5m0 0355 0ol 3550 53 SIS & o ol 53 350 13
LS eal g s
M olgl V=V
SAL  password Y owe das sl sl s Stls p watl s 358 o e ol 4 65 ols Bgs pll 6 OUS ol
ol Lol L Ll b aab il cdlem 595l Ll mle s pde o8 3L wlie 5 CrOSS-site scripting Injection
&yirfa\fw,&uﬁ el ol s e sl S sl i s WISl s 4 b cpl slsl sl

I3E s akes NN

Golomn S S cole Co pde o, Gl p e G e SN L L Godnte S Slape, AS1S e aS s (00 Laslhl e S
Lo e BB Ll a g ol by ol w45 il e PASSWOrd" | My vrion" L ol sl s slage, ghls bs S

AL

)}&JA) A_)l?r.b‘).) ‘)Jﬂ) ))\)ﬂ)}]ﬁ.&dlwbw uwldﬁ\)}&f) J\iL’jk;Mu\ o;Lw)L:M.;Q)’Lv w‘)‘é;)b-dujlsob

S VRCPRN YR

A3 SUE cda ) i U6 e B
Aol elinal S5 5 S S by SN

Aoled oslinal (gade (gl ST
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SQL Injection _Y_\_V

1 e 3 SAL s B wS o 200 S48 s g5l aily o SALINJECHON ¢ 5 51 sl 5 5 5 J s

Ll Jlesl ol 3 1 a3 Sl s Wil B aled 5l PQAL o 5 ) S s
odis o e gladkd  N-Y-\-V
XS e 3ls b ol 5 13 2l IS (3le S A3l lS ol Sils sl oS s HTML s e 0
R R °r:>"5$name e o ek ol sUPHP glais 1o sl sty 15525QL e 35560 s

$sql = “Select * From jos_users Where name = ‘“ . $name . “4”;
Ll e 3l djf;.il Iy 55 uf;lj}l;'- <=U S8

dummytext' or 'a' ='a’

Dy Al 3D 4 edd 2l SAL s

Select * From jos_users Where name = ‘dummytext’ or ‘a’ = ‘a@’;

» Z 0 = (o . . -
s v Jadm ol 33 Ol oS aled @ S3ed e MBS e n True Cols yesy A A sps bl g s e opl B

abe o SQAL Sile Wig o s 5l
dummytext’; Drop Table jos_users; Select * From jos_polls Where title = ¢
2305 350 15 ook Shles Ol wesl e SO LS Ll d g ey 050 e 018 sl Dl Csl S bl 1l
PHP | 3o s bl ~Meol  Y-Y-\-v

2313 oL 5 () (0 Mo am w3 (Jlie il a0 S oed 03 355 0313 0L L3 1 6 8L 55 e oS ol gl gl S g
f&\;iﬂ.}ﬁ:)Sd\Q.;jjwaﬂd—b (\') Sy g & o 5 43S |3 QT&(\)QQ&JFLSNDJ:}) Sole e

Sy o Lod ol & iy ol b il
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Ll L MYSQL G PHP Lyl e Bl sls | 505 0 5 3 5 Jlasl b ST o gl 1y, BLS1 SISl oS 51
b el k5 S e Lol b S 4 LS5 s w1, SIS ol MYSAL_real_escape_string() el 4 L

ey w8
$name = mysql_real escape_string($name);

b Magm 3 5 S e Gl 1y esls olSL 5l e ol gt leSlbl il slas1is 9€tEScaped() (i 5iasti U s g

355 2 oS 4 3 Sse

$db =& JFactory::getDBO();
$name = $db->getEscaped($name);

Bk e ks 4,5QL Insertion ¢ 51 alom 5550 55 sl Js s

dummytext or 'a' = 'a’'

Dgd o) ose d e e o s
dummytextV’; Drop Table jos_users; Select * From jos_polls Where title =V

WU PHP s bl 5l el sl o0 s e 55 0l sl il 5 MYSQI_real_escape_string() ot .,
PHP s 55 155 i Copo & 405 opl O S 4w S ol 035 Jlb s 36 PHPB 5 st Jls magic quotes

RGO TR
gs 05k slals  ¥-Y-\-v

o3l SQAL P oo 3 it AL £l 5t e el g8 Ol gladls bl S ol (gl e Ve s s

o iCam 0 dewo e Ol 4 Wl
$sql = “Select * From jos_users Where id = “ . $id . “;”;
fey b Ssle LOlS
1; Drop Table jos_users;
s Kl gade g ) 1J$id wn g9 ST e 5 gad de ol @
$id = intval($id);

355 o o 3h oA SAL Gl sl 13 O el b oS
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Cross-Site Scripting (XSS)  _y_y_y
3 L ¥ sens e g5 ol il ol pas HTML (lass 5 JAVASCHPE s ass (sl 2 L8 il o e s, S XSS

3ok e s 3l ez O 4,8 SHTML claals s <Object>, <script> clais sl

AL A e bas 26 gl ey ol HTML Glaas o i o oSS Lo o SUIP_tAgS() i byt s PHP
Soslizal b Sal gl o5 ol i pladls 3,50 53 bl o ks HTML us 4 st s, 511, wlens NiMIentities()

oled s gdowe sliel 5 Ll Gy = a0 1) Sledbl 55,5 Lls 0 03 )52

$myString = preg_replace(“/[*a-z 0-9]/i”, “”, $myString);

e ol —-¢-\-Vv

2o gl LB el Sole 4 Ll s 8 ool by bl adg aSaas sl el pl 8 bS5 &0
Sl g Shsley Ailed sdalie 1 M\{w;index.phpliindex.html‘default.asp‘default.htm/pu‘\g[iu s
W s s 55 isbos OB Dbyl als L Auled Iy s Lok 13580 6 5 350 53 6305 Oledbl 4 b AS o oges 01 5358
io sl v Me el SKao by b Soles O3S e O BEL Chas veew 00 SO Sl s we Ll oS el e

LUl Ol b ad g =0 sla B eualine OISl b o osls 1 ANAEXNEIME 1
Denial of Service (DoS) .. —o—\_V

31 e 0 Jpaia b 03Bl ) Q"L.'WQJ' R RCIY VPN ¥ eds Denial-of-Service Q)L?;MDOS
oz 1 o ol S ol abosl e el cla o= 3 4len 2o 3255 (oo o3lul LB S &S (U B ogd o S 5slS o5l
AAD0S € Ga Lt 5 elS 4Kl ke oS ol i OLLE 5 S dalet e S dlem 3l zial cla doe o
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5002 SLLOWE fpla Sty 1850 o5 4 b O pae a0 Ll Gl 5 oddd s e mle 5 (60L5 ez 45 Wl 0 sl
3168 P DOS leam 506 5 sl s S e I aslsl 3l s Sl l edias s e oSiws &S ol U Lol ) 34

el b ol O30 e Sl s ) ASS 5 (65 el b Sl s eslitul

(Bl el Lol ml 4 fate Gl ates (sl a2lS G e (OIS0 F 5 308 e (Ol el Gl p &S b 5 S 08 e
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S e bl B 55 b o 5012
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.htaccess e S NSVoYoy
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ServerSignature | ..  y_\-y-y

e 5 Jole s e Sy g KL S el pl S e e WlS s O Slealinl L OIS 308 a8 ola ) Sl S

ServerSignature Off

150



Mo 31 eslaiwl sloal,

ServerTokens .., y_\_y_v

(OS.Full ol Ll a8 s s el g s asias SO Sl jlade ax Aol yasiin U odas e 1) Ol sl gt ol

ol eslial 5 st 5l Ll oS 358 e 4w 555 3L PTOd; Major, Minor Minimal

ServerTokens Prod
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