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S 0 d Y e S5 o5 V{J'ﬂ - P e 055 s Sl

#rpm -qa | grep vsftp

:ﬁf@aé\.ﬁ;ﬂ‘yurT’j‘VSde%Q@;.-MJJLQL&MJJLQJ};&T@Q)W)J
#yum -y install vsftp \
2505 LI s b ol odd i g 655 2 VSTED oSG LT & 87 Lol Dliabl il ¢ i 51
LS s QUETY (e |
#rpm -qa | grep.vsftp
:r.gsu.ei%\,c...,AouJL?UJoTﬁwﬁﬁa‘du&ug&uﬂm)uauﬂ;,}wpm
#rpm -ql vsftpd
Pl (oo s & g ) S 3550 03 15 23 DMl a  grs al L
#rpm -gi vsftpd
sl de glarunlevel w5 (87 o et chkeonfig ) ss b e
#chkconfig vsftpd on
:ﬁf@reset\)w,ﬂ@'\,;ﬁ

#service vsftpd restart
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VSFTP dawgi ovww Ll (5 gawno (99 saogo
|paiie 555 gl Sl sde 25 45550 (0 BLO a4 dydr joees 5 455 LS (plizr s g (2
S H PSSP B cf,aj.?
[etc/vsftpd/
/etc/logrotate.d/vsftpd.log
[etc/pam.d/vsftpd N
[etc/rc.d/init.d/vsftpd

[var/ftp/pub/
[usr/sbin/vsftpd/ N Y
:/etc/vsftpd/

Vsftpd.conf \
User_list

Ftpusers x
Vsftpd_conf_migrate.sh

-

il VST s e g S LB o 5 ol L6 o1 :Vsftpd.conf

355 gr o3> ftP 4w s pie b w}w T o aS ol olayje Cud ol L6 -l :User_list
=S »3 ,lis |, userlist_deny w8 ST L s 4

ol 53558 o o*ftpublogin 23 OT 3,85 )13 L6 onl 53 0T pb &S 5,55 » :Ftpusers
\ 4ab e blacklist < s !

oSbizul S Sl IR 55w ol a5 05 S Migrate sl . :Vsftpd_conf_migrate.sh

.3}.&:.4

:/etc/logrotate.d/vsftpd.log
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:/etc/pam.d/vsftpd

ool 5 el B sy o S8 s g e J ST (6l & Sl el 055 &S Pam
oS sl ) p3Y Sledis L6 pl s L asbpam Slest s vsftpd o s

:/etc/rc.d.ini@@
2 5 35k |l standalone &0 4 vsftpd . sjls Sl 5 0 ol s :&,ﬂ Shrlew Sl

’(.AJ‘Q J‘}l |t @}w

\k ‘ A
:/var/ftp/pub/
J‘MJ)JGA)K‘UJ«.SGA‘;YSL{.L%)}ﬁ L§)l> &)}L’fﬂbﬁ‘dﬂb QJ‘JJ‘} Lg‘f”wﬁw‘
) =
e SosS pls pl 3yl u,é,éu:ﬁ,,bganonymO\sL;u,  ples 358 o 4 fEproot ..

S b Ll Cylis b e hOMeE (g 58 gl5va D 4 3555 51t oa lOCEl 01,087 5 L5

\ o3 S ) e ol o K

\ :/usr/sbin/vsftpd

‘ \ 3,13 55 e opl o VSR szs b

\
N\

N\
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VSFTP ol il J0 Oloudaid » (559 50

W sl abolb sy Ll 35d o axi g OT 0g33 45 Sh o &S Sl 48 pb b ool Syntax
Glis b e gt ocal 55 L byss ol e Jis g s VSftpd 4 Jlast o
6T o fege 2 93 & Lib o bt 13 ol T s vsftpd JS” K418 . anonymous

544 axl e man vsftpd.conf 4 LSS oledlbl S Sl el o ol o5
#vi [etc/vsftpd/vsftpd.com g N

. anonymous_enable=YES
Sy 09 (SIS Lases b 5l 45 das s o3l ANONYMOUS 8,8 4 4u S opl 035 YeS

. 4,1 1y chroot ojl-1anon slays s L saFTP 5w pub (o, 68 515 505
G,

anon_root=/opt/dir_anon

S Ssl 53 Lsh Cyla it 6,55 00 oFTP 4 5555 (aoe 4 @NON 01,1, el i S

; '{"356&")‘5‘)#))}&#@-;
N

\ anon_upload_enable=YES

LS T BBETP 55 sl gmanon glayss das ojll i T opl 055 Yes

N\ ™ anon_mkdir_enable=YES
iﬂf swl 6,58 pISFTP j5 ullg »anon sla e b ol Hldas Osls Hl3yes L

anon_max_rate=4000

Lol 2 5 ol ST e adeie 1H,AN0N gla 5 3 5LT 5 25kl Lo STis & 5 Lo ol ldis
Aol o ok

no_anon_passwd=YES

Al a3 3y gy ANON (Sl e SIClT Jases H5FTP ¢ s ol 05 57 Jled L
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anon_umask=???
.M@Manonymousﬁ,l{@ﬁ B L;,}:fﬁb,b}iu sloul 63 i sl g

anon_other_write_enable = no

Slhes plonil 4 Slomn (5555 113 sl 5 3T 51 28 4 ANON 01,18 sl YES iy L ol S

°"*'"“°*‘5L?=‘?Jr“§§6‘ﬁt°‘>)f~w34:~ﬂy“ﬂ§oi‘J}##-MM‘?&;&J%{&J&}
v

% ]

®

>

local_enable=YES
b S ety 1 o3l ol dies passwd b Js1s & silocal g5 4 5 ol 03,8 Jib |
sl local sla ;s Wi Olas = gsi’\" So5S plas,ls 963 S &;YFTP GO Dyges 9 )y
.J;Jwﬁabgﬂ:usCﬁ\v\ip“u9w@¢1,ai¢§iv\.,~51ﬁ@16,\;,\>\)changroot
write_enable=YES
L oS 5,05 5,8 Sl 52T cpl das e L FTP 55 il 5 4k T o5l loCal Sy 44 f ol
.bash o 4 0 jLLFTP Co
local_umask=022
S5 4i aoslazwlOcal 01y, Lugeds s LT Gl gl 5 aS Sl B3 i O UMASK -yl
Sl (o 775 5

N
N local_max_rate=10000
ool » Fp Gl ST o et 1y lOCal Glays g 3 5hT 5 s skls o ST & 5 bt ol Sl
cL e b

local_root=/var/tmp
) G 53 Lsh Culds aetie )5S pls 4 ftP 4 54,5 e=e 4 lOCal Ol 58 2l Ky
S e ) A ) g sy S
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dirmessage_enable=YES

Al bl o bt o GEYFTP i Cows & ol plays ot L 4w S 0l
ﬁ)lfétﬁjhs;,yrgwffﬁboh{ﬁ)l{;”,uz,wgl:r:;fst?%‘messageaiug,jzfﬁb
slou|.MESSAGE ol 4 1 & 5 4 5,50 6555 215 Jo1s @ ply sl gl 555 0303 Jile
5559 e w4 VSTEPd ¢ L - 035 YES L oS (oo 0,53 01 0553 1y Ol ki 5o 00ply 9108 0
g:ﬂ:>ﬁjGliuﬁqvuﬁuw@&?\J@\\@\camwyg\@ﬁ}wﬁﬁ
SIS n Sl IS (s 15 0T 15l 03 S 53

N\ Xferlog_enable=YES

o o3 USTEpd 55 05,5 vsftpd.log LB L L .Les o,md &g 95 4 VSTEP ls &Y
35 33,108 Lo 5 oTIogrgfgL;,Kbd\os\.s,\}Yﬁé LL 2L NO a8 il b oS 548
N
Dghe S aby )5S pls
¢

listen=yes

o el S1.aS8T ., NIt b e, Standalone e sFTP sl yes 4y 8 oyl 5
bbb eSxinetd L5 5 gresls )l 3 n,qﬁu Ly au S cpl b ssd oylsiXinetd L Cow as s m

sl 0o ;5T Lol 51 (6l & s dllae ol slgsl s ﬁ,'lmfvsftpd ol % Kl

N 'S max_per_ip=20
.;ﬁ&@),ﬂglPﬁj,\;\j@&;&K;\M%M@umhs-@|

max_cllient=100
.,UJJMFTP@QLU'VA4;5‘}:@,,'}1100;5\»ou;&i,;w@ogb@\

chown_uploads=YES
chown_username= )¢ pb
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Caols b il (6,55 5 S e 5,LTANON slayse oS sls L6 (OWner) ¢Sk ﬁ\,su,j?\
V'QA‘?LSASLGJJﬁ C-Lo C-)J‘Ja}-)b)a:‘:)‘}yes J"‘J” b J)‘bﬁ};ianon ))ﬁ)‘ b ‘J"‘

.r_”;fd.s,\j I, Lel s Lbowner

ftp_banner=welcome to FTP

banner_file=/opt/ftp/ftp.txt

Sl Ll 63 S SV i bose b 45T plassp sl 5b i s Jgl Lo Sple gkt )38 2
A ) e b e ST idp b 6K 5l S Ol e Dol ol sl 53 BTG LT )
..>J§.>)br5.>,hﬁ-nglq-)JbQTJJJTJ‘&Z}J‘L{M:;J:”\éégijbbgﬁv\i[f;ﬁhﬁ-

pam_service_name=VSFTPD
\ % tcp_wrappers=YES

LIPS iy gl ST a8 (o adeia |, FTP i 287 sl sla p S5 Lo 55
wdl 5 4h okl tCP_wrappers gl (a}:;ti» ,(.\il{mg il g ws FTP 4 1 (.S Block
>,1s /etc/hosts.deny s /etc/hosts.allow sls o6 055515 jloes & 5 5lee s IP 3 51 L

A4S adllles |y accessmanhost_s L6 ol o (S585 51 el Cgr oS
%

userlist_enable=YES

userlist_file=/etc/vsftpd/user_list
‘gm,gﬁ@aqywdmwwbﬁgdxiuggfmmpyesb@\)\m;\
Q Ssh o35 FTP & s mws ol Wl ol &5 Ll opl j3 a5 sla, s
userlist_deny=YES

userlist_file=/etc/vsftpd/user_list

GAL«H‘} b}.ﬁ: < oaﬁ‘jﬁ- ol P s (aj.: ,ﬁﬁ-)J ny LSL.’.“S Q\i}bu J..'I:Lfyes L U‘.’.‘ )‘J.Z.A Jf‘
nopriv_user=ali
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s S L ol sl .wﬁ T 515 Lol Skl il voay ANON glay5s 4 1y 35k T ojlt S
g drs s ool Sl 53 dbg e 550 pb 058 5505 L frf & OT 51 LB Gl o)l 5 as L
.@!P'YFTP Sl ool (6l 58 pl 3 sd o JleslANON (Slay5 s 4 559 opl oo s
chroot_local_user=YES
54 w3 5 change root ki local la ), ples 51 LU YES i) b ol

> N

8
chroot_list_enable=YES
chroot_list_file=/etc/vsftpd/chroot_list

v»,.i; Soos 51, change root L Jf\ ETSRPIN Y o sy g s jail gl bhbs oyl
«sl change root c LB localle ;g 51 b wal o STl STail ,;ﬁm,iﬁ* -

U'u’-‘ mj@))b b L.S’w‘ LSLA‘)‘)‘%&:,.M:SJ‘)JTC)Jb)b(a.}b)‘}YESJ;‘jbd)‘.b-u\...&l;
N

il s local slayss o sases oed

\ ¢

deny_email_enable=YES
annﬁi_emaiI_fiIe=/etc/vsftpd/banned_emails

g Doge wslilocal y5 S 55003358 o Jos FTP K ws Sh50 L 8 S5
ol il 03,8 235 8153 e VBIFID/ s 505 (23 iy Do 0 3 03,5 S ¥ anon
S 3555 Sl @2 ANON L5508 G s0 53 bl (oad 35 5m 5 253 el 512955 28 5e FED ln e )
3,13 555 ’JM%\’.J%CJ&‘ Slp oS by LS 3 g S o ol el 3 ey S
e 03 45 I3 A Sl | gl JEIS 55 i 5y s 3 i <SG S e den S Sl oyl
Sl J="culmozila@example.com S6 b stls 5 gus Jie 5 sb 4 . 0Ss oslizul a8l 40
FTP oS BRb Sosm L dils (o ) g o5 3,05 banned_email L6 s 15 55 e ol
03,5 banned [ -l 4 .ol ols gla $ 550 b Jlasl (3le 35 gl 1y ) ol 548 fuae
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port_enable=YES
pasv_enable=YES
Passive > e3> b 5 S Active mode ;5 LFTP uS™ o jesein Jsl Lo

idle_session_timeout=300
b sl 55 Jau g 5l BB il dm s Jb o )5 8T ) g0 55 S Ol k>
4

%
@

delete_fgiIed_uploads=YES
L Ls el ST ot failed gls 5T slaraal (YES) e 4 8 ol S
. S ,

download_enable=YES
S Ll s Y .a*b qu\ﬁu\}ﬁ-): ol AL (YES) Js j?\

\ " listen_port=21
3505 Jlas! 1 L5:1,3;;:/etc/ser\ﬁces uL),Xinetd 33 g ool ST L6 53 b Ol jan

3\
listen_address=192.168.1.1

23 ool TP g o 0 T 51 (S il (or bl ails 5 555 S8 D) iz S
ol B sl ol el b 1 Kid S i b 55 Oy e L 3L s ol g ST

N g n 03linal ) pl (g aSG gla I plas 555 a3 e el

allow_anon_ssl = YES
25 o SSL el b5 Sl 51 esliul 4y jlws @ANON 01,518 w5L YES S

ascii_download_enable=YES
By dal s Sl &y s 4 031> JUsl LELYES B
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force_anon_logins_ssl =YES
Jlayl gl SSL el Jlasl G 4 gome @NON O 5,8 40 8 ol 5 SSI_enable 035 Jbé &) go 53

B Ll e 0y

force_dot_file=YES
a G:U.wL)j.x{l»‘_;)j:.fﬁbgj;;@j@.éjwa1&MQ@\JYESJ.&:&&-@‘S\JiyJJ
o

(stu <la JiLé )L Al g3 osls OLES L Hls a2y Ol Shgla Ji"; o 5L asL

Is_recurse_enable=YES >
S Sl opl syls o JSae oSS ks yls Iy IS =R zus {kt Sl dle 52T ol 5
gl B ot Lol 3ol sy gl 6a) 1 S8 ol e S Gl ol s AT e
235 b e

\

dirlist_enable =NO
313 Al e g »slhdirectory list Sy s 1 oS e 4 L NO S

O\\ -
hide_ids=YES
Aas o Al (6, 5SS 53058 5 )8 SOl aan il Jlb 4 8 ul S

no_anon_password=YES
N\ ST ad 3 g 3 555 el 5553 @ANON 187 51 5L Jlas ST oK

\
dual_log_enable=YES
5 Sl 5o 3t SY S xferlog (S aS eag bl SV g oS Jb S ol S
S o)y vsftpd Sy s S
force_dot_files=YES
o222 2 DA YES ol 8 ol bl 53 ol 4 0Ll sl gine slo L ol g3 S
A5k ,a adlls |y man vsftpd.conf L i Sledbl Cg
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FTP 4slogin 31 wasLocal gl y 390 s yudd

Sl I Lsd o Sulda fvar/ftp/ e alogin jlam (55 i Syse 4 @n0N ey

Lsd 0315 55 HOme () 557 415 « LOGIN i in gzl oOCa
4 Kb 3,y Olas = Home (¢, 48 11 4 ) > 4 Local Sy S @S ilg o L
\,L@Tti‘u\;Le.:T‘u,r.a\,;,1;1;,gng‘JiLécé,jfﬂ\sq,.;uc,.:l{lsl“xj‘:c,im}var/ftp/
s T e Sy ol 5115 5 bt 65 i sl S 33k Ol s o Ly

=S

#vi [etc/vsftpd/vsftpd.conf oy ‘
Anonymous_enable=NO N\
Local_enable=YES N\
Write_enable=YES

Local_umask=002 N\

Dirmessage_enable=YES
Local_root=/var/ftp/pub g N

Se Cash |, FTP 2SS (SIS sla g Y pans 55

\)NOQTLg}b.-J‘QJwaLgB.-gwiﬁgdwgﬁ\ﬁbg\qf;\:w&
N\ =
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FTP a4y 3399 (w gawd (40 o5 S g0

IS S5 1 T bl Wb sl azils w23 FTP w Local gl )55 5l ool sluns rg\ﬁf\
3 pepl J?\V_S sl 1y glmis K&l L6 5 55,5 5,05 user_list  ftpusers sls LG
o wl sl wsls FTP 4 wies ojlel oan L byjssl ool S o
Lis 4§ ol 059 NO &g s 23 )1 5NO i, Kl b s 1, us’erlist_d‘eny=???

Al ils i w3 FTP 4 a5l 5 e User_list L6 5s Sy e slays s
BB pl 53 0ks (o x5 ool 5 WSLYES Ll an 8l S s ilate Ol 8 p) 035 YES
LB s Gk 31 0 355 o ine 05 0ol 0 VES Tl 5 2 ~ ftpusers .
Sy50 o> G el S LB g3 o Sl pl 5 555 e 0503w mws ol Lay 5 s « ftpusers

FTP 40 Byj99 o990 45 Jail

4.3 08 3,15 0T 4 a7 (ol 4ty 51 2 0. HS a4 Ll L S o (SYFTP o 6,8 35

Ll ¢ a5 ulua /var/ftp/pub Lsg A5 4 3555 ame 4 sip el 03 ST 8 ST ke b

w8 55 05,5 1Al ) e S S sl 4 ey 6555 15 i VU (6555 15 o 4 Ll 55

P25

YES ,luiesl s opilla s s 05,5 Jail 13 S by 511, ChroOt oL 587 a1

N Bgw o Jd & chroot Cubld ulbl alls
chroot_local_user=YES

3 R eSS 53 15 T (ol ol (IS 355 o a5 51 ams 51 CHPOOL Sl a5

.r.::fua.suﬂ):'\'ﬁ)'b_s-)sja:b
chroot _list_enable=YES
chroot_list_file=/etc/vsftpd/chroot_list
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Error 500 (49,5 9,0 o

oS . 355 0305 Olas error 500 T « local sl 5 login CL{“ 33 Sl Ses 6 (5, CENTOS 5
Jld 1y e Sl 51 (6K b Lo b b diSS Iy Wit o3l b s 0 55 HOMeE (6 65 05 4 dl 5 Sl
b e ol .l Selinux ;mjﬁduﬁ;ué,u{,iw,\p,w@rﬁowg;.,u&;,\fy);g;jms@

D35 edalin OIF (s 5o L

#getsebool -a A oY

aly o)l l KBS L6 s I oe sl Ls,aaIIow_ftpd_anon_write=off\’;aﬁ;e.,a hon sege 31 LSS
0.(:. 35 g 03>aANON o, e @ Write o=l 545 0N Laze 4‘\‘\5 r.:.&\; ol o3l A@NON la) s 4
Gkl das ojlatlocal slayis 4 e ol il . ftp_home_dir= off s e o 2ege 51 s
&l error 50048 558 o sl &S Sl yane cpl O5g Jlad L ske 5= hOme (¢, 55 515 5,05 FTP
Ol se S€SED0OI | s LT Jose 4 Caniles gl Sl 6,;5‘;\5 a oy ) g edd sl vl by
315 ek Ly s e cpl )l
#setsebool -P ftp_home_dir=1 N
) O Sl juite wo g e 2 (6511 ol 5 s LA™ 5,055 42 5 aie (3L ldie w s a gl Selinux s
S o8 e aw s Selinux ‘rs w§\>' I, Selinux & el o ol J,f)jrstgvu;.;
plad @S Jlab [y e ! 5wl LIS Selinux > cel 453 o 5YL e ol enforcing .1

555 ~enable (e sl s Jyile
S5 5108 s aen jLLIAS SdENAY I (¢ 5 Cuns Jle SelinuX e ol 5 - permissive .2
N\ e

Q sd oo db e Yl Selinux we opl 05 S Ul L disable .3
Sl k6 Gl OT slade 53 i ol .)ls )3 Jete/selinux/config .. 5 Selinux Xals™ L6
LS 1) it L Lz OT 0 Jlesl (612 5 oS (0 3,05 5 4b g0 e SELINUX walS™ flis 55 5038
:;;uu;w\o\,:@oTv\ﬁﬁ;:q?rﬂﬁjabwwi.rgw,

#setenforce 0
#echo 0 > /selinux/enforce

:;;CW\WSQTL;)\{L;LA,\”SeIinux W}jlo‘j@ﬁﬂj)p;\{
#setstatus
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FTP 48 Mullti Homing sl

Q‘j‘saVSftpd b&éb)) J},&‘saé)‘-b‘ c‘)ftp olas w}y&%wﬁéj)jdwjkb
Qb)vﬁsﬁ)‘b)jf»&.u\.:{fﬁ J;Lg)‘-’u‘ °‘J)ﬁf’“é§‘.’.6)J b FTP J.SJ.MGMD U w-l.q-
Ol 4 Sosftp e 5 (0 0Ll o ftp o vl oo s das oo g o s S8 3l
S b g ,a gl =S (oo el Mullti homing ool 51 ol o i 55 @8l s o (s
) W =
St S8 a6l oS bl fEEC/VSTEP (5,58 uls 25 53 3 4 jamis plil W TN KT LG
2 S Gl aE o pegansS )05 5 T 5 (K KBS LB a3 5 038 BT plams T oS
ot listenzaddress s ss 05,57 LU Kl L6
S s S OE sl by B s S bl s ol 51 phS 2 &SN 6 b sy AS T 4w 5 G
b AL e g ol 35 Y 55 i o Xferlog S(\&g &> 108 &) 50 55 4 vsftpd
);Jiuo,umwj,w&wacm\,IPJ.A“;\;MWNPY”JM&,,:Q,\f&@ﬁs@@Jm,)b
AL Ll 6l il o S sd Sl Jhse @,p';d\ 36 o «if Virtual Host I8 -1 & (R
N ; _
ol g3 oS o 3lom) OT 0353 15 ab s o Bl gle> Sl ol ouls o &S5 b (ST 5 ol KT L6
.':'SJJN}TQ}JJ‘)a‘ﬂbéjﬁj#.’)}nlp‘JAJJT) cJ;J‘q;ﬂ
#vi [etc/vsftpd/vsftpd2.conf
listen=YES \
local_enable=NO
anonymous_enable=YES
write_enable=YES
- \E g
anon_max_rat=YES
anOn_root=/gEt

listen_address=192.168.1.1
listen_port=2020

#vsftpd /etc/vsftpd/vsftpd2.conf

s (G55 O g2 s oo aalsl DL, @ WP 4l 5558 o cwy vstpd2.conf L6 Las ) zs ol L

oS Sy 1y b g o AT 6 s ol s g g ) o b T
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9w Sl 9 Xinetd 40 oud Sl 8 31 ol 4igod
Vsftpd

ol el S dle uS” . L8 standalone & e 4 VSTEPd e e s S ) shiles

So5S pls 53 o3 gedls HI3YES Ll 1, listen=?77? 4._1; AL 344 oI5l Xinetd J.]m}) R

Q
o e.f_mtf 6 S xinetd
servicevsftp 2,
{
socket_type =stream - \
user =root
server =/usr/sbin/vsftpd
A
server_args =/etc/vsftod/vsftpd.conf
nice =10
disable =no ¢ A\
flags =ipv4
g P \
}
L
N

ILinux Cookie in Persian A5 ol plus ox...i,i




33

AT 31391 0 93 ylgas A ftp yeawd 3 oolaiw!
rename (JUasl (oS sl 8 il o TP s WS sl o w5 ST ST (55 iy 1l e
o gl f s o i e 5 e 5 S e b Ll L BB eSS Colde
Olea U STEP i o)l sen 457 ol g Sl SVl 5w 51 (6,8 sl (gl 23S eslikl 8T 51 Wil g
5555 il oly ol Sy g & FTP Ky .s,,T@rﬁ\; Iy ol JL;;;\J@;:L&;.A secure ftp
L;ﬁ5%&@\dul,s”;w;&ftp)fw;.w@d,gﬁg,clearTQ(tQ,y«fﬁabaw
o Ftp 53 eoad 0T 4 5w &K WL (8 2 sl 5 L8 0 5 s i U5 eo2d (0 0T &

i, :
J;ajbblocal);ﬁvuwu\ip&up”ﬂ@anon Coyge 4 Ol5 gad (B2 o ysb
AL L Iftp s WS s oyl
) AN
‘5,,\,;,\u\ip&p&{uﬁujﬂw,tuwg@\G;ximfuwwuawyémfdjtﬁ:&;
\ \S LS| tlocal gz
JS SIS ol ol e 53 il 4 pleely aler 4087 (6 oS0 oS (r Y g 4 oS Slej S

O\

.xﬁ@cbm‘logqs‘ﬁjﬂwkcudiﬁ

h
LSt s 2 Sroged aftp ) ges Sloslinal b fbodias g oSS 4 Ll 1

ftp ftp.example.com
username

password \

2 s glaasls 5l LSS oL 5 abg e 5o hostname —..L . ftp.example.com > 4
o5 b ABlS 55l ) g g, 4 Ghate FEP (6 )8 SIS OleDbl 3555 (61 5 Ao 5 15 OT (595
o2 o5ed G L OIS (o IftP s Ll 5 ST 15 Jlail a5 a5 oa Olojen 015 i TP

oS Casn Bl s e S Y

'X:jL‘JsLsA°MW‘JJf.)J"‘J“Jt'“)j‘b4’
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Trying 87.51.34.132...

Connected to ftp.freebsd.org.

220 ftp.beastie.tdk.net FTP server (Version 6.00LS) ready.
Name (ftp.freebsd.org:vivek): ftp

331 Guest login ok, send your email address as password.

Password:

230 Guest login ok, access restrictions apply. N
Remote system type is UNIX. o .
Using binary mode to transfer files. L

ftp>

3y el pilae led sl p el e 1S oo R ST 00 1Al v ¢ ol
ftp>
tASled eslial 5 ) sl Al sies e 50 8 5 e LB hled 6
i,
ftp>ls S
229 Entering Extended Passive Mode (|ﬂ60692 |)
150 Opening ASCIl mode data connection for '/bin/Is'.
total 10 @A\
drwxrwxr-x 20 5 . 512 Jul'19 2007 .snap
drwx-—- 20 0 |20484ul 19 2007 lost+found
drwxr-xr-x 3 1006 1006 512 Sep 21 2009 pub
drwxr-xr-x 3 1006 1006 512 Jun 5 2007 sup
drwxr-xr-x 4 1006 0+, 512 Sep 18 2009 www
226 Transfer complete.
ftp> N\
Mb@b)ﬂy}\.ﬂ:‘}ib (aboMJuJﬁLuFTQjLwSJ:jLquJ
S eslizal 5 s g o S5 5l oSS s sl
ftp> cd folder-name
Sl b ool i ST sS eslimal 5 Jle plos gEt s 5l ily o bl &K il ol

W&j}géw O 4 lul Ftp s Lases j3 L L4 oksww@ﬁ S 5kils
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A 53 (oS 03lizal =C g 51 81 5 ol a b6 55kl 4 ISl e 5 03 STed 5,0 13 local
.\.‘.fgabjl.ﬁ\iJ,U\Jytjfi)\foxbé\{j‘&-\&:L\.:}')‘)Jbﬂdaﬁb‘]au)‘:)b"\iJ,U\J)"Al.a-f

ftp> get—c resume.pdf
:;35@3}13\3ALﬁJ.aJiléAf:;u\:Abﬁ-aMLiniS&Lb}

local: resume.pdf remote: resume.pdf 4 N\

229 Entering Extended Passive Mode (|| |55093|) S N

150 Opening BINARY mode data connection for 'resume.pa&' (53077 bytes).
100%

|***************************************M****‘****************

kkdkAAE*| 53077 12.58 KiB/s 00:00 ETA
226 Transfer complete.
53077 bytes received in 00:04 (12.57 KiB/s) \

25 o5 s i 1y e 5 LOCAI ptis )3 555 (638 s Jous cdal S o Olej e 3 S
N\ I PTRUT PR W:

\ g2

ftp>lcd /path/to/new/dir

ftp>lcd /tmp
les el Aol y g 5305 oS pls o 5 s ses LAl S e
ftp>lpwd
\N ™ Sled oslital ) gs SISl 8 (o0 JB (i S3L s 6l
ftp>mget *
)

ftp>mget *.jpg

t bl oSS Code (gl
ftp>deletefileName
ftp> delete output.jpg
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shell G,k 51 s 53 1) Lk dals o STeaal ails S5b b s 6l uls &S 55 55 bl 5
S oslimal |y 5 ) st Sl (BT ST Jimie Ll odd fuate ST (555 0 4 (g eSled 30T
ftp> put FileName
s Jlasishell G b 5l ys w455 Jowe 5 50alS 511,1080.JP8 6 sl 5 oo Mia
ftp> put logo.jpg

, h
b iz 5Tl
ftp>mput * ‘ \ D
ftp>mput *.pl <
~ :g,ffﬁb&io;;aw
ftp>mkdirdirName
16055 p1s & 05 8 Ol
ftp>rmdirdirName N\
1w S 1 25 Slgesil g o TP Sl s 2l ealg 5s s

ftp> quit § (

O\
)

wlled wuls cd | zus NOT @ &S

S
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Sl 9 5 Wb o o § 8
cab—2  Si-l 353y Jb ST 6 5 s s 43NS
S L a3 yphp,asp,html,pdf sls L6 Jze wsl »text base » Ll Kol gla b
o S e s (680 s BB plas ¢ opl 1 0 Sl (Sl b Ll 1 0T (sl 0l
- Ty KT
oo (Blys BB L b JUsl e S0 Jae b b6 s 8l 5 (Sl de 5853 Ll e P s
DL Bl (5L bl ST e s dial s ST 5lars 05 L sl Aeade 3le BB Sl €l Sl
w@13\§mﬁx@ﬁ.gﬁ;\i¢)yduﬁuﬁ§y\Mﬁ%pmpéﬁ\ﬂj&ﬁg,u,>
S o i il 5 e (S ol pen 4 0 ol |, ASCi

ftp>ascii ) N\
200 switching to Ascii mode

. \¢
&S s )15, bls i passive sactive ws 5o 55 OT sdias ja s e LSL TP st a5

NN\
FTP sl cso! o2 39> S SCP

a2 05l (Kon b 0355 5 g0 el (6 518 U5 e ol g 50 FTP oy 5 o aCt o6 5
Olye & o cltun SCPy SFTP vy o ol ool JSE 545 oo sl 505 555 /K550, 655
CentOS y Redhatisle wiuew )3 (55 iy S8 @ 5039 v aws 55 Openssh we 51 55>
Ol e S bl Slais <l FTP (oo, SCP o8 wil asls bl 4 il o s
)5 156P Ol p dilen B ¢S 5 53 SCP ol 3. 1415 |, (Anonymous Download)
BB 8L 05 S S o Ba 55 ST o et |y e BB el ress 5 Ie BB el ol
(ab' AL L ol gl p 4 545 odias w3519 SCP Law i AL 8 ¢ SSH suas BB

ST byl 0T 4 (53555 sl 0L ST Olgie —a Salbn b1y g0 4S5 (52008 oL codins o o
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‘,uumu?ﬁ&;\@gﬁipsam;wjﬂjL;j,tﬁu,'\&u%g,m,f&udu\w
@‘J&lmdutyyd“b‘]affqgJ}S@J}bﬂé-\.&b&)ﬂ@)b

username@servername:filename
username@servername:directoryname

3T b gl odias w s e g3, » /€tC/sYslog.conf LG os S S 4 5L uS S Jte b 4
36 51 aie s s Pter (5, iy 192:168,1.100
X

etc/syslog.conf/: peter@192.168.1.100 “

u\a\idoﬁ:sdg}gﬁ-d.béydﬁ /etc 4:'-\..5‘_}5)'16)'%{A‘_}iwz’))jﬁojs.mf@oam\
/etc/:1.100 . Peter@192.168
N\ \

N WINSCP 131 e 5 wil5 (o0 025 Saems 53 SEP Ole (55 3 4mms ol 5 45 g 1S
) , .
‘ sled ags 55 o]

http://winscp.vse.cz/eng ' ‘

)

S
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FTP cardg AW oy s olnio

.C,..»‘o.\..fuo:\:Qwﬂjdjub):g‘,iiﬁ(j@a\NqFTP Curd y (SBUS o 2 glie

110 Restart reply '
120 Service ready in x minutes N\ \
125 Connection currently open, transfer starting ’( 4

150 File status okay, about to open data &

200 v Cmisy gadS

200 Command okay i
202 Command not implemented, superfluous at this site

211 System status/help reply \‘
212 Directory status
213 File status Y.

214 System Help message N4

215 NAME system type ..

220 Service ready for |€xt t\@\

Service closmg ntrol connection. Logged off where
appropr’ate X

225 Data connectioniopen; no transfer in progress.

226 Closing data connection. Requested action successful
227 En\inhsive Mode

230 ,_UEengg‘ed in, continue

250 ‘Nuested file action okay, completed

257 "PATHNAME" created.

N 300 5 o Conss SladS

331 User name okay, need password.
332 Need account for login
350 Requested file action pending further information.

400 v Cursy saS

421 Service not available, closing control connection.

221
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425 Can't open data connection

426 Connection closed; transfer aborted.

450 Requested file action not taken. File not available - busy etc..
451 Request aborted: error on server in processing.

452 Requested action not taken. Insufficient resources on system

500 v Cursy slaS

N\

500 Syntax error, command unrecognized @ \»
501 Syntax error in parameters or arguments. N\ N
502 Command not implemented. ‘( 4

503 Bad sequence of commands

504 Command not implemented for that pméter’ ®

530 Not logged in. 3

532 Need account for storing files \

550 Requested action not taken. FiIe‘UnangbIé

552 Requested file action aborted. ENeded‘storage allocation
553 Requested action not taken. File name not allowed

s Sl Sl 4 Soed O g std
226 NN 25 Sl 65 D5y 5
&)34.5\):}5-)}19}*“\5]‘&).”,&&Jsﬁ@oﬂ;u&iwv\foi\@bj

230 .
\ \ 3l o plnil b ge L lOGIN Slkes 5 )3

g w0k & e Jloyl USErname il s sdakili G S
231 _ -
a ('o\wa)Username Jses oDl Sl Gl 5 LS oo okins

A g " Z L s e
501 .JX%L)}MJ Isdoms Gl g0 9 Sl (6,01 5 sllast (gl 0l b gnws
E

N
k,u, L s Username coul -Ses . Conl 0 plonil s go L 108N Slles

530
\ R CdSL ol
550’ c sl pamal ol Gl grwd 3 el jadie L
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p9d Juad

w”q’ L SSH..S )‘N‘ 0‘) N ¢

ILinux Cookie in Persian A5 ol plus oM}i




43

SSH JSig b 2T

Joo oot AL &SST 51y Tatu YIBNeN o6 4 (Sl o8l (g gomtils K 1995 Jla )
ol 48 skl Q,,\@&i3@1J§;@a;,\;5niff>,yol§m&;,:dﬂ,géu(,u,w
ftp, rsh, rcp, rlogin , telnet &l , ;K &5 as sl Shell &:leq!‘@'ﬁacﬁ 553 S
5 AS o eslinul LT 51 S K5 SSH >ﬁ,pum,mﬁ,w§,~g,;épu,,m‘;:\a;\.u
Lds Sl SSh 58CP Sty L gl sl

yodins sy o TCP/IP by ol blsyl S5, o, SSH i siSecure Shell Cuisw. SSH
K 505,85 (6,8 s s Jsb 5 SleMbl gladl i W osls s 1S e, b 4T Sl 0k ;S as g
..csdaJt,,i\g;;i;«s&uou}Ja,@@\,&wwﬁ”ﬂ&uwﬁywuf

033 oLzdl YalS™ -l Lal Sl Olo 3 e &SG SSHuaS™ S slowsl 1 a5 o) Sl Ss Shell wds”
4150 1995 Jlo 53 45" SSh s g o 6,t§Sf, ol S sl o ool bl K, K Sy
Sheslawl 55 ol Cusgume 0L wﬁb{;-\dﬂ@u}w el gyl 3l g Ol s ST
U S o o)l sen .l 1)l asgpu pl p:w\.au.sjbud 8)9.@}4\445&,.&5)!,\;.\;@\
wﬁﬁcﬁ(,,gw;!uum4{Cp}:ycwgs@&du&u)mrotocolQ,L?;mb;:p
quw@|é)6|ﬁ1;dc;,bﬁ,;\)«;ipc,;\;ﬁjMY,,E;&\@;P,ANSSHj\aau:M!.,\:;f
b dgems o) CU{ ’M&,b Soge & Sl s (SHlge 1)) 4 5,5 OpenBSD o,
oM daliee el SSH ouiS” 41,1 &5 Tectia oS ,5 jww¥ & & L .4zsli& OpenSSH
OpenSSHﬁ:u}a@;%ks),%p@.moﬁSSH g o S ke din 0 )8 51 Slndy
s sla dea gl 51 Sliziy 5 el g sl ¢ s SIS SSH IS5 5y S s 1 23510 5 5

AL e ool DL
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SSH 3 oolaiw! (sb yo

(199 o1y 31 bl sl (ooaed b 0 gmi 43 )

(Encryption Data) : kald (55145 w0y .1

cr e« SFE 51 (6,8 sl 5 SIS 5 5 o ool Ll & 4 5L s i€ &8 plalen
il @Ssﬂ%'mum

(Data Integrity) kyats &;L& @‘:,, 2
s sl Insertion and Replay Attacks ls ale> 6;}1,- $l s oyl
Mo J‘ ub‘y u‘“ Session ID )‘ el SRV la o3l 5)‘}}») ol ;b e C)y .\..wb
et 3 S B s Lol ClbB ol S, ol 53 43w 1.AST (6,8 - replay attacks
o o5l 1) Sndis 53 (Sl s S e 6 5 J.‘(--’Ur'&jb b by oSSl ol
plie b 5 0350 Hsile 1) S wmis 2 Keylogger (sls)ijl o5 e SL L s
s r ok (ol Lol (gla S am ge SSH (65l 0STa1 5 Lo (o (1S,

S (Compression) : (53w 00 4id cubbl6 3
r'{QLbu)‘)")l{Cﬁ.‘g“\Sg_s‘L’j‘iéb b)‘ﬁ)b%“&)@}»}ﬁéﬁ)@ﬁ)ﬂ:d‘

(PreventImpersonation of host) : Jx> j9 4w 4 Jlail pus 4
L onble 5 &ﬁ?“@)}*’ e S gh g e 4 Jlail pBis SSH dlasl ¢ s
BE .J)‘..L; ‘) MLL&)&:—-{%GLI@ Q\gﬁ‘ u\.&\; 413}?)‘} %%ﬁwﬁ)})jﬂ C)L,é.’ulw
athe fi5 Bl Sl Al Claxl Sl Telnet Ju 5 ol gls JSS5 5 53 o5 Jl
(Man-In-The-Middle-Attack or MITM Attack) .cul p s e (Sls 50 ale

(Log Access) : bbb <Y 5
150 03 Ol al 0d Jb Lsyls 1) s Jb 8 ags il 5 0 Jlab 8 L Jlab OGI SSH
BB Y uSa o S by 1 4 (63550 sl Ut 53 51 e e ke JSCe S5
REATN
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X11 Applications 3 calas! ! .6
4 kS S S 1, (SIS sl s e Sos sla asliyy oS syl 1 b ) SSH
258 n o3lizul oa TUNNeEliNg 2 2l sl ) Ay S ~» Port Forwarding =L
r-Command 4 pgwgo S KW Hog 39590 7

41 55, 5 dls Ol e 45,05 5525 SSH s r-Command 4 p g g glasielS” SISl el

;m;;@1ﬁ!1)da&v:«>2)$ﬂ

skywan13@localhost ~]S ssh userx@x.x.x.x date ‘(
:ssh userx@x.x.x.x 's password
Tue Sep 21 18:11:28 IRDT 2014 ~N W\

Jgﬁ«'jﬁ:@‘C;.::j.?ugfa-yjl.jwﬁ6‘}.3'.&;'}\2:5\‘ﬁ}ﬁ&‘@béb)ﬁj{ﬁ@j)&o
| om;\lfom,mﬂ\fw,;

N\

V¢

R\
)

ILinux Cookie in Persian A5 ol plus o.uﬁ)i




46

OpenSSH w9 sw (5 3101 01y 9 wucd

TSl et 355 (0 il Jalo i i 05 53 OPENSSH s (53 oy S5 4 Lises
9w Lo g 5 05,5 esla Lg.\;{&c}i\édgij\pﬁwwmuuﬂé&j\ > SCPp s ssh «
2 b a g5 ol mlall Oy oo sy 4 1y SSH s ,m rpm cla M.yxﬁ@%MSSH
<l Ssh.com gﬁuw,ﬂatgbﬁf@aMﬁ@@;@f@;ﬁ:‘u’.sﬁwmmmet
) S A ool 4 ) SSH g e ol 8 5 (sl Sls w35 sl b Led 0T s oS
J6 ol 4 debian ,; cxe la w55 apt-get gl 50T A S BLalS G b 5l s
L di LS el | e gl 51 S e YUM S eslinal b 1550 015187 iomen (Sl oslizul 5 4
4 & sk a5 s LSSH s i (oS 5 Sl S5 ST (555 4 0] 25 g o s
Slp 4 345 oo S SN T 3l 05w @SS Doy > LSS 550 GBI SSH ST
Sy se yd &S sl OpenSSL , zlib éu&SgH L 5L g 39y 0 U @ e 4 Jlas]

255 o 0ylalinit L > SSH il Sl 51 oy oo @ Lp i3l YUMoz

1S (5 QUETY (s 35 s LIS Jol> Oliekl OPENSSh =S, 05 51 i 1L Loz

#rpm -qa | grep openssh

ié@gﬂi‘w‘yum slopenssh cua Sy Cas, G s 53 ¢ 03 38 i o) 30 5
#yum -y install openssh
Il Coliodd s s (555 2 OPENSSH S0 LT &8 087 Jol Oliebsl b ¢ o 1 dn
LS (o QUBTY (s 1 5 5 sws L
#rpm -ga | grep openssh
oS o S 1) Sl odd lam | OT 55 g e 2 (61 B 45T (oo s 5 L at Lo o5 5 525 b
#rpm -ql openssh
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:ViJﬁTG"ﬁ"‘”"“'ﬁwﬁ)ﬂ&l‘@gi."ifﬁ‘ij‘yabw‘g"‘”Jﬁ”gﬁHiﬁ
#rpm -qgi openssh
sl s glerunlevel 4 s ST o jaseie chkeonfig ) sus b s
#chkconfig openssh on
DS o TESEL ) g L3l o

#service sshd restart , R
L N
. ®
S Jool Olabl (s o sl gl Lo OT 055 szl 6 & 5hnetstat | zs L
# netstat -an| grep 435 N :

Pt T o e 2SS 55 (0l 45 Lsd (o0 e (S35 S Ll OPENSSh s b2 a5
o\penssh-server openssh-client

SIS 5 yaym s C3,b 55 8 53 5 Sl (g, NS ST, oK SSH s S oS shailes
Spdy S 3 Gledn Sy b WS

L /home/user/.ssh/ ... ;s !rsj;g\%%w,;,/etc/ssh/w); 39 Cans 33
ol S 550 g 03l SSH 55 cun K (sl [@C/SSN/ s Ll 1. 558 Jlas! Sl
S S bl osss o Jlsl byie s LS aes 4 5 ey global olabs
5wl SCP 5 5Sh glauls” 5 Shae Osls Hl 3 56 Cov gl b3 oo el /home/user/.ssh/
N sl slocal s eus Jus SN s > Lo

sy r—“\?' SIS Cov DlaleS ay g 03,5 550 1y 9 Cnw Olo o ol Al 5
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/etc/ssh 40 99> 90 b B wy
2503 6T ragen 4 3505 515 IS cnl sl o) S 5 sk Sy sla b (5555 15 nl 5 5

Tl ol 03l c:',a}?

sshd _config

ssh _config > \\
ssh _host_key \

ssh _host_dsa_key J X
ssh _host_rsa_key

modauli =N S

o SHK Sy 1 SSH g BB ol b ol (6555 s @b b6 rege L6 o) ¢ sShd_config
355 o Jlosl 355 s ges s global L6 oyl Sk oS

_ \
sl Sluss Jsb ol 5o S1.06,8 )l 8 s, Kua) e SSh slgzuMS” L6 -l L 2 ssh_config

K ey Gl o= v:wﬂ Slasasl o eSS 05,9 SSH As™ L6 ol ssh _host_key

S

\ ssh _host_dsa_key
ssh _host_rsa_key
AT e 03liml (S oy (5, ASA 51 (slgans, SN 548 il (02 05,5 SSH S s 6 !

LS LS“ oalazal

.ajfdj}&léa'p:ﬁ@wm!&g}wuu\.:lfu}bujagdh el :moduli
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SSH (i g gw (S y5w

1S g man sshd_conf a s ool glbs 5T oles

3 Port 445

@

b@&)ﬁ&})‘cwwmb}mwféb‘f‘u\i:;ww‘db)o\\fﬁbjj:.ohsten Il
D33 e L;.:J.Ulf‘_;\.am\éﬁLfGG-L.USé)xgcQTﬁgJM|jL§cx)|>|)22J:»L;\ okl
15 3,5 e sl 6, K0y K g5 015 (o 1L cal ST (68 el ol S eI e

N

A3 3 4 g
V4

AddressFamily any
St [P 0555 4 5148 ol ) oS i Tt ) Il bl xbls Hldie 4w Ll 5 o Lo o]
\ LS
pls ol sl

Sl B 05,55 IP euiS aseinzinet

N sl B 05,9 IP oS Jaeistint6d

R, LS sleis 1P 05,5 95 a5l sxzany

LitenAddress 192.168.1.1

SO slsien bl 53 das (s LUl ojlarl 5 AT (e 15 Ll aIP (‘wlfu;ﬁﬁ,}ngsh
el 0558 IP 4 by e s Cﬁ"r':fgs“u‘“ﬁTSSH ol LS Ol e 4l ol S
ListenAddress ::

s ol den gme b ol 510206 05,5 IP s
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HostKey /etc/ssh/ssh_host_rsa_key
HostKey /etc/ssh/ssh_host_dsa_key

W o s | o 85 4 (G55 4l oS (ST e pne 1, 0S@ 515D (Gl LS s b T T L

KeyRegenerationinterval 1h
B ST o sdome I 5 1y g Sy 0 5 SIS Cele &5 a5 5 i b 4SSH 5 -
S (5,8 sl o, K1 8L 5 Capture data ot

<

n ServerkeyBits 2048
j@‘}@%&y‘&‘ﬁgw‘%loz4 fﬁ&i)}‘b“°u“\:jjsé)§’f)&hwd}b

..s}.i:v.:ﬁ;?2048 S5
2,

SyslogFacility AUTHPRIV
.Jﬁ@&f))\j))ﬂ)}ﬁ} cJ;Q:fYJ)f»ﬂ(SSthSLQﬁJKJA |Og~k.§:ﬁu‘a>=&ﬁ.]4>-a‘

C\\
LogLevel INFO

PermitRootLogin no
OT Shesl oyl V\it{\/ .s)!% ssh & b jIRemote access o1 root 54 55 o Soysw 4

Q .ﬁﬁf@ﬂ;u,ok\@moQm,\;pﬁaﬁ

LoginGreaceTime 2m
56120 35,05 Jlastt 31y 58N amis 5055 15, S€SSI0N &8 CLUSUS o adetie Ol oyl

QT%AKMJ;QJW@‘J;‘QMU.&‘)J;‘Ji‘.a.’u:fy‘)jﬁMj%U‘JJJﬂ))ﬁJJ‘Jd}

;f;@wwf‘ywjoucb}
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MAXAuthTrise 6
@ & 551 S amin SSh ¢ US55 olidl |y 35 5ms 45,0 6 SoSp Lo e Sy 4 S|

Allow and Deny
Allow Users

* Deny Users

' Allow Groups
Deny Groups

ST 85 03555h OT @ g 3 Ol g S eslizul b 43157 e Wi ol (63 iy Sl )

6;?);Jﬁpmsgjw\,wwpggubbsshgwﬁu“;w@jﬁb;ﬁ@ﬁ\ﬁf\

u,,,m?qﬁ,;,\ﬁAstfu?gmgpg}og;w\ﬁﬁy‘,\‘\,mb?,u,;ﬁrugu&T@\
N

n
AuthorizedkeysFiles .ssh/authorized_keys

2 Home (g, 45 505 &j}j&}f/@w o3l 5 40 keybase S P L fb oyl

PasswordAuthentication yes
N ™™ PubkeyAuthentication yes

 Keybase il s K5 5 Password alul oo ¢3503 35 Zuga (o1~ ¢ 55 53 SSH s
\ L : .

ST o Jled uST Ll L1y g Bl

PermitEmptyPassword no

Ay b ol e ol SIS s xa oS 516, sl (5l At 5y g Sl EISTT 1 pam
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UsePam yes or no

el 05,8 e s 5d s J S tep_wrapper s Pam r}f’&ﬁ,; Lug Llg o SSH e g
JB Ll oo ol 5348 3,8 o L FPAM Jlstl S g el el J5S7 550 a b B
@:;&A L ol g3 51 5 /etc/security/access.conf PRSI G S 3y Iy )
=S K 1, fetc/host.allow L wb s, K 15 J =8 s, 4 tep_Wrapper
(,ufwa,'r,a!ﬁf\.ﬁ;,bswuﬂ.gm‘J\@;Téw!,u\ipm}&uﬁ@wo;},\s%
55 or oMl Sy s pl 3135 a5 ECP_WIFAPPEr a5 ey 5

#whereis sshd
#ldd /usr/sbin/sshd N

s pl s s o Ol 1y ST e ealinal OT 31w g &SGaS Slaidssle wslos 1A zus
d)j\.@ ‘ LS?'}P BERR-E oaly Olis d)}lﬂ Oyl g V. LS"\‘:L‘:“ ‘) sshd LSL" djlﬂ (aLcJ C_,.m:‘
3 ghn J S tCP_Wrapper Lw g oa AL azils b‘d,jb 2l 8 s g w a .l libwarrp.so

¢
Accept ENV

.;,1;|)c,;i>&§w,ﬂL€;To>;fxp0|\ojl?\ssh),ﬂSMswow\)&uﬂa;;,pp@\

3 X11Forwarding vyes
.mfgxg&‘)))ﬁr:}‘}:{&‘;gb)}.pQSSH s Ll 5l dm B das ooy |y O
Sv:;fcsu:.d6?%:.»:%:31);’Lsnb!criﬁ@@‘ydi})éhbaipéiilgbcdw\j!@
o). setups.rconf ) system-config-network i s fro ditua Sl bswe ¢ (gl
25 N0 55 J"\MJ? ol Sl i ST ol s S35 2 1y o (SBIE S D s

54

Banner /etc/ssh/banner

4 o o2l SSH & 555 o Jlasl @sn 53 b s 513 0 i s )3 5038 (b sl ol (o
Ale 5 ol
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Printmotd vyes
OT JLasl g g 55 b sl 1,3 /€1C/MOtd s 55 5 (1 b (aly O3 (o AELYES Ll Lot oyl S

V.Y J:“f.l'“" b

Protocol 2
SN olse g 4 Ll 5 cauiMitm gl (5 4 ol gyls1 05,5 dsL 2 51 o;,,j\st,sth

)
A .;;.&:.:Lé.:.w\ o7

(

ClientAlivelnterval 600
ClientAliveCountMax 0
o lkes 5 a8l gl Aol QJT)KCJ:{J?HS:;;L?%\ L, s sl ldle TimeOut db—dﬁio\jde

I Ol ol s 350 polin 5 Lo 5> pl 03 57 BLotbo s8y5 5 > Logout sl 3,58 Sy g

.JW

>

"

. HostBasedAuthentication no
o:f\’p-“@)-’@it-‘@““e-"ﬁ‘@kﬁ'@u}b}xd&ﬁ‘ed"éjngﬁ“‘fuﬁﬁu

\ LS
IgnoreRhosts yes
3l 42505 o s FHOSES 5.SNOSES (sl 16 & AT 55 La )5 5 355 g sl Jast oyl 035 Jlod

N\

s Aol oS 5l o a0 ol (5S pls 4w i OGl Loy o e Sl ja 0 4SS
@ Jole s 1 eslizal b iST Iy w zes DINLEEC o il ol (6558 pls 4 LSl 5 e 5l

35 ellayie Ko s 53 1,8Sh 01y e rssh usbe )14l L 5 des chroot 4l 457
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S 39 gl SO @ Jlail o> SSH 31 oolaiu!
SSH j5,m ¢SS L a3 Ko opdle ¢ 4 Jlasl S ol telnet aus L SSh 1 estizal
S5 4 Ll g Jle i bl 55 10T (e enlital =l g e 51 nile OT Slel gy )87 e o

.ﬁ)‘bﬂdaL@JTw)jhgoMﬁ‘)\SSHou\.ibw)fﬂ
s o Jame K5 53192.168.1.1 548 4 TOOL 8 c;,u’ou; bl eslizal b
#ssh 192.168.1.1
N
Sl o 25 sle B S Sl e plast 1y Jlasl Cﬁ‘ﬁzj)lfdii@dmfdﬁ S
N :r.:'Sa:Lé:.w\

#ssh -1 ali192.168.1.1
#ssh ali@192.168.1.1  \

i S pds G )i e plawil 5 LOBIN Solles 22 &y 5 51 18 s S50 et S

#ssh -P435ali@192.168.1.1

Ly Lyl 318 Lisw a5 system-config-network aste i, gs ¢ il bl S SHse 03 s
N T
N§@o>W1—X€§y)1N§|J>\
N

#ssh -X ali@192.168.1.1
CEL 3R 86 ST e 1B SN LSl (g b (oS SN Gy b 51T gl 4 e sl )
.xf:,liT.L:lfégibWngJﬁu\.a\}&@&GAJ}ﬂS@\O{WAQTJ:J:w;ﬁ\}&
a\6\ﬁ.@1@6uwj‘§“>apw\;é\ﬁusj)jgzx,\sssh e DU 1 S

@ﬁ;dm,a.ﬁa,@ssh Ol gl 5o (i S S &S5 pa 1y b 5550 Olep Sl SIS LIS
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)lf U’L‘ 5‘j4§3;¢&192.168.1.1 s las w)fﬂ LGJJJ{ J}>}A JJ;WQJJ‘JM?JJJK

P ey sl 4 0T g 5 dlolbl 5 US| ol odids g (S5, Iy UNAME -8 Ol 3

#ssh ali@192.168.1.1 "uname -a'’
Linux yadi 2.6.8-1.521 #1 Mon Aug 10:10:17 EDT 2004 i686 i686 i386
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SSH Client <&
|, ssh client Slobs wals o Sh o,l0 6,18 SSH BT YO PR VISR 5 0N IS (INCIUUN S RN
2l s oo et (Ble b g oSG SSh G b 1L sl g ST Gl ST (o
@M\?,sou;wﬁ.g;mﬁ\?ag,g\,wauwumwbjsuyu&g
o 3l ys Bles g i 5enlS 65,5 Aaie s SSH uuuéuw;\w%g@u&sq},
(R (§3) 5 Lol deae 5 Public .S ylea <5 RSA key fingerpri\lgt&ioh;\:mafmf

TS sdalie Wils e ) 0 hasyoplosd 35T LOCA
i, d
ST (65 Lo 3 I

#ssh 192.168.1.1

The authenticaty of host 192.168.1.1 (192.5168.1.\1)' can't be established
RSA key fingerprint is 5d:d2:f5:21:fa:07:64:0d:63:1b:3b:ee:a6:58:58:bb

Are you sure you want to continue connecting (yes/no)? Yes

Warning : Permanently added '192.168.1.1"' (RSA) to the list of known hosts.
root@192.168.1.1' passwor

Last login: The Nov 13 11:17:36 2014 from 192.168.1.1

No mail

Bh 00 Sl ibaiad y $S0aSTSSN oL (sl by 53 o8 hOme (o) 58 215 5 IS
b &S Cnl glays,m Public g als” g5l 457 5,15 5 5> 5 known_host el (b aiy opl s
N\ .r.ﬂo.ajy.gj\ft@ﬂa_:

03 5 16, & 50, 1y Sledb| s 5 private Key 5 55, 31 3L s public key \ local Wssh
0Tl Sl s e privkey 0T WIS a8 dilus Ji8 2o 55w PUbkey .S™ o Jlo)l 55w Con s
A 5Ly ok Gy s S

) 53, P U 5 oS i I3dms (S€TVET SSH) 55, 55, 2 15 SSH w,ﬂ\iﬂﬂdﬁbwf\
known_hosts ;s sii 0,53 GaddS L 5w Cww )3 odd g pub slanlds (oA e

5. - . - . “ & . e - . 7 -
oMJ\Jﬁj))fﬂngﬁ.i%w ssh LL:;)\})@‘)‘)W‘)M\?U&LEoub;wjﬂéujﬂlf
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(st 0313 i b S 5 bl a5 dlaist 0T 55 487 AT 0 3L 55 5 tsle ol play )87 5
sshowas 9 Sl ol ("'*ﬁ

#ssh ali@192.168.1.1

@EEEE@EEEWEEEEAWEREEEEWEEEEAWREEEAQW
@ WARNING: REMOTE HOST IDENTIFICATION HAS CHANGED @

@@@QEQAEEEEEE@E@AALAXEAEEEEO@OQQ@
IT IS POSSIBLE THAT SOMEONE IS DOING SOMETHING NASTY

Someone could be eavesdropping on you right now (man-in-the-middle-
attack) |

It is also possible that the RSA host key has just been changed

The fingerprint for the RSA key sent by the remo{e host is
d:d2:f5:21:fa:07:64:0d:63:1b:3b:ee:a6:58:bb5

Please contact your system administrator

Add correct host key in /root/.ssh/known_hosts:2

RSA host key for 192.168.1.10 has changed and you have requested strict
checking N\

Host key verification failed

(sl 55 1D ot by yg e J‘brz’);‘liu'i}f” sdoen il 3 4 oLy 55 oS A ls Ol S

OT 511, 88N odns jag g (dhd AdS" & by 0 bl 5058 2ol ps 1, known_host: col 38

A.;K&)Lwaﬂ:-.bv ‘%‘JJMSSh cM:wJﬁMJJ\MJw‘b)Kuﬂ‘J‘wV’.{;}b

oo e Tl e ol 515 S e dL s ~/ssh/known_hosts L6 s wae
QN

JoB 53 BT o33 it ST 55605 b LalS™ Jlghas pe Oz b sl plowil St 050 SSD

b6 5pUD WS gl &K a L LU gl 4 .Sl os S 5 b, known_host

S4d o0 -3 known_host

Jilééiigknown_host&uoﬂay\,@ﬁ\éﬁ!wwV.al{\,pub.\gfj_sﬁtﬁj?\

.V.::fsaML&»VAQ\JJJQTdiff)}LNijWn;J.ELLA.\i,\?
# diff filel file2
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SSH Client (g jlwil of y g weuad
oM Y L 0T (la Sl ul 45T Sl (5Ll 153 p 5 oSS SSh s i oS shiles
53 SSh 5l eslizel g 1 3,1 1, SSh (la Cusgams 5 03 0K, OpENssh aw Ll s S
258 g o2lizel OPENSSh i o ST liglem DS
QUETY atuw 51 5 ) stms b1 (87 Jol> Olabl Openssh-clients G&gsﬁ w‘;t NHEENTY
& i.;vw:fu-"

#rpm -ga | grep openssh-clients ~

s o3kl yum i openssh-clients .z gz cas, b (R 3376 0355 i Doy g 52

%, ol
#yum -y install openssh-clients
\,UJ.?'Q@‘cmwwéwﬁOpenssh;&\inmfyuo\;ﬁb\,\i\{‘@j\@
X LS 5 QUETY s 31 35 ) s |
#rpm -qa | grep openssh . N
LS (o S 1y el o slow | DT 3 e s (pl Sl B 45T gls s 5 b 4SS 5 5 ged b e
#rpm -gl openssh-clients %
:w,T@me,ﬁd\@gwﬁ,;t,@quww,}www
#rpm -qgi openssh-clients
) N :.&de sarunlevel - ;s oS o jaseie chkeonfig s b
#chkconfig sshd. on

el il S Lol a5 ST OT 4 sl ey LS 457 ol e o Sloj SSH 5 &K &i1S7
SSh (i S bl .S eslial s 55 hy 0T Sless o7 (gy5,m 1 Ll b @S oy
<9, Ssh v_g, S 5 s bl ys 5 syls L3 [ete/ssh/ssh_config ... s Client

sl s, listen - 4 o Ks oy a L 322 Oy

#netstat -ntpl | grep 22
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SSH Client 40 8 9w cyg b3 1 31 colaiu!
oSl oY g Sl S5 B s Il s Jeddly s 1 sl 48 germe sl 6l 53500 0
OBl &gz g b bl axils ) e 4adST 05573515 0501, SCP &bl LB os s S ol

Deh o <& Key Base Authentication o eh u}ff‘ Sy

L*,,rowou‘jx\;@j@\ﬁ‘u;@cﬁgvﬂssh w,ﬂ)sot.\(wdumu.zﬁouj,;
U5 (0 S cpl plonil Cogar (ool 4 ol il e 4edST i L Ol s 3 g0 o Sl 03L31S” S
S Bre skl bl Sl g g ool A LUl S o S 1, SSH s

Aol 1) S add s i ) SIS ol 0SS 4 3 g il 3B s o diad e g e alwg pils
égin\{wfwu:{)&\c\fg,.w\O.:\.Ub:33&;,@1&345@\d&).u\.}jbﬁtﬂ:dﬂ;«{cu;
J‘BQ";VKLG‘J.’S"J;@Q)M S5 pl0s S 35l Go b 5 e e a0 S Sl
RV uilé&,y)sbcrgfosuzw\)jﬁﬁ&ﬂgﬁ'c S8 sl Ol 5wl L8l e
.mpwW%ﬁw&a,sﬁsﬁdwm&usw@Lﬁf@,&g\w

i35 Privkey s s, pubkey Lty Sledbl 5 sl s 1, 5~ pubkey ¢ cudMS Jsl iy s
3 ST o Jll ps e gl 503 S a

A5 privkey o s pubkey o cudS g das o pll | Jee ol WSe rg) cpl 5o Ll
S5 s 05 gx§> ik 5 adge 4 LIS ples b ASCa 5 kT s e 555 2 15 PUDKEY 505 S
23 als 0213 J‘ﬁ()ﬂ 535 245 Coal GUIS Lo 3 gy S ST 3515 55 g Zu g N (sl

RGO PRSP K c:aé‘}; ‘_J-"K)}J’A‘)Ku.’.‘ 8 gm 1)
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IS 3 g 3 SSH Client (5w S

Sl 553 05 SSH 00618 g & 5 5nl8 K 058 s g 8 (ol (pen 0 bl
W&j}ﬁ&}.&@é)‘) o aalsl j3 a8 Jl e 5 Ol gws ﬁj\aﬁ@ 3 g r\qu" JsE 4lS
5l 555 e oslizel dS@ 4 rsa r“wﬁ‘ S Wy glpssh s a8 o Wdlsheonds
nglisfiéiﬁr.ajd%sgt@!‘_;\ﬁﬁrsa La\Jﬁ@oam\dtﬁagﬁé‘duds\éﬁ)ﬁ\
Sl jldsa 4 Cos 503 SIS k;;;,b‘_;;rfq,?u\g;}u;ﬁ}éﬁdsa Sls s 5,8
Ll 188 2, S S W5 (sl 23 wir‘)ﬁij‘ Wl (g 13, (6

Iy dzws Priv 5 pUbglaadS” Oles 87 SSH (6,50, ST i K 8 5d DS s fusl 1
,tfw.m;f@ﬂ;;ﬂ»ﬁwmm&uw;&f%QT;!@\)sz«fd,\fng;\ﬁ
LS 8 Ll okl o3l O 5 53 OT el oo 6»;,:?;@,% ssh-keygen ol 3 L g
gb 5 eons Lis [ ENter wS s s pd0ie WSSl e 48T 65 0557 sl Sl s oS e
PAS L35S G se LIS A 5 5 e OTB)}*:QB: P g bl S sl 1 6l adS
Ssh i s 1, LS 55 oo amo i ey 3 bilan )3 0ld A ST UL oS (5 e
DS o ,smd

- -

#ticd /home/skywan13/.ssh )

#ssh-keygen -—b 2048

# ssh-keygen

Generating pu&ic/pr‘ﬁate dsa key pair

Enter file'in v!v\hich to save the key:(root/.ssh/id_dsa/)

Enter passphrase (emty for no passphrase):

Enter same passphrase again:

Your identification has been savd in.root/ .ssh.id_rsa
Your public key has been saved in.root/ .ssh/id_rsa.pub/
The key fingerprint is: e:73:59:83:96:93:4a:50:33:aal
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s 51 SSh asy 5 ods wile )50, GladdS & by e sla L6 LI ol plos! 31y 2
o ki3 e g o b 45 Sl o gee IS Ol e 4 Id_dSAPUD LB .Lss ool gl 8 St
Sam 3,8 o )15 eslizal 5,50 PIIV IS Ol e 4 1d_1S8 L1 5. 458 oo 5108 ST 250 4 Luaie
4 bl JE! 0 Bre 1y odd astle PUD ST ¢ 5 5550 s 4 L ST g e el

DS or Jae i sy 5e 55 e 415 OTSCP Hstus LIS 4y QJ%{" S5

#cd /home/skywan13/.ssh "o
#scp id_rsa.pub h.tohid@192.168.1.1:/home/h.tohid/.ssh N

gs“""*"}:"')}*h)}‘}*“dj’iJS°>W‘°M&§%KJ‘J‘J}‘EKNWWJJJ”“”\f.l‘d\"3
LB lgme b s 035 sl gl I il o L pUbKeYLcis ST LE &S 40
s PUb slanldS™ 54w 23 )l authorized_keys ﬁ\f’ Sl L6 =15 1,id_rsa.pub

N

Ll e b ol 5l e
#cat id_rsa.pub > authorized_keys'
= . Y . .

yes L 95 8 5 (RS Iy 25 L 530, sds SSH suu S L IES PR IEY SOV RN V) FROow
ol LSTL Ll sy ol o s PR T e Gb 3l e 5 S G b Sl y5 g gm 3L
#vi [etc/ssh/sshd_config 3

PubkeyAuthentication. yes

Password Authentication no

RSAAuthentication  yes

#service sshg restart

,:e,gw.5&50;@‘)\5@"suﬁ;,j;,ﬂ;;\scp;\uu:,ﬂ‘@?@d;@ﬁﬁ'\jswzw4:§;
authorized_keys pb L |, odd oS L6 5 ,m 55 cdas oo ploil ) (S oo a5 Slej 15 ¢ ol
g;.m:JLg)'L:SJ.iia\.Uc.u:JLs»)\JS.SSh/&xisjjﬁsJjjn)jﬁLg)}:fﬁb);\)‘};}éjobfoﬁﬁ-s

b6 Oss 1y id_rsa.pub L Slgme 5 oedd s B 3,0 s9,e 4 SShL &S

2> 4l 3authorized_keys
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#ssh-copy-id -i ~/.ssh/id_rsa.pub h.tohid@192.168.1.1

b aoady 0T & polasl 3 m &S0 @il (oo 1y ST 487 Jlej 55 iy el sl (gl @il 5 (o0
yes di:n.»lf Jilsjs aM&gﬁTﬁbﬁ;‘ Jﬁu\i C{)}né C;.:...n‘ Aiyﬁbbj)lf C,.JJJ& U‘a‘J}‘

o o IS 5 gy Cugn B (6l 3 sh Qb ol ST s sy a5 3y sey Joled 23 ¢ il

- \ Mﬁ

Q
L

\ ]

=N s
3 ghge el ST bt a1
:ssh Client s cus b Ol sy 5 Cals V.;A‘? Slesbos y9,0 2o
%,

N

Local System:

#tcd /home/skywan13/.ssh .\

#ssh-keygen -t rsa -b 2048

#scp id_rsa.pub h.tohid@192.%8.1.1:/home/h.tohid/.ssh
#ssh h.tohid@192.168.1.1

or \

#ssh-copy-id -i ~/.ssh/id rsa.pub h.tohid@192.168.1.1

Remote Syste|\: B,

#cd /home/h.tohid/.ssh

#cat id_rsa.pub” > authorized_keys
#vi. /etc/ssh/sshd_config
PubkeyAuthentication yes

Password Authentication no
RSAAuthentication yes

#service sshd restart
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L83 8 OIS
13,8 Cash ey (e S35 2 1y ST 55 g Al (o0 5 s er b
#ssh-add
Pl g e oS ar SIS e (055 p e (o0 OU ) sus ol 2
#ssh-add -l
1S oS, 1, Cash ggms 5l 53
#ssh-add -d S N
LS (or o3l [Siie w62 5 o st 3l 55 LSSH LS o,\z!,\},g Syge 55 4
#ssh -vv h.tohid@192.168.1.1 iy, S

b W Sol 4 Lt gk S as ,L{V.aOpenSSH Server s Wils e lguds™ 5
0penssh Wils b sd Jos e 4 2 b & dal 5 0 Lid g remote login T

\:,\:S\J\%W&,,;\ I,server

#chkconfig sshd off \\¢

#yum erase openssh-server
#netstat -ntlp | grep 22| ‘

\
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Pow Jod

Logrotate syl of y gLOog <o w0
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Syslog b Y <o g g g 5w

tdedae
S s ks ile oo sl g lad 55 s 5 5 b 10 p 5 g e S ele (e 5
CSLloging LIS e oS uS bl e ol b LIyl L;}g,a\iw,ﬁ\,u,,p
w,jbw&g\c)g\?,Ji,:ﬂj,ﬁfti;a,;,gf‘,u&u@\o\ﬁaﬂcpgys.\w
Aias o plouil b S8 5 S Ul e ST &w,;‘éu&u*‘\ o:;@.m@
N N P ST T g S PP PLRIPRN (T A £ P YRRt VPC g
23 SYSIOG s dal i Cd g 0 OT L a5 e LOG 16 )-’%h‘gﬂ.-’;ﬁ"gfbd‘ Cod g b fos

sl (G531l ol BB S g 5 5 s p il 93 8 555

Syslog Messages

Devices

: >,
- A

Syslog Messages | b

2y E |

Servers

dhcpd gsshdwMﬁpkgﬁ,,\;,b,\;/var/log/ G 5S p15 sy LOg la L6
System q.a.;\‘\fsyslogd el ol 3l 3150505 b s,y gle oS 5 31> 5525 LOE Bl oSS
Sl Y ISYSIOE Sl dn 46 0359 5 5 AT e eslizal ba sl 55 &b (¢l » Cwllog Daemon
o) e s sla sl gy T 5035 DL 3 6la LI5 p 5 5 b ey b asliyy ol ST o wsliz

S e T 5 Log Lgl.ﬁ&\é):}o:;&))-\'c:,»bl.as.s‘...\ijjsySIOgd Ans eyl
head sls ;5w s Vi, vim, less, cat g j2us L olg o5 Lz 2o gla b LOG o L6

Sl 5aS eslizal less s tail , head gls | sws oS ol bl 5 S aalin |, T ,tail
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55 S 5 Sl i it 0> &S Cllogwatch Silp s S i) s b Log L ks e s le
sl i Sy B logwatch.conf L6 o s etc/log.d/ 8 05 55 5,0

o oL Log la Ll ojlil & 5 .ol Log 25 S LLog Rotate W Log b Ls e Jles!
BB 5 5ls aelsl e b6 S5 515 05 5 LOG Wlis SGI L 555 4 Ol oSG 6T 51 555
G S 258 o plil 03,8 Rotate e js 5 s & jpm Jlesl ol 5 S }:,:{b JPERE
LS &Ju&u;oJu@t};)p,r&J}:{QRotat‘e Slhes

Sz S i 55 var/log/ 558 nls sl Lz Sl &S sk e, 1 NEISER LG

sop 50 1 asS s 5l T e sl 59,5 k5 s cVU L log sl L6 ojlul 1,
e L o 593 ol 5 Jowe oy gea s Sldgy a3 w‘t,u BB &S Slesse 3 Ks S

) - N .
@‘@NQ})JG‘)U‘J}JGAGRJML&O‘ J}&)b)\u\i})ﬁ@w‘c}‘jm\s.ﬁ\u\i})qo}ﬁ

du,u,ﬁ&u{\,ouﬂu;\.\i,,u&auclﬁjef’gum Log Server o\j,{\,wﬁiﬁ
Iy sldugy O 45 Sl 2 5 L 4é dsla SSH Mha:\:cﬁbﬂbé\jaﬁ@wj.w
(VBT IC ST )33 °‘)\JM¢-‘“3(&;*:’L‘ Olar 55 53 (fn) ows ) gy o0
Wl 5 (o2 533 ol s 55 Ol o Iog‘m;,‘; L.l oaladl 30 el B &S 95 ol lOggING
ST (S sl A w1y bB Sl e gl 4 48 el lassdi g s ais

syslogd s klogd..us™ » J 2515 6,8 i)l f S s ls 3525 (daemon) osesls b e s 93
S 5 Lséxj\f}'-“ “&4—'5“ o Slgaliy K55 L syslogd 5 S slealiy | L klogd
G s uxi b seetc/syslog.conf/ Ll il U1y Sl 5o opl Sl Ailg e Ld gl
A4S s S Jete/sysconfig/syslog m ass

ol S etc/syslog.conf/ slealy amivo s 1) gie Sdbl Wlg s Cpomes
s O oS 57 5 s 5 play (Slsmn 3550 55 SVl 355 (o0 A58 ()13 5 Lo i &5 iy
S e b ply 505 2 1y (SB35 58 a8 a0l s 4 ete/syslog.conf/ L6 .aas
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¢ L T Wils o momen S JliiMessage Ll 5o 1) Sl ol Wil 5 0 C3se b 4
las 1) T Ol ST ol cy93 0l (hOSE) OLjae &Ko 1) T Wil oo bl 0,503 8 5liw

wls  Jlyl oS dals G, sae syslogd s S L

Syslog w g S3Iwl of y g e .

) ]
4 G s o s e e aa @ o SYSIOE LNOBS s

EYBSIEUERC Y

:ﬁ&querywj\ﬁj)ﬁw;pwmﬁyu owtyslogéwﬁ@;\ LU ol
#rpm -qa | grep syslog
DS (o eolizal yUm sisyslog e i,.@.?\g..w)\gl.a s 33 ¢ 03988 i Doy 50
#yum -y install syslog
LI o b ol 0l s (S35 2 SYSIOB 2 LT 87 087 Jol> Olabsl b ¢ s 1 s
DS (o QUETY (s 5l 5 5w
#rpm -qa | grep syslog 4 )
ot S |y el e alaghOT 5 o Gl e Jb &S glass 5 b 4l 5 5 b e
S
#rpm -ql syslog
W sl S & ey e ) =55 205 03 1 e DMl e s ol L
#rpm -qgisyslog
\" Ll o glarunlevel w55 oS o jaseis chkeonfig ) s b e
# chkconfig --level 35 syslog on
:m;fuﬂreset Ly s gl 5

#service syslog restart
558 oo 03lizul rSyslog ;Isyslog sl 4 ux 46 s . redhat base gls .S 5] 53 o 45
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Syslog s, slabue
LS ) L 55, SYslog

Unix domain socket .1
Internet socket .2

S Unix domain socket sl , 15 o =5 local et 93 1) s <Y ¢ \\Ls‘log S
v

AAJJASJ.E:;»@):LSHA.&WWa}J:A{Udp514Q)ﬁ@ ‘}HJ\.@?’YN?\)J.S
A4S e JesInternet socket
Olea L rule oK L6 cpl s ayls Ll 5 fete/syslog.conf s ;5 g ol KalS LG
Zw\aMJ:QaMWMij:)b;ﬁj&:ﬂjé

Facility severity where

N\
N

B5s G,13108 sla e 4 5l S ek Facility (1

auth - authentication (login) messaf\g‘es

cron - messages from the memory-resident scheduler
daemon - messages from re!denl&aemons

kern - kernel messages

Ipr - printer messages (used. by JetDirect cards)

mail - messages from Sendmail

user - messagesfrom user-initiated processes/apps
local0-localZ -b&er-@fined (for cisco,servers,...)
syslog - mesages from the syslog process itself

s otz local 15, s facility 51 e o ol s 810 &) g0 4 ¢ gl any , lOE ﬁa\ﬁ;\
23 Sl S Sl pliy £ 5 il ey g S 4 e Y (T et il5 e KT oMo oS
alise C}h« Ly B 3 g = osliw Sy
3ol alaly 5035 3 Ikl 550 o 4l oaleVel LT 4 o 7 sl pl oS aseia SEVETitY

Lk or 03 G sobal o L
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LS e adin |y Y level L« el o > Severity (2

7 - Emergency (emerg)
6 - Alerts (alert) |

5 - Critical (crit) i Ll

4 - Errors (err) U=

3 - Warnings (warn) Hldia ® N\
2 - Notification (notice)  aedb| \' >
1 - Information (info) s Sledb

0 - Debug (debug) B !

S| o eS8 Conash a5 o SYL Sl jodie 771 o SHCaanl - o Unix Base (slgetuww 3
.ﬁ,‘rwdebugbc)ww@,uwm@um,
6“;;buef\!m‘\!l{@Debug,'ijc;[t,,.zDebug;ug,bﬁaf‘yrgfq{ﬁﬁ\
-&5’@61‘%5‘9‘)\’\34{55}‘%%;"3 S 2 5l g S

Wil 5 oo ke o o] 55 ST (o adia Y (gla L (s5lu o5 O s ) s Where (3
tty file address /dev/console:s .S ,i3
@@J,&Bu,;qw{guw,ﬁ>J3§U1J§/dev/console 55,ﬁefv4§r:5umf\
AN

\ .ul{@mks;m@o)l:m\qq!);:&
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0 emergencies ol oolazwl b8 ,ue Mas phw
1 alerts e lid Joadl S Lay ps ol
2 critical Al oo Sy dasl )
3 errors 3,18892 5 e yo Sl
4 warnings e yUas]
5 notifications 3,l00829 SMKiwe Jg gole dayl s
6 informational M| S
7 debugging piaw Debugging 4, by, o slo ol
AN\ LOg ¢ s s g5

&\}
CQ
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Unix domain socket bl g Y padald

log K8 b 53 Sleks (b5 sly 5 s 538 o3 l0CAl e 53 EY iy S

RSt R
> N\
- . \
facility.severity wher‘l- log-file-name
D

el sl 03551 Jle Li> Unix domain'socket C}@.u e S 3 ¢l anlsl s

*.info;mail.none;authpriv.none;cron.none Jvar/log/message

N\
AL s facility aes x4l o *

\.J,(i{ YL 4 info I m 4alS™ -l 05,57 dinfo
4NONe..S" s eslizul NONE ws‘y J,Vaﬁ EY Gl aws b s sl ppls S1:NONE

Authpriv.* \ /var/log/secure
Mail . * /var/log/maillog
Cron.* /var/log/cron

T s s Severity ol ab e oSV el a5 b a3 )l
*.emerg § *

2 SV st AS o emie ST ojku 5358 o Juls |, s facility pled g L= ol Jsl *.
ssbesls oLz tty , file, /dev/console
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o Jl= 558 0,5 fvar/log/message . ;s dhep ls &Y o5 i sb 4 (Jt
33,5 o =3 [var/log/dhep . 55 dhep s Y o P
LS o 6L 0T 41y 5 Sske 5 0s dhiep Sl L6 sl o

log-facility local2;

Q
kb ax 0y)sl0cal2 & by e s SY S o paSie 5038 5L, /etc/syslsog.con\‘)ilé ot
\' J‘t}& cx?'-..)
#vi /etc/syslog.conf
= 3

*.info;mail.none;authpriv.none;cron.none;local2.none /var/log/message

local2.* R . Jvar/log/dhcp

o b pliy (61> &5 g 1, SYSI0G S ki 43 Bl (r 5 ol it ba e 1 ST shailes
N T

b 05,5 abie b Sl b L8 0,003 pBESS 36 LS aseia |, Lseverity ol ™ L uls

( W. A ‘}.«NOJ.? ‘}.’" .) -~ ‘J.w‘) y‘-gﬁ 4 "y‘-;‘

Calidee la b 5o 1) Calizee sl s!verity Sl g5 o cpomen S o a3 1y SEVESitY OT Las 0T

o.\;iTﬁL:43;5‘_;4;”.:“.&:1J~>,u‘_;u)ts,;oL:;nguﬁ\,uefYS;};@wj.%Sops

-

N\
N\
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Internet socket (wlw! g &Y padald
Udp (55 Gl on 5 S5 Slass s b o&aus 51 8 Cilys Lo 4 SYSIOG Sl eslizal (sl
IS5 518 Shp b 514K a5 2 Y Jlyl b oS b i 5, 50 slgez o |, lOBEING
2y plasil ods o o 3] sudp
=S s+ editi;syslog L6 5eus /etc/sysconfig ... ;,\,<iyslog )},w BYANTY
# vi /etc/sysconfig/syslog § N
SYSLOG_OPTIONS=“m 0 -r“
i,

remote UDP loggingos s Jws !, I

N\
W MARK ol i 1, (MO

N\ 4 DNS lookupas S7 Jlé L& sl X

s, Listen ol 4 514 &) 5 69) g e sas s UDP logging JﬁgM&Té\j

(S r ool 5 g
# service syslog restart
# netstat -nulp |.grep 514
udp 0 0.0.0.0.0:514 0.0.0.0:*
8621/syslogd
3315 0SSN0 Tyl (slgatm 55 S oyl g a1y 355 Y s (gla g S 1 Il

L Bes Jlayl 8T 4 &Y bl o S Soa 03T 2 Jts 3b 5 eus /etc/syslog.conf L

‘{'T-SLSA")U

# vi /etc/syslog.conf
*.info;mail.none;authpriv.none;cron.none @10.10.10.1
# service syslog restart

ST 3,151, SYSIO8 55 e 3TIOCAl ps G 038 5505 sl 0 3T Cnd J3 1 s 5
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o S BB Log

e 4 4S 51355 b oy var/log/ L;,J;SJ,);JU',;Lac*;j:ﬁi;,CentOS OLES
Slealbag Joli (bl ool s ot log ;b «..s (message logs) play L;Le,z)!jf:me\ssage
)Jwgﬂéhwﬁ.s)@c|05hw.ﬁpwwéu1k'j%@)5%)aﬁ
o i) 93 335k TOO 35 &S0 & il se o5 51 S L 62 e il LG )
odalin L5 o pli sLehB 3 1y Ledlad ipd ot DHCP g e dilel gy ST k5 o0

_ 3
st 203 Ol 3y 4 Bl 53 S S sl ‘y}wwar/log/messages/ s
Sl anrl o OT 4 Al
Sldas ol | Xfree86 Xwindow L., ngi! JN = log ..!: XFree86.0.log
S 3l Jolse 6l s Vsans Jab ol (bud S Slors S31S 550 0T YU 5o
W\ TIPS
b g0 bbb il 53 Cu s ol 4 by 0 28 Y rauth.log
AL oaule WJ&; sl 3l 5y 5 SleMbl s L6 sl kern.log
! (h)h e ui‘ @ .bﬁje S leMb ngb- J.ib Cﬁ‘:cron.log

kb oyl s sendmailisle sls MTA 5 s Mail Server ¢l sl 5, 5 Sledbl : mail.log

N\ »y s
j}&&absea.wmmjﬂw\dba\%jJ.@\go:;gr@qua” Sks:,yﬁ:qmail
LS

(3yls 3529 Lsib o3 S ez I, WEtPd &7 S50 53) LT 55w b ks 0 L6 oplhitpd
AL o O g sl 3 gla 3l 5y 5 Sl b s e LB ol :boot.log

ez 1, MYSQL &8 550 55 adl sl o MySQL o313 oL b b e L6 o) : mysqld.log
RTINS

g o B ol 3wt kel Sl SECUTE
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Ll YUM ,p:\eJaL;)1,>A§RedHatm5:;,oLgLaWua.:;u:yum.log

iy S s a 5L 1AST WSl ol la ) gmas Sleslizal g 5 b b ol sdalin 5 Ol
BB ol Ulss bl op pie s g b s i s BB ol Lils o oole ) S g syl
Lol C5 T 3 (69 w0 SleMbl O g dias i 1, WEMP tibela

i \

) \J

. = & —— ]

(logging) s ¥ w1 bl
\ )
\ v.i‘ 03 gas Uﬁjm
W,

«dmesg

AS oslie AMESE s 5l Al g | o catomn OLS g 5b oo ST 55 S 108 Il 550
: Frd P (o (e OB D b »log J r Sy
-L;%QWMWGML&ALS‘JJ‘)Q‘J‘JJLG@‘&j}é&ﬂb}»&c}wbd‘@)ﬁ
N\ otail

tail Wl ¢ 85 Jb- Haledls lo ke 53 0b S 5 Sty ,0 oK Lais dal = 0 DByl S
il tail s - s 0391l el oks b e B S bk o ST B
T P TV K\ By RGon @Bﬁ u'iJ"T O3ls ) B - Ry O P
N ™ #tail -f /var/log/messages

5 b6 s Q,L&'\@ e a3 e Ol |y var/log/messages/ b L Ve o 5T (G5 s

Lg\J.:CtH+C51‘éﬁ)w:yu;ﬁ}h¢~@¢.4ﬁs@ub‘,\iul?c,.gbé,a@)ﬁ

.H\:;faal.é:.‘»\.\;i\}d\oajf&m;f
*more

Al 1 e Ol gie 4 ST eslial (il amies 53 SLeMb! 03,8 a1 55 5 R el of o
TS ol )y s Sl (Startup) FHLTIOE Ll b sios asmino 4 amio
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#more /var/log/XFree86.0.log

e less

SleMbl gt 1 5 Jo1 &S 3 SCroll 0lSal 4 a8 ol Ko e § odalicn S i lESS ) 5200

.M)dab QTJJ

#less /Xar/Iog/ @?sages

390 3 Olg o0 07 3 eslial L usls dal s Ol | var/log/messages/ Jimg}:m'éjs 5w

‘56&:‘5\1)3 éjé)}:wé J;)KQ?U.J)}AJJ LQMCJLGW‘ ”h” )‘ o:L&;.»\\l.:‘}MC)l:; J{Q&OML&A

S

\ 5 .

«logger

kel 4 15108 pliy ol S dns 515108 bl $Sugn 1) 063y (slgaliy sl o sl S

LSSy S Sledbl &7 ws sl sealel S (@pPENd) dees ¢ gwys sz B

O logger | gws. das . logging ek 035 (Holie Syge 53 1) 555 U L ines
\ : .

g ©lp ol Sl ys yses ool 5las LOBEBINE ol y s se Jlpl 4 1) Ld glgalin JLu)l

¢ ‘ 0 g oo o3lizal Ll 51l oo 35 g0 53 o lgalin

)

NN
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logrotate b &Y o> >
050 % 108 lehb oo Bl wils (0oL oS eslizul Jia 5 YU ks 2ST15 55 &S Sl
ﬁ,w@qu,Wéwﬁgv&%uouww‘\s;ﬁﬁojgﬁ&sm}s
Sy g0 445 3,5 L10g-pl i > ol ol oS g ASKe b Lol e |y LT Oulil sy 58T
by ol SVl L i (ol 108 Sledbl cpl ol Ll 2 0 5 b il ) 1;:.43 &@ sleyss

255 o 7o BT S gt 5 S WY e IS 1 L 55 el S 5 or S

B 3 s b Ul o |l (o Ol aaliy o ol 150555 b wlogrotate Y yees
Ll L8 (o plad 3o G L &7 ST (s oalia VAr/lOG/ s s olehl s sl 2] s
ol i, dogrotate oy o |l s ol S @K;.a A (i ) e sl gui )T
b b6l slgst 4 Y, ¢S s an 51, log sl

\\¢
& 55 sde g dal g 0k 5T “"’”\@Jﬂ b adl iz slebb s im0 0T
kb i U1, logrotate S s b, il Sl led )8 etias Olis o bbb ol
3\ A8 o S Wil setc/logrotate.conf/
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logrotate g sw (s3I oy 9 wuad

N S N R R R Gy PR logrotate W ol zéw s

EYPIRUERE Y
ﬁﬁgf QUETY (e 5l 5 555w 1) V“f Jol>- Olabl logrotate C.Q O3 g w\f‘ L
#rpm -ga | grep logrotate | .

DS (or 03lizal YUM 5ISYSIO8 i g s sl M).’c O3 gl oy g S
#yum -y install logrotate
S bl ou;’@ww,jlogrotate éﬂ«f@yu Olabl WL ¢ w1 dny
: ("..j.‘.f 2 QUETY w2 5 5 5 g L 1)
#rpm -qa | grep logrotate | N
o S 1y Sl 0dd bl OT 3 g opl sla Jt\‘é Sl s 5 b a2ll 55 5 gd b
\\¢ LS
#rpm -ql logrotate
DT (o e e ) S 550 03 1y Y DM e smes pl L
#rpm -qi logrotate
D Asb Jled Lsim}unlevel i )3 oS (oo aSie chkconfig ,sws b s
# chkconfig --level 35 logrotate on

N
AS o Syl BB B g sl ol ) S Sl Jy Sl e e ¢SS lOgrotate 1 A

\ LS e JelSTCron L, L8 5y, e aSU
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logrotate s U (5 sogo

O S GT o jazge jlode an & 258 (o LS 0t 4 b 5 s (S3IR s 90 | i S A

Al or ) A (o gl ) s e ) (50 Sy 5 e

/etc/cron.daily/logrotate D \
/etc/logrotate.conf ‘ | N
/etc/logrotate.d .

>
/etc/cronhaily/log rotate gwog
& ot 42 5l S sloOgrotate 4 s asle i35, 1,CroN .= logrotate oo Lyl LG -l

N N\ Ll |y 2K G

\ ' ,/etc/logrotate.conf VT

555 oo desl aan 4 bl cpl Sledkss ool mo s ol JU S s S 6 logrotate.conf i
53 5 U LB s s Sl slac e I UL KBS 5 ol 4 s p S KL I
! o ol ki ) (5557 J515) 533 2 5 s o 255 (811 Sl 0T sl
et (o0 7 1) OT Sl I (om0 03,557 (ol S b &S5 51 (61 4 g5 aalsl )3 )l

# vi [etc/ Iogrogte.q@f

# see "man logrotate" for details

# rotatelog files weekly

weekly

# keep 4 weeks worth of backlogs

rotate 4

# create new (empty) log files after rotating old ones

create

# use date as a suffix of the rotated file

dateext
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# uncomment this if you want your log files compressed
compress
# RPM packages drop log rotation information into this directory
include /etc/logrotate.d
# no packages own wtmp and btmp -- we'll rotate them here
/var/log/wtmp {
monthly N
create 0664 root utmp R
minsize 1M L
rotate 1
} 2

/var/log/btmp {
missingok

monthly
create 0600 root utmp
rotate 1 W N

@ N # rotate log files weekly
weekly
i 4w S uS . LeRie L, b L6 log o rotate ol a4

sl asls ul g daily,weekly,monthly

N # keep 4 weeks worth of backlogs
’ rotate 4

# RPM packages drop log rotation information into this directory
include /etc/logrotate.d

23 LS (6 jpuun o 4 oli FOTALE (gl l0g el AS™ o aseive Lo oyl

# uncomment this if you want your log files compressed

# compress
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4 T ol L 3,25 Db ot o8 3 e TOtAtE GLEY LT 45 A8 o aieie byl
ol BB s 055 1) cma g SV Kl Sl Ko 508 ai Jesl Y K gla bl 4
sk logrotate . S
size 100k
oslizul 43 pl ) 553 plowit rOtAtE Jus (pomm Sypo 4 (b L (SSin gl o ol S

4 \ M
‘ ‘VTSLSA

@
<
/etc/logrotate.d wyy

S gla s pleS 3,13 15 il gla e s lOBTOtAte S b ()5S 415 ol 5 )3
logrotate L s b &jls i S bl &K iyl 3 St 9 8810 Y T 5 Shee 51w
0355 6555 215 ol 53 i 3500 Sla ey e SWIOG el BT s pa ol Ll Y s o s
JUS:LK&L@&&@MJG{&.mfau!\ryi@rufﬁowg |, compress il Ll & s
Kl Ksslaay T U ksl g a8 il oo P s o Y L6 3505 3505 e ol 5o

U e sl s 3ase 15 6 ol logrotate
# vi /etc/logrotate.d/ httpd.l¥

/var/log/httpd/*log {
size 100k
compress N \ ™
rotate 5
missingok
notifempty
sharedscripts
postrotate
Sbin/service httpd reload > /dev/null 2> /dev/null | | true
endscript

}
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logrotate lobal L6 511, oT ¢ el 33 09,5 b ol rotate o : S

g o9 B b5 St o e
d@db)@-&fd‘h WJ\VJJ}LJJJB JJ‘)rOtate Lgu\.udl.d);‘ 4-5;;“?‘)“\-")"
.@‘aﬁcjbmjﬂw\s&ujbg
VJ‘)‘JJJ@JJ\B ‘LQLGMJ‘L;MCJWJQM‘J‘)J
AST e et b 1S e b ol /var/Iog/httpd/*Iog
J.Sdou,&mcb!}.;bgfyja‘wi Slze
S5 rotate pus oSG 5l s fb ¢ JV&@tm J‘.bu rotate
.>J:§;;\,JUfs;ﬁ{;‘y‘};lé;!@:missingok
s rotate 1, 0T s Js 8N L6 1487 . [ eie : notifempty
S reload | aslo Lds SN b e au § ool postrotate

<* DI S PN R o

ol L 5 3y 9e 5 gmws b g Sy Sl sls elil |, rotate &g‘;\@,\;{@um:postscripts
s

» ¢
\ﬁH,stJMMMM%;AM.\{C\?;H)rotate Sol 5l 8 LS o jesie : prescripts

A

AS op Jur ol jadeiin 5T 4|y 4t Mail
N ™™
505 S rotaten, T 4w, 31300 & asie b ame S165 d o SV S8 L1 JUo
S n  Fuob e b el s sde gl sl 53 5 e | 4
S o sl slise (sla o L b6 wedd s bl

# mkdir /root/logs
# dd if=/dev/zero of=/root/logs/test.log bs=300 count=1

S rotate |, Jb opl SV v 5 o KL L6
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# vi /etc/logrotate.d/test

/root/logs/*.log {

size 100k

compress

rotate 5

mail root@Ilocalhost

dateext \\
} 8

g

LS rotately O 515 ) ss b e

K 4

# logrotate /etc/logrotate.conf

B, \ . g0 &3
L3505 32 UtMP s WEMP slapb o Jo 1o /var/run , /var/log sla s 4>

/var/log/wtmp \\¢
/var/run/utmp

TN el (Sl s s dna b s B oy

- S - 0s S crash i «"‘555‘ OT 0955 3 Sl s History Call &Y |6 wtmp
38 b Sl 03 S Y I PtS ax Sl s

g History Call Jy'ss; oo, 4 g b5 3 sn sla 5 Y 055 Y gl oa UtMP

lastb ) gzus b ,B; @s‘ﬂu History Call & 40 4 |, > oA~ last s

.J;oMW‘)MLgLABad login ol5 .
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plex Jod

NES b J31 s S il -

N
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NFS g (s 4oio

L s s ojlel S CwslSl a4k ol Network File System (aises «<SNFS
aiiNFS.;,S{J!Jéo.sm\.s)jﬁ@,;uwﬁabjso.\.&mount J‘Gd"“&ibr‘:’“‘:‘”
Sun galws 4 S AL« Unix Base Sb s 5 6555 5l o.a;s’hare ) st o 8
—-= Redhat Base sl (R $3) 2 PR S o5k 4 5 ana s VA J‘ij.sMicrosystems
Redhat (ls (S 5I 6 (g m 514 0555555 o oslizal 0T 3 05,5 51CentOS EF 53 5 ol
5 S Hd 4 oSS e o B ST 8 (g e b NFS eSLSTL s 4Ll LT« Base
Stateless &, ses NFS (sl aseus sles NFSV4 51uzﬁu.m;§‘5,'\.u\ob\,w§:;ﬁ@w§,;g
Gl Sl s 5 Sledbl sl s Statelessgle Sy, 55 S g pl 4 sy
JB b b atew 51 Solie ol AL oo LS sla C-:“}"'JJ S e Sl 555 2 5 350 ey
Virtual File s api ol 4 ¢ 3,8 o pbul APL (g & Sl oslizal b I8 ol 4 ded o 2
355 o S System

)Ju&ﬁwa}ﬂgwﬂm 6‘!{ c,;pb@,,)\féu sl a5 0315 o3l  VFS 31 Lol Coua
Ll Jole gla pra (oles > ST L pla sl ol AT e ey S S
30 2 S NFS L6 s o 058 (o0 oslinal bs oS b (ooled 5 3o o8 s st
- .@\@Juom&m&\éwg@)%cuMount&gu
BB o (555 Jlesl el Ll pdle 555 Caliee sla Jilér-:“:““iwf“-’VFS B{RECRTS
.gﬁfse(la;sNFS &b el os Mount oTéjjﬁ),sclj&uwiﬁisgm@,:u
Mloopxﬁ&JJ&WWJJ{)KC}JJ @JJW@NFS a9 1yl s
ol rufﬁ&gvuﬁi{ e O 51 le 5 43 NFS oiasys m Ol T 51 S L LS
gl sl b5 b oS pls 5 asl wals | NFS odtas s 25 15 (o0 b ot
LS &S sl
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oS sy i 5 oS g oaT i 93w 5T (55I0 oy 53 A 5l 0ly e bl
4l s e ST e eslinal a5 38 o ST 2B 4 1) (6,58 Rl (S50 FVL O 5 S s
oslizal O 855 SIS 281 1 a5 3,108 ST sl 4 0L (5Tt 1) 55 2l o e S5 Sl
9 e o 93 A 3 P’Y S g 039 Jd I Oliabl 558 85 WL oS s Lo L uS
.m@,,,z,cﬂ,wNFsw,ﬂwg;,géusgﬁoxﬁfw}(“m,

Ll 553 o oslizal a8 o550l NFSV2 .S s eslizad TCP S5y, 51 NFS (glavasns _obes
Wl oo s b SLeis 5 Sy 0550 b dal s NFSVA L6505 5 0I5 NFSv4: NFSv3
J.i:}ﬁjNFSvB,NFSvZ.w@@%ESACLj}é\wjﬂ)lfuﬁ@,,ﬁ
s W1 (PLLl sl Syp 055 iy 15253 (gls 0555 (ol JSNBa S oLl usl 5 oo 55UDP
SBb g4 0505 53 e ol & oS 5L dls 26 6o iy b aigls Sos edls o Oz AL
sl 5SSl e S Sl NFS (L5 Lol d‘a&u,\etc/exports/ kbl ss B
LU ol et b la (6555 s oS 338 ok B Gl 533503 on &5 D 1y (ST 3
e O3y B (ol 53 U o5 B IS S 281 gl e i b5 SLS 1,
N\ ph (23 s )8 b g L g es s

5w b IS e (GB35 Stateless & sa NFS (gla s, bilsl s
o) I 1y Wl et o3lizal 55306l DL 5 b ile oS L 5 LG S &Sl 5 s b
032 S S opl Gy o el S il o 3V bbb 05 ST i gl b e )b 5 el
NFSV3 5 NFSV2i 5 S culs L 05,57 Jis sl lockd s statd sl NFS i sla il
NS Sl 035 gme ey Ol &8 1 statfull (S5 NFSVA Ll wsa o oslicad
L e I 1y b b gl b,
J)‘J@&‘Jgb%‘OMJu«.ljfﬂ(5‘9)}3rﬁ)%%&j}ﬁrﬁjw‘stateX‘&&NFsv4
oins ey g o 4 Fyge 53 DMyl il ods J la oS L 5 a5 e LG pluST 41 AL

.-L&M‘?du\;).})L@TQB&GMJ&)ﬂd&&‘@)&‘jJ)ﬁJ&ZAJ\%J
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NFS 31 ool 5L o
s oo by s el 5l sla bbb a4 does o zws o=l NFS 1

o2 BB & ST il w gl syl bkl odias juws e [ odi ;S s sslems 5INFS L2

S o oslizulFNixX e sla il (gaan

3L ool |l als yujgf&,)sw@%@amép 3
oS S 15 S S5l 3 sla o ol ol 5 AL NFS K87 4
ST 8L 55 ¢ (S5 Cambge 4 ax 5 O | 25 Sledll Al g 01 )8 .5
g os Sl e Lg\.AJ?(é Sy 6...»: refresh = -6
S e St 1) O3 gats; Gl s ACL omens NFS St ases 7
35 5ol ly oT Kerberos s WFirewall L oly . .8

NFS.va 5l 539
N\ NAT s S50 ol Jly 56 L o ,8 50 .1
YL ol .2
Authentication &9 05 5 o b .3
s 5 5(Linux,BSD,Mac OSX) .Ss sl cudS 51 Sl 4
N\ ACL :ziy i Sty .5
N Sig sl Jbpl 5l Loz, 6
el B sl Ll o ) o YU LT
Joo (S Ll o5 4 5wl 5wl (0 2049 0T il oy 5 05 S L TCP slis B

5,16 1, Portmapper
S eslizal NFS gla share 1 usly o gjsdus b oS .9
.\S:.n 'y r.awan <la 4§..& <9 » NFSv4 .10
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sl o L51 OT 4 RootDirectory & .11
Portmapper J 55 sla,l 5l o535 (oo o3lizal &Slinl Sy SINFS s 3 05556
b kS LS Sog 4 LNFS US™ . ¢S Portmapper s CudIS 4 Oy g odins slgii
s oo sl ST 41y b g pe Doy LT (or ey SIS S St 55 oSG e

ols ST o o3lial NFS ploil (sl 1) s s g 51 oS 5 (oS s Gl 558 S5 sRHEL
Azes la 5w 9 b S 0l Remote Procedure Call L RPC ﬁ‘& NFSPLQ\A PE

L»wjﬁj!@ﬁéﬂj);.x;f@)\fportmap g)‘“f.ﬁf"‘;"}.w;};..g)bRPC Lsuu"":‘.)f"
.&LMN‘O-LOTMNFS‘S‘J.?-‘6‘fd);)l§).b\w‘db-*ﬁvﬁbw;;h:))w4§

Ly o Jb 50 OT 0 Jlad b s e g o ,505 4S g o 5 ool 1 DTS

S lock b Jis ys w s 005 b Kuuu },‘l?\ WS Cew s Nfslockd

oSS g pl Loy WS 23 CosRPCrsle g b di i€ S shilea @ portmap
.Qﬂ‘éM@‘?}bRP‘&(ﬂjﬂ&‘ﬁhJL@"OJ;@M'JWJ..UJJ

C\\
)

AN (8
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NFS 49 oolaiw! 9 590 s RPC

LS o o3l NFS JSG 5 51 s Joate on (ST 281 mlte 4 dipls ad (oS 51 S8 5 (35
RPC ¢ 5 _2s & 5k blisl sl NFS S eslizal Jlast (sl 3 BRPC 51 i g 53 NFS 55

Iy s 5 Idw o Ol sws COomputing «7 ol gl 4wy » RPC &l ,ﬁ.is;fuus ) RPC

o] s 5 o s FDC ol oo gb o3 ol b5 € s oIS raas e alous!
25 23 g5 ol 4 L IPC pl S g 03 54 .)Mﬁﬂ:;)ip. > el

]

= >

sy 303, hL 3 NS G I, MOUNE (gla ol )3 ais e ol - FPC.MOUNtd
Jos ers Gl gt b edd w38 ST 25 4 Bl s edd s (5555 45 S uS
JL s edd sl b (6,68 ls G ygd ..\M\@ elst 1, Sl o O mount
4 S 53 1y S s & oS al e DA exports S ,‘;etc/exports/

J}.wLSAd\asjlf:?UJMnfSQﬂQJ;dwc&A)JJMJﬂu.:‘ v.")‘u\g);f‘

380 6 S J..SVu)b Sy p V2 gl bbb das e oojlrl CuMS 4 i rpc.nfslock
NFSv4 ,s5 w(}w O.l\.bﬁ.ie DB ek D)y ge L;J.iiaubgi‘h.ﬂj} g;m":)iaﬁ}}.i«)’ lock oslic

P oalazal

255l RPC ol I8 .S o b sgarestart 5y oS Sose s 1) b SIS rpc.statd

bags oo onls o hlie O )b Lsd Sgmy b b 51l a ST gm bl o Ao 5 slibe 05 S
"’J“:’;s‘“‘;”w”“NFSVZI' )Jjbﬁ@dl"é nfslock Loy o el il M‘Jﬁhg}ilé lock
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v.a\}(remote users) ;s oly O Gl p 1 s avgew SNl g ool 1 FPC.rquotad
wils ey b sbul Gl Llg o Wi Sl ax a5 oy )8 p SGl s Gl degen kS

5 oo s JSs 5 NTS g e 055 Jled ol ok 4 s g o ool il

41, LGID 5 LUID s ol Sl NFS 55 1 ID 5 s o ous” A ;)1};,.{:rpc.i(mapd
.1sL etc/idmapd.conf/ oT L L y\g‘m @x; bs ol

X

. >
b B slp Y ls Security Conetxt bis il skl 53 & Sl 2l US55, e 1 rpe.gssd
MS%)&WQ\SWLg))J{NFSﬂasu;w\d!jw.aégjfé&...\SL;JOad

s |y gl s g o s 3w 3 &S 3L ols s Nfs-utils-lib , portmap, nfs-utils sl
N \ Y r.:aljﬁ-

.L3b_ nfs-utils sportmap L;La\a\:w( ols 0LlnS g o aw ol NFS 5 o ae

O\\
)

N
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NFS g gw (53101 ol y g wud

:meu.aqueryW;u;,,wpwrgsyuow\wsG_ﬁ’o;ﬁ@;\,\ipmj

#rpm -qa | grep nfs
P Ll yum ;i nfs S S sy sl o 5005 88 & 5
r-rfu“-’ yum ; s = e e e et g
#fyum -y install nfs-utils ) \
Q‘MR§@‘°“%@M63JﬁNFSG&ETJV-&!&“’M‘%‘H%@}‘%
; Qﬁf@querv I BT
#rpm -qa | grep nfs
o S 1y el o slawl OT 53 aws e opl G b6 48T obans s b asli 55 5 wd b e
Q \ : V‘S
#rpm -qgl nfs
:VJ”)}TJCMN:‘L:wmféb)yjb‘)(jYQLGML‘VAJ}‘;»JOﬁH{j
#rpm -qi nfs
Dasl Js g runlevela s oS o jesie chkeonfig smas b e
# chkconfig --level 35 nfs 0{
:r.:fdareset ‘)w‘gfwl.@.ﬁ‘).}‘g
#service nfs restart

N\

#exportfs -rva
N : exportfs ygiwd zuogl

.m;fo.uuw ) g Sla €XPOTT Coed o315 o0 ) 5s ol L

e OUES 1y 3 4 S €5 5 SSTL 1) 0l o (5la @XPOIt s cpl 1 1

das e 0li Ty Lus s export :a

ILinux Cookie in Persian A5 ol plus oM}i




94

(2 p o A 053 ol S edd esls olamtl g pl @ ol s e e ST
#rpcinfo -p

#showmount -e das (oo O 1) S (S8l wlie st pl (55
192.168.10.1

Gl 05T 4 Gl Sg e e b A 250 o 3—&‘4“5 : 4SS
3L 638 ma B 0555 3 S AL i6®n rs, S

: &\
®Q

N\
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NFS 49 s39& pISExport

o S Slnnd

Sl (Jome pile G5 2 b (6058 R 5 PSS ks & el me ol 4 05 SEXpOIt
2 NFSV3 5 NFSV2 5.0l o mount LG ols jemes 4 by 53 oy b cpiile ST 1S
A s I NFSVA s Loy JEms (555 255 0l3tn o Ialotg 55,1

Wl (oS sl Jole gt le B e (S S0 O 87 ol s NFS
st s e o) 3 o3kl QS g AST e el 1) S sl o3 ol (o il WS 5
ol ot a1 33 2008R2 55 S0y 5 oS sla ol

D psY sle aalyy 5 b g b Il & Sl 658 s NFST sy o (5l 03l sl LIS L3,
oS S e oS ai (NFS Client) s, ﬁ,(NPS SErver) otas s S35 o
Sl e 53 odkd (STR51 s ()55 pls Calg po 5 Hsd SR AL &S gl 658 4 4
w ojll gl cwle Oy ;s Firewall wol f"fy Sl s s =S MmounteLds

N 555 i NFS 0ol 5
5T AL o ol [oEC (6,55 uls 5 55 XPOItS pb 4 LB lls NFS us 2 oS hilea
3\ .(.,;fu:i\ﬁ,

P 25 s BB ol b a S5 S

shared_directgy IP.or machin_name(OPTIONS)
s gl sl K31l S <l NFS Server i )¢5 51 ol shared_directory o7 s «
4 e aS w\w% (Lla) mils el L w31 I[P or machin_name ; c.l ouiShare
0gt oS Len ol 48 oa OPTIONS 5 sisly o Olidons piw 53 (5,55 1> 05> SMOUNE
o5 OPHION (ol oy ege 51 315 25 55 LI oo 36 ST 23l (6558 1 51 SIS esliza
Dl 0 i 3l
Sl i g s g5 a8 I L eds s gl 25T oS ol Read Only Cuisa : ro
Ll sl Mount g, 5 515 g,y
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L;j,jOmjsjouu\?'w,u;‘@)?d\pamﬁb;:&uq%c\fReadWriteq.é.;u:rw

.JJ‘J‘J‘;'JLZ‘Lg)fSﬁ'J

Jo sb a (Sl ems Jlesl) s osls 25 4l 1 o S g ,m 45 355 o Sl au S 11 SYNC
A > S en 3 S5 Sl 2 ik Ol ey S ) s Gl CoIST 4 e el
@ .J}@w;
%
¢ M
S
s 4 Storagess, » Slun JoSS 5l 8 eSSl s 5 Cwl'SYNC Ll abi @ async
& oks oS4 BB MEe a5l WIS e blie slayie sdlsuals el s s sl Sl
.S oslezsl Real Time & 50

il oo YL sy 5 SIS luls async Gl J\i‘b YL Sl 5 Oleabl cbBsync: eSS

O ol 2ldE oS il gl gy 55 0 \i: v? 2 e Sl sl « 5 : no_root_squash
S Wil b LS e eslimul 4y ol 5 Sl NFS Hg w5 el J2alS ol oS

\ eSS eslizal 4u S pl 51 aS 555 e dwo 5 g Sobls sl
ool (gla ol g 53 cau 5 ol Sl o3kl L .ol NO_root_squash Ll «i: root_squash
«= i nfsnobody user L nobody user « 4S"anonymous ,,,5" ¢S« gid=0 suid=0
Share &)}Sﬁ‘%})h%wﬁb Ls_g)rootﬁ)‘s&wﬁwéﬁ.ﬁ M‘? C_,.Jali» 4.5‘5.::60
&:a-:ﬁﬁ‘ u’&e"j.;‘ CN ‘)K U'i‘ 4§ 054 U\“‘sﬁ BEN w..;:l.e ED) rOOt J"‘)K stj:.w-’ L) J.Slaﬁ o
ol A S ssb 4 ib e nfsnobody oy e LB e mes e dm 4 cpl s dal

SIS )58 s s YU (58 pls 55 iuley pde sl « & -pl 2 no_subtree_check
a4 le CaMS oS S Sl b Lo e (ST 6,88l S (B ame 3h o
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cL;L& ngj:fﬂ\: J'.’.J 4.: L@.ﬁj u\...s‘-’.:;_ wﬁ»b ol L;‘J:&‘ 6)}5,1‘3 &YL» L;L& ngjfﬁ‘b

.u\i)‘bwﬁﬂéé‘p‘&)ﬁﬁb

305 (B 0T Gl 4358 (b odon p 3y 5m Sig 0350 (o Jos e NS LS (650 a1 S
3ph o S sQUASh SSS ul a8 o Jos 0T 4 NFSNODOAY 54 b 38 r g &
Pl 0k 0357 aie & O3 €XPOTES O 8L S (gl i 5L ol 55

Sl 4 192.168.10.1 5T L oS S ¢l /nfs/nfs-share/ ¢, 5 .15 25 Jke s

4 192.168.10.1 ,192.168.10.2 o ;3T & il 55 (sl £33 La 5 4 odd azildS
2 ‘

el oks il IS ST

/nfs-share/ 192.168.10.1(rw,sync)
[nfs-share/ 192.168.10.1(rw,sync) 192.168.10.2 (rw,sync)
A

sh g 4 S 5k ,s(IP.RANGE) o IP o3 5ume ¢ 5 e s
/nfs-share/ 192.168.10.0/24(rw,s§:nc)'

.54l @‘yu &kywanl&local wals e pile &G Jle opl 55 g
[nfs-share/ pc2.skywan13.local(rw,sync)

.5 s Jali 1y skywanl3.local auls gpie gbs cpile ol 5 Jls ys
[nfs-share/ *Qky\nnn13.local(rw,sync)

N
S g e, Man S5 exXports « iy sls Jbe 0> sl
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Example :

Ss 0 b s export 1, /nfs-share/, Sl el o AT 5
S sl 0T jiroot_squash sro <l 45 1L, 192.168.10.0/24
#mkdir /nfs-share

#igroupadd nfs-users \\

#ichgrp nfs-users /nfs-share .\

#tichmod g+s /nfs-share ( N
N

#ichmod -R 777 /nfs-share

#vi [etc/exports . )
/mnt/nfs-share 192.168.10.10(rw,sync)

#iservice nfs restart
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NFS v4 Suw 4 599 919 Export

mount b,:rﬁ,eports Jb s anly )8 pls JolS s LLNFSVA I LS ol 0555 5o

ol o355 oo i TOOLDIFECtOry IS 4.5 58 (85 s 4y 3l il bt s+ 03,8 (00 3,5

03557 Sl d 53 05,5 51 (s S c el 05 8 Ml 4 0555 53 & ol el ol &S5

, RGN Y
@
NFS.v3 é .
#mkdir -p /mnt/nfs-tes
#vi [etc/exports <

/mnt/nfs-test  *(ro)
#service nfs restart
#exportfs -rva
#mount -t nfs -o vers=4 192.168.10.1: /mnt/nfs test

NFS.v4 ¢
#mkdir -p /mnt/nfs-test
#vi [etc/exports N\

/mnt  *(ro,fsid=0)
/mnt/nfs-test *(rw,nohide)
#service nfs restart

#mount -t nfs -o.vers=4 192.168.10.1:/nfs-test
D 0 Do 2l 4 Sl
#mount -t nfs4 192.168.10.1:/nfs-test

N
el o 423108 ST zal w4 05,5 NFS L /mnt aas e olis 4§ ol ¢ Fsid=0

s Ol |y | ge 2x @ NoOhide
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Home 5 9= 919 Export
Lﬁ.}é—’)gd‘.u&w‘{)‘} CSji.'.J))ﬁ.)lf.:"‘)J 'J".’.L"’ ‘) U:JJ? d’éb/home 6)}35;1‘3 (5))}.1@.&

rootdirectory i 8 s JI8 pl Cuje ¢ Lib o oS 5 93w 03,5 Share sl sl 3o,

-

L -

#mkdir /mnt/home \
#mount --bind /home /mnt/home | S
#ivi [etc/exports
/mnt *(ro,fsid=0)
/mnt/home *(rw,nohide)
#iservice nfs restart

N
. 355 0LSS /mnt/home L Lol home (glgswes oo o Eob 0T ol ¢ =-bind

&
NFS & <ol sld © y99 ol
e 8 5s K b s oot \J‘QT Lgtg?,ﬁ L5 o S e oslizal 4 05,5 5 NFS 51 5
G S ol L6 nfs &u.ﬁgﬂsp Lnfs L6 g aby 55 e a5 ol gl bsis Jly 6

Cri SI6 a8 o Sty byl lgos 555 o 1t NFS &8 0l s . dilos NFS g

LS Jlsl 1y T ws
. Ll

N\
#vi /etc/sysconfig/nfs
Ly g bsbs Gl # Cdle oo aS Uncoment ) 55 Lok b YU s gl 51

Lls

LOCKD . TCPPORT=32803
LOCKD_UDPPORT=32769
MOUNTD_PORT=892
RQUOTAD_PORT=875
STATD_PORT=662
STATD_OUTGOING_PORT=2020
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DS o S SUNFS (sl &y 5lasbiss 5638 Sy 1y s s ¢ Dl i 0,503 1

H#service nfs restart
#rpcinfo -p

/etc/sysconfig/iptables LG « 1, ,; L ks iptables guu S ) ghote 4 gl ys 5 dS

#/etc/sysconfig/iptables] S N

Firewall configuration written by system-config-firewall # A
.Manual customization of this file is not recommended-#

filter* D

A INPUT -m state --state NEW -m udp -p udp --dport 2049 ~j ACCEPT-
A INPUT -m state --state NEW -m tcp -p tcp -=dport 2049 -j ACCEPT-
A INPUT -m state --state NEW -m udp -p udp ——dﬂort 111 -j ACCEPT-
A INPUT -m state --state NEW -m tcp -p tcp -=<dport 111 -j ACCEPT-

A INPUT -m state --state NEW -m udp —wdp --dport 32769 -j ACCEPT-
A INPUT -m state --state NEW =m tcp-p tcp --dport 32803 -j ACCEPT-
A INPUT -m state --state NEW.-m udp.-pudp --dport 892 -j ACCEPT-
A INPUT -m state --state NE\R/ -m tcp-p tcp --dport 892 -j ACCEPT-

A INPUT -m state --state NEW.-m.udp -p udp --dport 875 -j ACCEPT-
A INPUT -m state --state NEW -m tcp -p tcp --dport 875 -j ACCEPT-

A INPUT -m state --state NEW -m udp -p udp --dport 662 -j ACCEPT-
A INPUT -m state.--state NEW -m tcp -p tcp --dport 662 -j ACCEPT-
[INPUT ACCEPT [0:0;

[FORWARD A\CCEPT [0:0:

[QUTPUT ACCEPT [0:0:

A INPUT -m state --state ESTABLISHED,RELATED -j ACCEPT-

A INPUT -p icmp -j ACCEPT-

A INPUT -i lo -j ACCEPT-

A INPUT -m state --state NEW -m tcp -p tcp --dport 22 -j ACCEPT-

A INPUT -j REJECT --reject-with icmp-host-prohibited-

A FORWARD -j REJECT --reject-with icmp-host-prohibited-

COMMIT
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. N{@w’)blptables wjfwr.bjﬁ-"vjb
#service iptables restart]

NFS ‘s‘ﬁwa‘)sﬁ’wé .

4

% AR

- showmount -e :

u.lmo:.&\.» S9) L SS9 Lgusshare ub“l.u

showmount -e server-ip or hostname :
N
(remote ) 5500350 5w 55 o 2ws 43 slashare co

4
\ showmount -d :
p (sub directorie Jisis, 55 uls 55 ples o
\ exportfs -v :
93, Say sl g sdsshare gla bl cwd &5 il

N O exportfs -a :
pbaars L Jetc/exports s i o s Share sa.sExport
B,

exportfs -u :
ol 4 a5 L/etc/exports s eus cud sls share saaaUnexport

exportfs -r :
/etc/exports i 5l w3, < (Refresh) os S o506
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L CONS 40 ouw Export (s 9g5 19 3 oolaiw!
DLW S
SIS a3 Ll L e Sl iy ey oo b SIS i Sy 4 a g VU sla)lST eled 1 e
Sl e oS Jeame OT 4 1) (S8 88 005 b sl (6058 s &8 onlle s 3
e /Nt 5,58 41 (5128 B R U
\

#cd /mnt &
#mkdir nfs-share \

oS Ll 25 Sy g MOUN 2 eSS 4L exXports h L s gl 4w
#mount -t nfs -o vers=4 192.16.10.1:0/mnt/nfs-share
#mount -t nfs4 192.168.10.1:/mnt/nfs-share 10 cplal

L sl ooils Sy 5 3550 (65 213 Al o 155, e o Sl e MoOUNt STl
N\ .S wlsl etc/fstab/ b 4 Ls oS

#vi [etc/fstab :
192.168.10.1:/mnt/nfs-share. /}nt nfs defaults 0 0

03 kil (oo o> 55550 (ST ;fff.b 4 b Jlasl ki fstab LG o Lt ol 0557 @LS1 L
g O I3 Wyd a e S IET55 (5,58 1 &K 055 MOUNt o s s 5 sl L ST 5550
1 Jls b oM 5555 55 il 5 a6l IS sk e 2049 5111 (cls oy 035

N\ S e sl

mount.nfs: mount to NFS server '192.168.10.1' failed: System Error: No route

to host
.&5@)\5111 Qjﬁ.éjjﬁportmap}2049 Q)ﬁngJﬁnfS U=
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Autofs cexwo

JUS™ 5 session ¢ s LS amount 1) 55, bw g sdi share g, a8 0 CoWS &S5 65
5 0k gy ge opldm gt CNS 55 S odins g LU ST b ¢l 85 S8 b
)ngo:f:\q@d)&\%%&w)lf):db-d‘.Jﬁ@QTN\MQJ;&g-ﬂfJ:W
S s |y o 401 K s o 1y O UMOUNT o5l o5 7 4% 35100 g0 S 51T, T
V’S""‘”’U)V‘“:‘” | S ) o)l> .ﬁ@.ﬁ’) ) N1AP)
o Pl & a6 Bl 423 0kd MOUNT Sub s & 1 (5555 311 54 clan Lo 57yl
s ol s Sl S dial e Sk b5 SIS 3 LS w8l IS 1 g ST 0y 4T
Olealp 15 OT AUOfS (als Flosl ool (o558 415 4 cé}\,i Iids  3,xe autofs s ,m

AST aumount |y ;58 505 0T ol Ol 0us bl dx 505 ,S mount

ngfsﬁb )‘ o-\.'&f oslanl C—u{'% O)?,' J}.ju &-«m %%M S 2 U= U'l‘ ol C-)Y

il STl

: .u,:@@,;autot{s\faﬁd;\qg\}it{;;tw/etc &,ﬁﬁ‘sﬂj):@&&ﬂ%@l{
\ auto.ftp

AN auto.master

auto.misc

%

BB cpl 5 ayls S5 L6 Gl s Buto.master s, JUS 5 Lol ¢Xuls” auto.master

.g@&m‘&;mounto\,;&R@\)‘}J\,Iocal s S35 pls oy

#vi /etc/auto.master
N

/media /etc/auto.media ==timeout=20
odd iy o bl 5

355 MOUNT 0T 0355 G5 ol 13 ST lOCAI s 51 25558 015 0T /media
35 MOUNt OT 03,3 S ol 3 45 (5,58 1 KilS” LG 1 /etc/auto.media
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umount oii Mount (g, 4l Sde 4r dm LS Leiie Ls ol @ ==timeout=20
(456 o )25 5

Pbb S ¢S auto.misc b 5,8 ol ol S sl auto.media L b pos d e s
.02l s+ auto.media

#cp /etc/auto.misc  /etc/auto.media
oS o dlesl 1 e Y Dk e ST 5L autg.media\‘}ilé s

#vi /etc/auto.media é N
nfs-share -rw,sync n 192.168.10.1:/mnt/nfs-
share

N el Loy bshst x5

N\
o Bl ol Bds 4 gl o i MOUNT oS priys Gl 13 87 o, 8 oL ¢ Nfs-share

» \ 35 5
SEMOUNt s 4z 4 ks, 0e 6,85 pls 1 -IW,SYNC

export s, ¢S 15 5l Sl 51 345 S owodT bxul 43 1 192.168.10.1:/mnt/nfs-share

\ .r:;f@;)bbrt’.fo;u:.w!QTou

#service  autofs oS o Dl autofs « o plasil I das
Y, restart

el L 5 ks /media‘ s, 5 55 4 5, 51 /mnt/nfs-share ¢, &S 05 w3 S asda L

) P :
93,2 A Ll e o ;S IS 5 0 55 s /media s, CudS Hs sy .58 sl Nfs-share

/mne/nfs- ", &S 515 ~S b 1, cd  nfs-share s Sol Game 4 Jy oyls L5 0T
Oloj Gk BT 5 bl odd [abie e )3 Ll Lz ST 283 558 e MoOUNt L (o1, share

s UMOUNt g oyl Lo g @dly 2815 odd MOUNT (6,65 515 1 (6l sl ol oy o3

.Jb;
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Cron fawgs Luis! 8 gu yloy
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Cron fawgd 1 4ol 9 51 921 g0 o

¢ dovio
w8 Ol Gbg Olej @l 4 & ol Oloj slias 4 SUp 4udS” ¢S chromos i 48 5, Cron
.5,:5,.”@\&;1uWM,u,j,,,;(\eaé,'u,&?L;wﬂw,yﬂ,‘wggﬁ}:ﬁm@

)‘W}}LM‘)J?JEJ)}AQ‘)}L»JE)FJ&QG)‘@J;.Ml{ﬁ‘b}‘f)ﬂdTbQ‘)ﬁ)Lﬂ
S

.

))J‘@Jﬂ‘&ﬁwyﬁ-‘(gzudu}‘i)OLU')-’UWJL?QG)‘g"ﬁw‘-’;ﬁzﬂ(‘eé‘ﬁmﬁ‘ﬁv&@
sasia S ol 53 5358 e 6l e B o ls Sl Jlie (sl i das plnil 1 (6557 b sl 58T
o5 3 oslitl oS (sl fole e 53 L sy Al sla ol (e 313,80 QI (S
,‘\.\:;1,:,3.s,%l,,u'!wdl&éV.:a\,su.gjt:.aw;qgjy@‘\f@u;.mg@at,,uwcron,1;91
\N\¢ =% ¢S s Cron Table  Crond

Slas S pas crontab oba J6 oK QB s by ol b g Sl s sl stisle; Sy e
LB aly b By osd e planil)ls i3 etc/crontab/ s ;3 Y sene 5 ool crontable
4 5 s2es CFON b 344 S, CHON A}ﬂu\ipwoToﬁdw16|ﬁ‘rg§@4§u\crontab
83 5l 3l (i 53 1) e o Sl 5 0l 6 S BB Ol

awypdyls Ll 3 v&/spo&l[cron s 33 4SSl CPON paseds b6 &S chyls )8 a umean
Jitéa!ﬁsm”;fn;ﬁ?@stat 0T 515038 g, crontab L6« HLSS 4iss < a cron
Al oty BB opl Jsl 51 OWSS wab el les!
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Cron g s (8 )Iwl ol y g wuad

53 .ﬁ,quuery s 3 25 st LI 08T ol Ol CTON =SS 055 i 1l
1l 4Bl k5 CPONI@ & s g v ) 6 CENTOS s 4,6 (5
#rpm -ga | grep cronie ) N\
8
4

DS (o o3l YUM ICION ol S Zobs, L;Lawj\“;»r;“ 2 Oy g0 43

@
#yum -y install cronie o,

- . b
% :ﬁ,s“ (s* QUETY (s 51 55 ) g2
#rpm -qa | grep cronie

\ \¢

@&\,@uugw\oTﬁL‘wﬂﬁ\éu&us@uMJu4>~uﬁ;)prw

S

#rpm -qgl cronie %

\5 v—u{@ Cod & a5 o 2| 2SS 3550 53 1) ¥ DMl e s pI L
#rpm -qi_ cronie
B,

Paal J gl runlevel o 55 oS . eseis chkeonfig ) sus b s
# chkconfig --level 35 crond on

:mfddresetbw‘gﬂl.@.ﬁ‘)bﬁ

#service crond restart
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Jjﬁdno.ﬁbcfpj‘J@uﬂ))bgbﬁuaQL&‘W)JV@AMJMw)ﬂJ‘ML
/etc/cron.d
/etc/pam.d/crond

/etc/rc.d/init.d/crond \\
/etc/sysconfig/crond N .
/etc/crontab ‘ >

N

/usr/bin/crontab

ol 03 il (o0 a5 ) CTON gla b6 syl s olsmme Gy alscnl o /etc/cron.d
.3;@)‘}6)}5]1‘3

So5S pls opl 53 358 o |l PAM Lu g CPON &y 5 fx\ ¢ 5% /etc/pam.d/crond
ol 50T K LG

S Sl s opl 3 35kae oylsl iRIE 4.9}5'9& 5 eron .. s . :/etc/rec.d/init.d/crond
' ‘ 3)ls 4l scron . . startup

Ll sph Dokl ol b GSUIL CTON s w ooal s 51 :/etc/sysconfig/crond
¢<‘.'. &9 s &‘ﬁ‘k}debug}ng mOd JI.A .V-:'AJ ‘)‘J.; J‘.’.b U’l‘ 2 ‘)J.b J)jﬁ le.aﬁr.;&

\ b lcron g Sy Aol b6 e ol s o/etc/crontab
N\ sl 4 S I FCrON s 6 ol ol 3 :/usr/bin/crontab

Ol aen .l FOO 1587 b Ll ol &STo 5 035 s oS (510 57 3505 3525 Jb cptix

il o ate S 4 Glate 5 Gl Js As 55 o sais CTONTAD L6 ¢S ol

o etc/cron.d/: L6 i Jels g8 s
. etc/cron.daily/ : «i;,, plowil (51 ke

. etc/cron.hourly/: zele &) g suiile
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« etc/cron.monthly/ : sl cusb

. etc/cron.weekly/ : Sis gl

2 05 kb Al |l &ils, sk —yls 413 fetc/cron.daily/ asle js &S Sl b Jks b
PSS ol 1y (g 55 pls opl S eyl (gl 4 e
# Is -1 /etc/cron.daily/ Q

total 56 ¢
-rwxr-xr-x 1 root root ¥\YJun 20 Y.\. .anacron

-rwxr-xr-x 1 root root 15399 Apr 20 Y.\Yapt~ :
-rwxr-xr-x 1 root root ¥\f Mar 30 y.\Y aptitude
-rwxr-xr-x 1 root root oY Mar 31 Y.VY bsdmainutils
-rwxr-xr-x 1 root root Yo Apr 13 y.\¢ d\pkg

-rwxr-xr-x 1 root root vy Oct &.Y-\Ylogrotate
-rWxr-xr-x 1 root root \v#o Mar31 ¥.)Y man-db
-rwxr-xr-x 1 root root 9~5,Aug 17.¥+\\ mlocate
-rwxr-xr-x 1 root root "yf4 Apr 4 Y.\Y passwd
-rwxr-xr-x 1 root root ¥AY Apr 25 Y¥.\Y samba

-rwxr-xr-x 1 root ro\(')t Yarvy Apr Y Y.\Y standard

\
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Cron (i g w (S 35w BB Zwo i

Jb g5 53 IS 54k 4 5 User Base 2 Global (1 : s .+ ,5 scope 55 ;5 CroN s s
. User cron table & system cron table s, i 5 eslizul 5,40 cgc\)n sl
S B dg gy S e 4 by e K ¢5 ol ‘Global (systemn{on talﬁ) 1
cron JLJK o S L6 sl Lroot s sl s Lads 5 adlns L‘“J{'Q“f&”‘t‘“‘
s fetc/eron.d/ s s b gl ) 5 s Sl 16 s/etc/erontab s ;s
o5l bads (oole (slay)g 5 il 0 FOOT 50 Hlisl s Lads CMJ‘E} ol omi g syl
Lyls byl 6 ows
plonil (5 s g3l sla)j 5 1y L g5 o) &:Us&Base (user cron table) (2
s sl /var/spool/cron .7 ;3 554 gl . Ans o plowil Olis s painid sl
..s):*f:l?ujo\}yfoc,s&\éa‘@uﬁﬂ(u;uf”bu
s ol e S sl b ‘&m”%&.‘é sl odeT (g Ji3w 53 CFON (2d 6 Sloend 5
BB ol e Dshs 25 4 aalalins 35 8 s Jles! ot 4 LB ol 32 b Sl glObal Sl sl

. VJ")‘JJ‘" T
#vi [etc/crotab

SHELL = /bin/bdsh | ™

PATH = sbinQn: [usr/sbin: /usr/bin

MAILTO. =00

HOME =/

* Ok & * root  run-parts /etc/cron.daly

4 b @S I CroN b el o &8 (sl Sl uS7 o i ol SSHELL = /bin/bash
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oo b4 el Sl s 5 (61 de gas o Sl & :PATH = sbin/bin: /usr/sbin: /usr/bin
ot SN L5l ol s a1 o Sl 513 Sl s AT o adeie bt pl bl eds S
.M&)KQTMQ)%JLUQJ@QT:;&JCJJ%\)J%J&1&!:Q\)F:

Ol Jioled amio 595 2 1y 555 ) (29,5 CION g, 25 i 55k 4 MAILTO = root

b Sl g i i jOb ¢S 8 email gl 1) o5 5 cron s iy Sl 3
a!.mg;@1)0T@wﬁw>u%§redirectJiléei,“@\,aﬂcron;v;ou
AT B1ail oSS eslinad redirect ol /dev/null/ 5« s ,wg,! Lol (G333 ) 5iwd
.>,\>ﬂﬁtamm};b%@&w@wéﬁ&ﬁf&&

ey e Ol Iycron K e :HOME = /

| L day of week (0-6) (Sunday = O)
miaonth (1-1.2)

day of month (1-321)

e K K K K command to be executed

howur (O-23)

miinute (O-59)

¥ ¥ % % * root run-parts /etc/cron.daly/
:Mpwwsdlj\agw‘&&@|@éawb@|

N Field 1 (Minuets) 0 — 59

Ol Jolas 6*\;““ aid3 53 CroN Cusgdowe .ol 1xe 59 B0 31 05 9 aads odias Olis Jof s

S Al 4 Ll e s il e 4k K LS 5 e
:Field 2 (Hour) 0 — 23

Sl pxe 23 b i 51505 Sl odkins 0L p s Uls
Field 3 (Day of Month) 1 - 31

Mb@ab)‘)j)o&h}umil:sa\
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:Field 4 (Month) 1 -12

313 )Lalole 4 plgar S

:Field 5 (Day of Week) 0 —7

7 Gl U5, (3T U a5 Sl o bl p 4iS5 CTON 53 il (oo st 4 by o ooy AL
355 (g0 03lizul 6 |

.@>ﬁgauﬁt}:‘m@£@”c’rm)s(*)gu:&

\. Field 6 (root)

@\ﬁ.iwjﬁ4%.L.ﬂ}:riu;;umL?g;ibg\)oTM{d%ﬁ.:uS@and\
.3 g
:Field 7 (run-parts)
oly s 541 ICron d.l.:.»ﬁm.a‘ﬁjr.::e:)béL;)}:Kﬂbéstﬁ)jjbbg;ﬁ)ga!é:\ij.>\..\a§Lajf\
5 i Ol s S Sl de gezme ¢SG gl 21 gl L s TUN-PArts [ ges 51 eslil oT
i,
Soge e sl Cop o 5 1y (603 Al EC (sl Sl 5 ges pl @S e3lil TUN-partS
.Jﬁ@%M&)Jﬁ’ront&S@le{)ﬁmbd‘.x{@‘ﬁ‘vﬁﬂ% di.?di.?
sl (S 4 4 by s FUN=PArtS A Josie #rpm -gf “witch run-parts’ | zus
:Field 8 (/etc/cron.daily)
ST o et 1) 0T s 5 ol S Sl oa 2T LS
\ “ 1SS
N S oslanl il S &;;\iucron Lbs 55 (1
s pllas B oSG Dl o ST Ol Sl il 5 g0 25 s s b 2
# stat . /etc/crontab
S otalie I, crontab &l ,.x5 log ol 5 or s I s A3
# tail -f /var/log/cron
LeeSr Joe JS p b TOOL )7 5 b 5l )8 oS crontab bl s sl
#crontab -e -u username
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Cron w g gw 31 ookl

3,03 1y oT edit 5> root Lis 5 Cuwl rOOt L35 o sase Global o Sul ai € 5 dailes
croneﬁim\ﬁwdauéuﬂﬁﬁdux,1>1,G|obal&uou\i“;\?‘u’@u&u,m
31 oy cron gl bl gl o3 O xﬁoﬁUserBaseu@U\xbv@ﬁ
ol 3 gin sl 01 Lo g L6 cpl Sl OT b Sula,m,.mi/var/spoot/cron/
Dop oeh ol o ay i ey owwﬁ,cron,w!dsuupﬁwwkmw,f,b
Ll Vi OT o3 i editor 87 S eslassl crontab <€ 5zus jlaul cron Co =5 ¢l ole
Jibeiiali}:w CL«SSC,M:;L;)L:;JQ; Ld>= Cron s &Sl plis,ls Jﬁ)‘fwc_{}
.r:;fdﬁ;,\51,(_;,\4@}%}“!‘5!{\4{vaw&gm;{ﬂw\,\,cron

# crontab -e
2 17 * * * |s/

_ 4
Lis 5358 on 0,53 0T 0ijle )i b L ;,::‘oﬁ;s /var/spool/cron/ ,> & slcron LG

slaze Cron .u\jsdﬁﬁ,',}:“;prost ,,’}\.\;,b ol edit 5 0l 3> oot J5a 5 55 Olen

# crontab -u skywanl13 -e\
Sl oa B8 o 3 5 b BB eSS s 1 T plas L ASL 42813 CTON i sl o (5555 S|
cron o;;;%.;w o313 Jlia )8 46,3 t@;ﬁ,sw;,\,cron 6 53 ol 4 1

\ 255 o plilcrontab L. g

o.sb@ﬂ,éjsdl:ﬁpo.\,:wsswum\cron ‘Sﬁjjjyjsjﬁﬁwéﬂégi: V-G‘Q 43.§.3

:J}.w

= = = *
4{42-}:‘;;,43;}{c,;u419,;}&:,,;\G;xicoua;ﬁyuggii&é;ov\i;u‘_;!ﬁ(o,u)

3 4RSS A g dids A 5 ST g3k |l s Colu a w dld oyl
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)JWAJJ‘JJJ{)KJJ.&;. ‘f‘g,ﬁl&'w@\ﬁu)})j;ﬂb)ba-lﬁ?— ﬁ)‘bc\.:’b-‘s\f-\l:ﬁjbjb(b\f)’

O lesle j3l >l Glme 42,9 Cel s ;5L 30 515 (gla aads 5| o) line 415,30 aiss wls

e 9 »L&L:AZ)

15 US LSLA)))JJ"":A‘)’”;“’L‘ LSLA))JJJ.:B‘)JMLGQ‘ du)a)b&.w'é‘ﬁ(oﬁ\.b:-)_
%
9 8-15 s s C’)‘ﬂ ook gty V) ) st
S

L6 eSS crontab -e" s L Wily e ek cds ST Ll s @VL 5 5 i S shiles
03,5 saiia )y sl wils crontab L6 e 1S 1 LSl S Jl}-ﬁ@.u\ij‘.ﬁq crontab
DS o 2l s o B

crontab -u <username> <crontab file> N
crontab -u skywan13 sky.log

u.f;ls oT 454 s crontab ol pskywan}B ﬁ,@crontab BBl S 5 05 1y 55 ) smwd s
.:}fb oﬂ>'-.'$ QT

crontab —u skywan13 ~/crontab

:r_;@;,\jcli,;\,Ju'uzwscrontab b Cod (6l s

# crontab -r

%

lacron job 5 sws 5l eslizul | ol o3 S Slslcrontab -e L« lejob 05 57 cud
o 0k S |

# crontab -l

Jsﬁnjésﬁ)lfcs)\ﬁ!jswr:E’J@L»TQCFOHtab ca%ﬁw J)’\&Jge\fu\iv\i; b=ul b
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o2l @l S 3 S eslizul LjOb 05 STload g crontab il cron jlestizul gl r.@_n =SS

ISR PP ARY

pa—— crontab ;s 5, bs e ) sws ldies oas, Crontab -e i eslical-)

b sl (63555 Vb 53 o 0305 b 5 (3l 8 b 5 o Slse (e LB S5 Il my il b 1Y
ASeLoad 1) L6 e 50305 513 55,50 ghls 48 550005 Ll 2

P eV S el a e S ag ) ool <wjob c,m)crontab—l.g ?;Lé;MH{Load S s
Fi S 53 g s Al S wa S glhjob Ll b ol load L,\oﬁ s g s i3

LS ey 5 e 4 g s e

#touch /skywan13/mycrontab ¥ N

#techo"30 4 * * * |s—s [skywanl3/web >>/ skywan13/webdirlist.log
2>&1" > [ skywan13/mycrontab .

#icrontab -u skywan13/ skywanl3/mycrontab

#crontab -| ONN

job gss580 gl aS” wsb axils @j)gif ol Oliabsl L6 0 load i crontab -l ¢l > L
03 55550 5 gws 03553 ymycrontab bl nlps bl B8 5 g0 sla JOD G2l n o b L
slcron jobmS\Load.“pp I, b6 crontab -r i eslawul Lcrontab s S¢Sy 5 L L

N\
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Cron 3l ookt (51 9 1§99 (ow gawd (9O 35 S g
R e T AT 235 U5 255 o fows CTON Sl oslizal (sl (2] > S
35 b S Jles! 1o cron.allow , cron.deny sl L6 ;5 WL Ry L TS ]

.ﬁ;u{bwrg\;@oﬁwﬁwm;ﬁ,rﬁft.@b,\;/etcguﬁj,g&&
Sase 1) g 53 355 3505 0T 53 Sl Glayjs (olul AL boi> sl Jﬁ,«c’ron.allo}/ L6 S

.b}.&dq;o.}‘.ﬁcro\‘)‘ eslazal Lg))ﬁ@hi:

]
S, bosyls s crondeny LT 5,8 o ¢S dsl w!‘,\: > g cron.allow L6 V.m)f\
S mn S1 08 o (6,8 sl CroN w 0T (g s 513k ol OT 53 (5155 pb 5 3L 35 50

Db 03l La)jﬁqu’On \{S\faj\e-' Ty SN LB

&

Q,yﬁ>ﬁf@,b§w)j>,y&l§du};\¢w\cron.allowLf\ﬁic,?q-,!oﬁ-:v.@.a4:§3

2,5 J‘Jiw))‘)y cron.deny 6ol osg J b g 2810 5

)\

N\
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Cron sl g sledbo

e 3555 oo Ol ol ol ) Ll ol 035 3T Solownsd 5 ol o 4y ola Jbe ¢ 2 5755 (ol 5
3,8 (o NP ssn dasm e ols s
JEe (g3la 35 53 ol by by i 4 oS 8 oS L sl (sl el (S crONtAD 6 i g
1 55 LATCrON (i g o gl b Il b el o 03551 s 3 a&@@ab\.«
¢

.

*AEEE ccommand> s el 4ids e
\ )

A

30 * * * * <command> L o |l ¥ aids ol Lol a

45 6 * * * <command> by o | | e 7FO ele s

"

4518***<C0mmand>v\-’ﬁu“ﬁ‘f€‘b)‘®9\caC"‘OL""C“’&)))JA

AN\

00 1 #*.0<command>. s o | (S3ltab) e ) ol 42385 o

3

001**7<command>ss ol sliel ) Colo 425 2

N\

00 1 * * Sun <command>.ss ol sl ) Colo 4225
N\
3081 * * <command>Ax: Celusbe ;2 55, opdsl

*5*5 <command> LS 4ids 25 ol 53 j5) 0 ey oo

0011 *<command> Jl. Jslels Jsl 59,
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¥/5 % * * *<command> cele ) 4ids =y e
5/15 * * * *<command> 425515 4 423515 ;a5 4ass

* * 3/3 * *<command> ;,,3 4555 30psm 535 3

\

4

20,50 * * *<command> 50}2(; A28 q,;ui‘,ag,,,a
N

5 */3 * * 1.5 Lg)\:’éhjjj)L&C,.cL»?)ﬁcS aad>
£ 3

* 5,6,7,8,9,10 * * *<command> c.,plo B IR TR
5 5 3550 4l CadlS s o Ole 53  CTONEED Sk sistartup ;s s asl s ¢l >l sl

Ll pcrontab s b
@reboot /path/to/my)(proﬂam @reboot updatedb

OJJJTCF‘,AJ&@_:&{)J LS‘J'Z &L@JLZ&M‘J‘&.M M‘? ‘F‘WJW Qﬁ)\{ﬁ)b ML»J; U'i‘
Tl ol

h

355 oo 1! i O o8a @reboot <command>
[0011*]s,8 1 Jl » @yearly <command>
[0011*]554 ! Jl » @annually <command>
[001* *]s58 ! ,>lele ,» @monthly <command>

[00* * 0]s,5 o>l ain a@weekly <command>
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[00* * *]s55 1> 55, » @daily <command>
00***]558 w1155, »@midnight <command>

[0*** *]5,8 )2l Csls » @hourly <command>

® \
\A’;{‘ﬁjdm.wﬂ&)b&gb)yq"&&" )‘oJW‘D‘JL@;Tc&).)&?ui.k.q-ﬁ‘f-‘&\j
P S el sy a sl command_02 ) gws e scommand_01 | s

@daily <comma&d_01>@8\t <command_02>

P Al S e
Dbty g% & 3,5 5 ool 512 LCTON wslo o 5155, "08 e 42553112 sl 5 5 5 (1
Jow 5 dev/null o s,lukul o5 5 65 8 Jloyl res dev/null 2>&1  .1Ss Jete/
i/ S 2l Oles 4 (standard error) (,mw Glalbs Colds 5 ol S g JesT
>5\>>6@5\.WJ\®§13M b 5 55 g5 455 a Osk Sl 4y 3,Ikul
5SS Jb Ol gme y aby e &BQ@)SJ&»}))FJ A5 Ll 5l b3 a3 @S eslizal
A dal g 038l |1 6@‘9 oA 7> ekl b s s siee o Kl e s &

12 3 * * * root tarcfz /tohid/backup.tar.gz /etc >> /dev/null 2>&1

db)|f)\§6\km7j))‘,.a.sab)|15.30 ¢&L~0Ct7¢...:.§.:@)l5).sd\:.a‘ﬂ1)>(2

\ 3 yhusa

30 1{: 7 100 * root echo "happy birthday,tohid!!"

3’)*5“3-3’)55)}-’%‘{”"iﬁjwJ)‘J;f%fdagwyo!ﬁvﬁﬁjor:q\,‘ﬁ\ide
30 15 7 Oct Sun * root echo "happy birthday,tohid!!"
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oS Jos Gk ok S

15 * * * * tohid echo "I'mskywanl13 Remember"

:r;@uuwJa;wy;ﬂ‘ﬁ!ag:lsﬁ%)bg};w{vuS
*/15 * * * * tohid echo "I'm skywan13 Remember" © ﬂ

\
NAOM‘J{"}‘ jJ.GJa)U:u[I-

0 */2 * * * tohid echo "I'm skywan13 Remember"

.
Sl Sl Sn sbe oy 5 5550 5 523 O [l 4 50 a\o&»* A oS ', syl (7

oS Joe Grob p ol a5t d8 ST 510 3 s
15,30 * * * * tohid echo "I'msﬂ 13 Remember"

sy s bl bad o7 b MQJ\&W ijéii):ﬂ:)y)}m: slllp, 8
310 55 les S astd L &‘,g\:pda L5 e o5 ) (S ealinad V2Y 1S,
358 |l st 761 S, 5l Celu g3 ,a w8 ads

15,30 */2 1-7 *l * tohid echo "I'm skywan13 Remember"
9035 > ghils \N,‘ov\& Jes o5 o é_i.l S ) dto 4 4233 2 @ ards 2 a5 L (9
N\ Zw@cﬁﬁ-sji)g&)jfﬁb)JW
*[2 )* * wget http://192.168.1.10/index.php >> /home/skywan13/cron
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Ll ol find s a8 oSG tMP/ 658 5l Jl gls b 55, ,212:30 cele 55 (10
| > 1, crontab - ,sus lanl WL .S s eslizul OOt )87 gl js2es i CrONd Low g ods
585k il s s 6 les Ccrontab L b as

300 * * * root find/tmp -type f -empty -delete

LS a5 38 e a3 8 2 Sl b backup S <0 8:30 c,&ud;glo,sxx\:»(ll
S 030isl 20:30 31 b 58130 el o1
30 8 10 06 * root /home/skywan13/full-backup X

! A
P S eslizal 5 s 35, a (16) b 5l and “1 Eelu s backup o 5 ol
00 11,16 * * * fhome/skywan13/bin/incremental-backup

Ouzsvu,@mfmd,u,,@&i)mp;;” Lo dain 3l ol (gls Sy 50 el 61 (12
6\3@496@@@&%}4&&}6«‘9)[5(@‘1J:MJCJJJJJMJJ)CMN‘

g o fbu‘ s
00 09-18 * * 1-5 /home/s‘ywa&/bin/check-db-status

{
s 51 (18) ,2e 6 \Jc:.,ag @bw‘_}:n P Sb) 839l eSS s by sl sl y (13

.r.:;f@a:u:w\ J'.’.)
00 09-18 * *&/Ne/skywan13/bin/check-db-status

LS 595,10 N = Sy cache « clean.cache ¢ « s Sl ol o (14

4 Sl Glgie s (oo )13 fTC/CrON.AAIlY/ s 53 15 b sy jo o Sl L6 1 55 1 |
A S

#!1/bin/bash

# A sample shell script to clean cached file from lighttpd web server

CROOT="/tmp/cachelighttpd/”
DAYS=10
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LUSER="lighttpd”

LGROUP="lighttpd”

# start cleaning

/usr/bin/find S{CROOT} -type f -mtime +S{DAYS} | xargs -r /bin/rm
# if directory deleted by some other script just get it back

if [ 1 -d SCROOT ]

then , \\
/bin/mkdir -p SCROOT 8§ \
/bin/chown ${LUSER}:${LGROUP} ${CROOT} ¢ *
fi

\ >

oS oo oolital 5 bglast SIC Sl S ol 6l
# crontab -l > /backup/cron/cronjobs.bakup
# crontab -u username -| > /backup/croa\/croﬁobs_username.bakup

\¢

C\\
3
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235 S5 bulg b b al p 1 >

Pl (o Do 93 4 S |l Al (e )8 S e sl

Lt X 0 oty 0ins s g o b ol 4 56 5 (GUI) s )87 Si1 8 Lams (gl 687 s 4l
33 0T 63958 5 s b sk, cpl & dzaa GUI O 8 ols uuﬁ,Firefoxé}f Ale
..xsj\.\sXoﬁa;,’ovummjﬂp‘ywgdjggm1ﬁ\‘5\;,wwu;bmﬁ

Ll L3 8 oo 1l CrON ahws 4 JSs n 05k 4,5 o )3 (CLI) (a\}sm:,;&&u b,
sses 31 S s Al e | ) b 5 e gt duyb.lej.avt.;,*GU| ©l13.aS Jsl atws sla 4l
s ol ek (6l r iales oo oS 53 2l 45 Ly K X okins s 5 o 41 il

@l @l e Ol e 4.0 (oo eslizal €NV DISPLAYZI0 51 Lisyse ) s2s 51 |5 5okie onl (sl
:v,:fdu,\,bﬁ,'bcrontab Jilé\ac,p,',)ﬁlO:ZS Celo s gedit wb

25 10 * * * env DISPLAY=40 /u?r/b{/gedit
544 | > (desktop) i 55 sl » &S 1 S Cron « DISPLAY=:0

oS or B3 35 gt 3l s el i (p ki (slls ST
il 35t Ll ol domiie 53 5 gl Llales domies 3 40l 1 € e Cron « DISPLAY=:0.0
Ly s opl il oo leds 35 |24 Cron abuwy 4 GUI aeb oS5 o |l 51 L8 b Lz gz
Syd ‘Q‘V‘“‘ O Do g CK;A L was 5 Startup Applications s s

25 10 * * *\, enw,DISPLAY=:0.0 /usr/bin/gedit

N\
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Anacron fawgs (sl 38 (gl 21 sniwilo )
P e sy A Jeolsd ol 4S5 S eslaal (gl 095 Oy s D siws (6l 21 (6l Ol sis 1, @NAcCION
L OT 5y ol 51 oGl ) atems sy Sl 24 o> &5 AST a5y gea8 , CFON (D 1 .55
ook S wlale 5 Siia 4l3s, WO J 287 ol dimas 2, Cole 24 ST L LealBaasiys Ol e
& Coala JOD s 2t Jol § 55 50 ANACTON 55 (] L 557 03Linl gﬂifwg’;,y cron L J sene
CION lon 0l ol 4k 5ol lgisl 045 ||
P s ST 5 5l 508 e |l 4l 53 5 5ler el o CentOS ,.5" & ;> cron-daily
4.3.:553:3)\.@_3-4{%@456&@23 Qm@\p};UPb,\quguu;:ﬁ;};uzyu4 Celu
gw;\\,Jﬁ\sjj,éiio,y@\,gus,m@gw‘gfw,:@\Ofwwﬁs,w
It 555 1K SIS 0T 515555 45555 Bl & ls (oo 55 555 Ll 03l
L;\ﬂua.agiiauJ).ﬁmu@:;11,;},°>J¢‘,gﬁﬁ§ecronL,\,(,;%&Uﬁa,\{wa
.ap@ubu@:ﬁanacron¢qu,}wp!waa!.>}&@uwcronw},ﬂ}w
el 0 | ol g asdS 0T (ol gu, 5\«9, S I &S Cwl gl cron gl > anacron L8
sl L, S L;L@MWJJ.\U‘; 3L ;DOWN 4 UP & .l S ¢tesw |2 @NACron
K gelwcron B sa .Sl Sy, Qs,.xmanacron Lol 3 55 4285 4 CrON Cu s gudoes 4SS Lol
290 cwlis g gl .V\SLSAGT(,L?J@@,:@;},&anacron Aak il 1y )8 L
N O WAL o Sas 4 0T Slej Cusgdons 02 o

.r:;{!ﬁuianacron 29 et 3 s b g2 10 (6 As b e @NACTON f oslizal (g1

# yum -y install cronie-anacron
#rpm -qa | grep cronie-anacron
# rpm -qi cronie-anacron
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Anacron <l g 40 o5 mdaid

Go5S p1s 53¢ opl pesde .ol s o /etc/anacrontab |6 s anacron Ca W s(tasks)
3515 Jis 5 55 515 & CrON wike s 5 (sl oa /var/spool/anacron
kol bshs s ls o ol 5l Ll ol Cron Kl kb avs L a /etc/anacron, | LBl g
Slabes Jb oyl 5o b a il o dol e 4 (ool a5 550 403 0T &L@j“)a b &}C)}L&JA}
Plodd ad g o 5 ok 5 (Cl i S by e
Period Delay Job-identifier Command
1 65 cron.daly ran-parts fetc/.....t.
: period
7L ssien ol LS 5559 2 H5ms om 9B 3500 b Qef«” Sl e kb &S glass, ode
A3l s sln A o)l (ka5 s
:delay
Gl ok | | 2238 54, n(N=period) s ,\}:m pILT 8 s oy »anacron, job » ol
0s UP 3l iy s 687 Sl el ol Sl 11, 0T @nacron wst ez 1.4t
Ly @\wg W ol Sloj Sl LS n o3lidl e IS plonil 4 5,5
: Job-identifer
b o SR pl 3 Sl esls plail | &8 ¢S anacron 8 Sl op 5T
N ™ : command
\ et OT (Sl Olal 5 48 51, g2
5h g 03l3 b § 5 4 4 skeTANACTON KIS ol b 55 5 bt
1 65 cron.daily

7 70 cron.weekly
30 75 cron.monthly
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o 4255 65 :ﬁ@upwfj))&@j”&u\i;@b@‘ :1 65 cron.daily
,\ipg,yd\ﬂ;p‘@smgom(\\g\,\fd\J,s;},f\cuusw,j\,&u@\Wxs
35 planil ki 5 5 JObD

M&lé>70MUPW653J7QJJJ7JA-LSGAGL3‘B-@1 :7 70 cron.weekly
..J..w(lqdo.x.ié(lqu'!c;J}*p):!)J]éj:) job 5.8

ass 75 ,\AWQW‘S}& 555,30 ,a ,\dear.a Ls -l 35 7‘5\ cronimonthly
@upbwjm;\faudju\mls,gfu,zjédu,m&(,w\,;&;,,ﬁjob@wﬂ
|11,y b g 0 JOD ¢ oile (ums obe w40 55,15 Qﬁw@‘u Ls 5l kg anacron »,s
A8 b Wil gz /etc/anacrontab o6 oYL s 1, PATH 5 SHELL 0 onen (Jaome (sla s
A 2355 B en CTON 5 4SSl

e sl o LS eslaal gws ¢l I U)Jéb Ol gl p slael i - 4l se period S

\ C e
Dyl
@daily
@weekly ‘ \
@monthly \

kb sl 4 hihow are u today ¢ dex ol aids & 56 L Gy, » Jie cpl o
5 sie 055591 [skywan13/hi

@daily 1 skyw}B%o "hi,how are u today?" >> /skywan13/hi
L;,\,\igeii@q&zup,w@Wsw‘wawamuuwuﬁgwuw:4:.<s

.u\.wﬁ

) . ) . = . ... . e
du)lfﬂo}yﬁjjjﬁb}.& dw;‘jw‘stop fﬁﬂUJ}aﬁ‘bm}ﬂ ui‘("@" 4&)
& i 6O 5L ANACION 5CrON (& ol 35T chas o ploil oa 1, CTON Cislby oo
el 1y S5 5,50 JOD 33 ja 5 355 o 4> 520 CTON w345 [ 1 €ron i jsy; anacron S .7

A <°
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5 1, job-identifer . plian LU S Il Jsl amds gl 1, job ¢ anacron
o 4 bdbol(Cele &) Cwl JOD (gl )b b (gl g 45 35l /var/spool/anacron,
35 oh o 53k b b osLs3 JOD ol sdoms (gl 51 s 13 50 «& timestamp |6
ol Sz ¢ ol s €5 4 T ANACION 1 osliul 4 536 5 3 i Sl s gole )8
.5, /var/spool/anacron ¢, &S 15 551, timestamp Qit; ol
:(’r&r‘J‘*““:*:;fd%*\iTJﬁﬁéfv\iJ?Jgj“&%‘gﬁ*J&*OﬂiJ’@ﬁ

§
:m&au!okg)uﬂtfjﬁjwwﬁeii-l
;S eslizul Ll e addgroup L groupadd i S| plosil g1

# groupadd anacron
or N\

# addgroup anacron

» ¢
Z%L«J‘\éu‘o};@‘Q‘)Qﬁ#b}jﬁd‘ﬁ)gu\il{de\bﬁ)gdj%c};&wyb-

#adduser skywan13 anacron . .

root ., L Ll k> Sk % L}j mdde %5 1, /var/spool/anacron &S sees -2
bl ok 35l

# chown root.anacron /var/spool/anacron
# chmod g+w. /var/spool/anacron

Jﬁ}b‘bﬁf&)ﬁﬂ‘))b‘)ﬁy}ﬁjwanacron aj;wal:-uy

S sl | OBs g 4 by ma@nacron Ll b I8 aelsl gl o -3
/home/skywan13/anacron s obs s als ¢, 65 55 53 sl &S« yanacrontab L6
e oo 1) BBVL gl 25T b 5 ST S
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Wb ey 3580 |2 OO 5187 (612 s OaT YL vli;a L 4 cowsdaemon ¢S anacron -4
eSn Jos 5 ok S | o 06 5 (61

# echo anacron -t SHOME/etc/anacrontab >> .bashrc

# echo anacron -t SHOME/etc/anacrontab >> .bash_profile

4

@
at b & ygs Gowgylo
Sl e Mo 0T (ulej ol Slaj 53 Ll gl 1) HEaBESy bl a8 ods s 3y s
Dbl 5l 5 bl Sl Slel 0T s Iy sl 08l Sl BB Esk s i i Slele )
?v:f‘tg-wf}’.:iﬁcm:.ib|DM)54;15)3J§‘1.4&\‘_}>L;\J{!¢»
L 5 Sl Dy 2 05,57 S aal s sl &5 AL pb 4 oS e (B yme L 4 55 o158l 5 br ) 50

Gm‘f‘bﬁ;.ijg.ﬂ“.i‘_}ibat@‘MgﬂsﬂguéJ‘)}.MJbLﬁﬁatQ‘o)b)l—ﬁﬂd"'

@)J&.J)‘xrﬁgbjojja‘u?ﬂj.>J‘.>bupb’-ij&)b@ﬂb&&‘ﬁ\dﬁ\jﬁé&l{w

.sjﬂoﬁj\atamm}sh!ra@gﬁ,pjsp@wcmcgw.ﬂ\,jﬁqatuus

\ rat L gmy e
at time date
#at now +1min
at> Is /etc N O
ol Jlo &

B,
ST 5l Jls 5 a1y 5 Ol g

#at 2:00
at> echo\"Hello World!\" >> /home/SUSER/log
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=S 8 SN 55, Hello World! &jle s 5 4715 s bast ) ews 4 dal s 0 AL 1YL Jls
MQJ;JJUQQQatA{c€j>J&Q>;>)1jj\@Ctr|+DQ:)’..\.{\J:g-\c.,o\' Cele ys g S
S e p3el | el
iU |l Jl= s 0T Daemon Wb uS™ 1 11y &l s Ll @t oS00l 6l

# service atd start
Slr BB ) d 57 52505 g0l 1) W)l (led Ol AT L ol aita Sy ol
S Ltl bl Ll e A Sl 53 5 0dh g5 o ¥ el 3kl (ol s Al 4Ll
ST S sl L S s oS p S (psb a e B s 1y ki e
ot 8 eSS s il ol Aria2 ;jm;,\pnp;,w,ﬁ},&u dilist txt ly b6 LM ol s

#at2:00 + 1000 days

at> aria2c -i ~/dl-list.txt j 1 -x 5 \
N

LS
. <*
' \ Zc,,a/\);J}l}meMLg\ﬁYB

)\

#at 8:00 + 1000 days
at> pkill aria2c

25,145 .u,w;q.\qwj,;&@\ﬁ,s,gg,;L@;\J&@@\Qiguqu%yu@

e aria2 [AEPYHE
at> aria2c -i ~/dl-list.txt -j 1 -x 5 --http-user=ali --http-passwd=123456

LS 0 5415123456 s 50, sali 8 (aLSLfb dl-list.txt s e Cd sla LB YU sz
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at wls >
cdades OLES 0T o led of jor @ | ol (6 5548l Ol s2ws S AtQ
TS e SSTL Ty edd (65 yaeb s Ol gws @trm
# atrm que_id
.Aijzifeidatq;1¢J£s>,y,}%w>que_i(k¢,éti‘_;\ﬁ
Jls s c_,p/\}tu.@\ﬁmﬁpm sAM jloslazwl o3 4d e U\;HH:M‘\/I’C)J}.A‘:\.:&SLQ J6
.w;o!}:@rﬁamS\,‘ﬁp
5, eslitul Ol5 oo 5w sy 5 ole Caises Sl asd 3,1 LU [CCIYY-MM-DD & )50 4 b
AT iae oh b dadis pae G el ds B e alale
sun mon tue wed thu fri sat N

jan feb mar apr may jun jul aug sep oct now.dec
tomorrow today noon midnight

N\ ey L 53,8 6K 1SS
+ N days \
N\ sat b Jodomy (b j L
at 3:00pm tomorrow
at 2:00am jul 5+ 4 days
at 2:00 2012-7-5
at 2:00 wed

el Sl i 5 el e gm yls 15 gl s 5 oS ST Sl sla ol

Lz s s 51 Iftp 5 Axel, wget sl s bls gl asl s 4 gos ¢ Laisaria2

2 e 515 gie 0T Sl oslizal gl . ol @t s Olo b 51 SO di i YU 43 &5 b Olea atd
at)j:.ws)".,\,io)\..ﬂd.:é):SJ}EL«A.ﬁj\smhoTa\eSJ;asu:M‘ij&EJQJbQU.}gL@q-

13 pn 03Ul i glin il LSS &7 a8 sl
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at now

at 04:11 am

at now +5 min

at now +5 hours

at now +4 days

at now +4 weeks

at 13:13 pm October 18 -

o

%
M

13,5 sty e 0T 42530 3 Ol e Sy g SR (R
# at now +5 min

D
at> date > /filel =

Cdade plowil 1y T s s OLej L3 5, Ken \,\bﬁf\guwa b 1 g Ol 51 ey
oslizwl LG Ly At -l 0l 3 51 6 St Soyse Ol iphidan g S ol S Cud sdalin ol

¢ S
#at -l

2 Sat Aug 24 10:35:00 2013 Ali.
# atq
2 Sat Aug 24 10:35:00 2013 2 Al

\ ™
\
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o g O LVM (w3 P
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{cwn> LVM

Disk Drive & e 0l & ool (5,1 ;I Logical Volume Management ;i «s £ , LVM
el 53 05,6l S resIZe 1y Gis b Olg e ooy a4 0T dhwy 4 s e s b G5l 5
(55 o S b S s 55 e Ol 03 WS e s by sy LVM S Sl w5
sl 20k 05 5 TSIZR OISl LVM S il s 223l 5 n s 2 <5 LVM ;i
55 sl 5 s Al S o DS sl s xS 5 ESNapshot Backup
la a5l o b eSus Co e 3 (S 2 6 ke ollaail LVM dts,j»@..cs@rﬁ\;\)@um;\
Col e 5 Sl 1553 (6,8 a0 ,L &K s S resize lioji,\?‘mx LV Sy gl S &1,
R P P R S Downtime Eel b 555, o 5 iyl Sledsl
\;D‘J(‘?S“JJKJ‘O‘}:@&‘)QLVM 5

ol o s s s & [V (6555 nls 5 Jolo i b s Sy ke (e I )
N g.sjf s /dev/sdb/ ,/dev/sda/ 1k s

oKaws ¢ LI s (odaze sla i ,L){&w&um}:@uw,\wu&wLVMp
Logical Volume, (s ¢Sus) \’olume Group e 55 ¢ ole s 4 LVM. il a1y
5,ls 4 «xwly s Logical Volume \A Volume Group &5z 558 o0 03l Olas (s 55,L)
sloul Ll a5l g @Suos sl o3Il uxs 1) b a5 ,L g u&mfbw\ygﬁwu,,\,;
g /dev/mappe(VoIQoupOO-LogVolOO/ ¢l « Logical Volume LS oS
e e X ol LS 50 o310 4 0T o 5 ol 0 MOUNE a5 (6555 215 S35
apLogical Volume o b vas (21530 3505 CLES 200 o3l &8 (5 55 eSws baw g 15T
» SLM s Sy 5,8 o bl downtime o5 I8 ol ol (i3 SLES 250
Logical ;I Snapshot Backup skl 4 ;36 LVM ol ol 5,105 5 2 s EXT3 wle L -
el b6 e 03 SUNMounNt o5 Volume

b s p 30 3 S ol s Physical or Logical Volume ;| I 4¢ sos VOlume Group ,»
> 5+ sl Physical or Logical Volume s Juls 5" ool 5L Volume Group &S « Lgs
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sda ¢S Wil wzen s Block Device 8 cls ¢SCus L i, Physical Volumes ...l

b a,4 L i, blogical Volume wis™ e sl 31, W Logical Volume (g5l s =3 (las o

b Al 0,5k S0 Sy g 4 Ul (0 s S5 ) 358 oo s T (655 2 BB s o7 Aizn

(538 ol p5 3y cp i 0 &S|

AN
O?Oj )

Physical Volume Physical Volume Physical Volume fboot
100 GB 100 GB 100 GB 100 MB (ext3)
Logical Valume Group
(100 GB x3) - 100 MB

A\ &
1,7 45 . Bootloader |, ; walLV 5 oo DOOt (6,555 1l a8 Sl i VL IS5
5oL s 1, boot gw*u.@\uﬁ M &0 4 100t (5,55 I3 b/ (6555 pls 51 s Ll

' \ Sy FLVM e s [ 658 s 5l s
bls & 554 s LogicahVolume a4 Wiy o Volume Group A 4l oS bilen
&6w6@s¥k§;m elalo s g /home/ o 58 s b 5/ 58 pls Ll Jlas!

A
LSL@'.;l:;\‘a "'\O,:zs)ligVqume Group &,’\o!;@\,gu\éué‘éuﬁ@ﬂyg,g

Qv\."y@‘Jﬁ@@b‘w@(&bb‘)u&)ubb&wb&SGLA‘) “’\’LU"""J'Q‘ L’

e u:i\kp\ Al 5 oo Lzn LoOgical Volume 7 sl is )L 5558 slsVolume Group
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Logical Volume Group
I (100 GB x3) -100MB ]

Logical Volume Logical Volume Free Space
/home /

200 GB 20 GB 80 GB

o rln Lab 035 oS S b 055 (Sl o 53 Lot 48T gles 1 987 (S s (ST 5
5 S A s s s)le K ooy 4 Ty e ok I&Qhome wli Jle gl g sl
oo s e i 4 5L AT 05008 LS| >;>\0me Sl e gl el e gl
*ZL Al adls
Ny

bl (6 Olej sl 58 Ll 5 (oo LS 3 2 oS5 5 (s s 51 159 3 (S (i (S
ﬁw@v\w&we&‘w\w%c:‘*&wﬁewwﬂﬁ@wxww'\ﬂ&5
. \ ’) , LS Lol LS glad 4 1, 0T 53 S LS|

S LVM el

hdal . thIh (PV:s on partitions or whole disks)
a3 \ /
\ \ /
N\ diskvg (V6)
/ | \
/ | \
usrlv rootlv varlv (LV:s)
I I I

ext2 reiserfs xfs (Tilesystems)

ILinux Cookie in Persian A5 el ol o.\:...wi




139

ol Gy T bl 55 48 50 LT LVIM Szl il leiin b L LVML L IS 1

55

:(PV) Physical Volume

AL o (Raid Device ¢ M) 0T b awd (g5 b ¢Sws)la &K Y game a PV

: (VG) Volurtﬁroup

WPV 5LV i gl 4 sams VG 1555 s eslized LVM aby 45 457 o 6&@ sl 5L VG
@& S els .Agb eSS s

: (LV) Logical Volume

el LVW LSU?M 23 b Gl sl

: (PE) Physical Extent

LE L1 sl o311 slyls (@Xtent) s 4S5 ke PE plias 593 M o313 51 S 55 s &G 4 PV
\

S SLIUY. LIBLV BL)

{ : (LE) Logical extent
el OLS VG s LV vw@ﬁa;wdhﬂ Qbﬁgwos‘aj\fjﬁdb&@LVﬁ

Logical Volumes (LV) I |

Equivalent of "Partitions"

Volume Groups (VG)i

Equivalent of "Hard Discs" J

Physical Volumes (PV) I """
Has no equivalent: Completely hidden
to the system behind the LV M @~ T—— @ T—r T—— T———7 Tl
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Sl stws Ly LU LS ol 5 8 .Cwla oi,L 05 S Initialize 2 plasil L ST (87 !
oL osls Ll 5 I LVM Gl ik e 1y T 55,8 o Ko 1y Ll 5y 00 25,0 L oo la fdisk
sl Kz Jol 13 VG Ko 5 K gms opl 3,8 o ell pucreate s Lug PV ol
N

oS
N <

¢ Pv‘»u

# pvcreate /dev/sda5
N

VG sl

N

# vgcreate my_volume_group /dev/sda5
555 0315 VG 4 L oS Cotel s ol ¢SS :my_volume_group
- VG 4PV G (33 dLo!
gl Jor 25 S5 4 i SEBSBLAIVE < K3 PV S sal s o7 55 50 3
# vgextend my_volume_group /dev/sdb6

he LV el
LS Jor 25 s 4GY S b oLV S s le gl

# lvcraete -L 10G nu_volume_group —name my_logical_volume

PE ¢ 5020 b 1S oslizulvgdisplay i aal aals » 551, VG pls 7 5l LV ¢Sl iy S
N

Sl lvereate [ gmus e A 1) 5 50 gl

# vgdisplay | grep “Total PE”

Total PE 3576

Sags Jols ) Lad ool pls o8 LV Cstlo (sl )05 3925 VG ol 53 PE sie YOVS Ll s
oS o3l @l 5 s ) S w Ivereate

# lvcreate -l 3576 my_volume_group —name my_logical_volume

.ﬁ:;o:&:...o\@:)\.\.bé!ﬁ!&;ij1lq=g!)>4?5¢,§>
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S S p 1 0T ST S, Jsems 53500 6K Sy 4 0T Ll g o Ld 5 Sl 03LT LV 0 55T

# mkfs.ext3 /dev/my_volume_group/my_logical_volume
4 s (51T o (,\i;a,g dal i o 8S Sy 3 duled e3lizal 0T 51 s S mount |y o7

LS wlslfstab 4 1, 0T s s mount 585 2 & 50
N
'
®
LSS dzwgd
LLV Wils oo sl slestl s Jls slas (s VG ) L cays S SIBIVG 4 PVES 8 S50 5o

S o L5 o S 52 93 LV dn 5 (Gl pdns dnn

#lvextend -L12G /dev/my_volume_group/my_logical_volume
85 G5 GYY 4 LV o YU s

#lvextend -L+1G /dev/my_volume_group/my: logical_volume
A5 e sbolmy_logical_volume 4 < L&S K YL | s

Uil sl azsls Sl oTpséi a;\uut\@ by b6 e b Lt Lols anw g |5 LV ST 51 s
o3I 03 S adeie O),SE o Gl i et 1 187 Al e resize2fs | gzias oSS L s
S S 1 b st T€SI2€2fS (gl 1 51 J5. 050

#e2fsck -f /dev/my_volume_group/my_logical_volume
#resize2fs /de\b‘my_volume_group/ my_logical_volume

N
LVM (33 5" &5

OT b awa gl J3¢ 558 SLLLY b liwl oS o Jor Cole s oSe 2 LVM 05 57T ¢l
1S remove 1) 0T 55 5 sws ESKaS b uaw. S UMOUNE |,

#lvremove /dev/my_volume_group/my_logical_volume
ey 2 VG 0557 &S 4 Lo 5 O3l 1 oy
#tvgremove my_volume_group
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PV ooy &l S1 489

#pvremove /dev/sdb1l

=0 0818 (i3g0l LVM b ¢ (595 90 4 4oldl 53 ¢ oud 4 Ll pigfhes Jo g
S 5 D0 4 4ld] 50 9 o5 g sl Wiz wlel 9 9 SNl O g0 [AR] .08
Sl 0 Oy CentOS r )i olo 3

6»\&0" Q),ﬂQLVM 6)'“‘ D‘)
ounu;,,,mw,u)uyw\mJJ\JGUMJLA&{&itﬂwwgﬁ,bwuwu@\ﬁ
b1 oSl (oS g1 s b&,wavw@uju,ur.a\?@uwum@bw)\@m,

:ﬁ;@g,wg;g,b@ﬁyy,w ¢SS Tl fdisk = gns

[rootPlocalhost “1# fdisk -1

Disk ~d ’sda: 1.7 GB, 1”:3:‘11}1? A hl||.l"3

- uulindc1, ul 16865 = th

Device Boot Start End
| 38

39 438

431 688

689 1385

689 819

Disk ~sdevssdb: 16.1 GB, lbllﬂljl.‘? 368 bytes
255 heads, > o S, 1958 cylinders
Units = cyl 1ndu of 1I:|E|I:|5 # 512 = 8225288 bytes

Device Boot Start End Blocks
[root@localhost ~1# _

w2 S 20 sl L Il S5 5 el (s i)l L 5,1 FiSK ) s b s
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9 mﬂ:

[rootPlocalhost "1# fdisk ~sdevrsda

The number of cylinders for this disk is set to 1385.
There is nothing wrong with that, but th is larger than 1824,
and could in certain setups cause problems with:
1) software that runs at boot time (e.g., old versions of LILO)
Z) booting and partitioning software from other 0OSs

(e.g., DOS FDISK, 03,2 FDISK)

Command (m for help): p

Disk rsdev : 1.7 GB, 18737418248 bytes
295 heads, 63 sectorss/track, 1385 cylinders
Units = cylinders of 16865 = 512 = 8225280 bytes

Start End
1 38
sdevssda2 39 430
sdevs/sda3 431 688
689 1385 5 P 2 (
689 819 1852226 ' LLX ap ~ Solaris

Command (m for help):

13821 1) sk sl Lo 1 ol Jls 5,l8 1305 6820 5w 51 s plel Lo 4y bl
.résﬂgsagyiu‘) Aﬁ&eALiLﬁ);ﬁrJﬁ ¢#§;)H V?Atf; < 4§'L§géjb J&gizQﬂ)J

Command (m for help): n
First cylinder (828-1385, default 828): 821
Last cylinder or +size or +sizeM or +sizek (821-1385, default 1385): +2G

Command (m for help):

- oo

..,\Ju4::>'-l.w5d36CUQ%&ﬁJQM@ﬁjJﬁiJJJJ‘,ﬁw

Command (m for help): p

Disk rdevrssda: 18.7 GB, 18737418248 bytes
255 heads, 63 secto track, 1385 cylinder
Units = cylinders of 16865 = 512 = 8225288 bytes

Device Boot Start End Blocks
sdevrssdal = 1 38 385283+
7 39 438 3148748
431 688
689 1385
sdewv at 689 819 15222€ /7 Solaris
sdevssdab 821 1864

Command (m for help):
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I ol 6l oS b I LVM il 65 4 1) 0T b o il (o (S 5 i i)

V?S Lsno:ulw‘Ji})}Lw:

Command (m for help): t

Partition number (1-6): 6
Hex code (type L to list codes):

‘) ob}JJ ijjab‘}f odalive ‘) J)L.«JLALS‘JJ H\J‘}:’.‘j‘g&w)gwljfdﬂb %U}’.Wﬁ

‘ r.:S < ol

Empty ie Hidden W95 FAT1 88 01d Minix bf Solari
FAT12 24 NEC DOS 81 i s old Lin c1
XENIX root 39 Plan 9 82 inux swap / So c4
IX us Jec .ionMagic 83 Li ch
84 s riddes C: c? Sy
85 Linux L E N da Non-F
86 1] . db CPsM ~ CTOS ~
X a7 . 0 s de Dell Utility
¢ Znd part 88 inux plaint daf
bootable ONX4.x 3rd part Be U el
Boot Manag & OnTrack DM 93 e3
2 - OnTrack DM6 Aux 94 Amoeb e4
' ' " BSD

(LBA)

xt’ (LBA)
18 - EZ-Drive
11 Hidden FAT12 Golden Bow
12 Compag diagn S5c Priam Edi
14 Hidden FATI16 ; SpeedStor a9 NetBSD
16 Hidden FATI16 3 GNU HURD or ab Darwin
17 Hidden HPFS/NTF Novell Netwar b? BSDI fs
18 AST SmartSleep 6! 11 Netware b8 BSDI swap
1b Hidden W95 FAT3 Secure Mult bb
1c Hidden W35 FAT3 75 b be
Hex code (type L to S ( )i

S oy 8 LVM 6 55550 250k ¢ 580 4y 8 05 875,05
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Hex code ype L to list codes): Be

(i
Changed system type of partition 6 to 8e (Linux LUM)

Command (m for help): p

Disk ~d sda: 18.7 GB, 18737418248 bytes
255 heads, 63 sectorsstrack, 1385 cylinders
Units = cylinders of 16865 = 512 = 8225288 bytes

Device Boot Start End ks
| 38 385283+
39 4130 3148748
431 688 2872385
689 1385 495¢ . - % il
689 819 14 i 2 swap ~ Solaris
821 1864 1959938 8e LIHUL LUM

Command (m for help):

10 potie ol s ol dis o) slailen Ll oS o o3linal Wity 5O 15 Jlasl g o
PRI N P P TS S PEPRCRS PO 5 N PRE T RURNEE ST Pt g
g Slde Eeb Cunl (S

Command (m for help): w
The partition table has been altered!

Calling ioctl() to re-read partition table.

WARNING: Re-reading the partition table failed with error 16: Device or resource
busy.

The kernel still uses the old table.

The new table will be used at the next reboot.

Syncing di

[Pnnfﬂluca]hnvf ~ 14

Jj&yﬁ\ﬁjf\.>J§43\J\\JpartpeobeU:M;u;,d,;z M 58 ol o gl 1
d)b}bw;UJ}«pu‘MMvﬁk‘?u;‘}obw‘d}|))~.~})‘b).w)j)ww W b

S r ooll p g3 g 5355 3 ptee R

HH= H= = S
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S lus type L LVM 4 bl ol oS gl o anlo i)l die oS shailan
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Command

Linu
Linu
Linu

Linux LVM
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Y s S PV S T Ll 5 wolsl gl ol 4l VM 5 b 250k 50 Ld L OYI G

3,0 513 a1 la syla () e i bl Sl ST

»—JEVU-5hF6— a3IN-2aTT3c

ume of "1.87 GB"

____
_' .

oo oo
[l

cL-h3LS-YWZo

Vgé&lb‘}&@M?VG ajjfo.i‘QJ&JJ‘}GJ;&)J‘)QM@)JLSLGPVJs.il.in-

IUnuxCooMeinPerﬂan 4%>;‘ﬁﬁ|ﬁﬁ>:huﬁ4
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3ri,r3§:‘ o 59 VG Db iz I

1ium found

S At b s Bl L )5Sl K 4 b S Sl LV 6K VG 1wl als e ol 51 e
Sl e (6555 5l

S o e LV g 2T ol L L

=S 2l LVG et :testlvm

=S p e 5LV b 5T i Li-n datalvm
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Cestlvmm —-n

£ : ( found
al Vo o

datalwvm

a1ho

7i2d-d2M5-yWlm-h

Y

~|# lvdl

1vm/data

Lg‘j’V‘.?‘{C""J}B‘.)QTJ°"J§u">‘:"WJﬂbQT&‘j%Lﬁw‘fb)}*bﬁ‘bugé‘Lg

(2 st o ) o5 S !
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[;;_[ rou E:j:-

gﬁﬁ“ugéu\gﬁymg\,PVggﬁ!?@jauﬁW;,u&gu@;Ju
e 25 e G 1 eoMas S5 e LS (s 4 NS S @)l I ss b s b

=
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|rootdlocalhost DATA|# Tfdisk /dev/sdb

The number of cylinders for this disk is set to 1958.
There is nothing wrong with that, but this is larger than 1024,
and could in certain setups cause problems with:
1) software that runs at boot time (e.g., old versions of LILO)
2) booting and partitioning software from other 0Ss

(e.g., DOS FDISK, 0S/2 FDISK)

Command (m for help): n
Command action
- extended
P primary partition (1-4)
p.
Partition number (1-4): 2
First cylinder (245-1958, default 245):
Using default value 245
Last cylinder or +size or +sizeM or +sizeK (245-1958, default 1958): +5
G
Command (m for help): t
Partition number (1-4): 8e
Value out of range.
Partition number (1-4): 2
Hex code (type L to list codes): 8e
Changed system type of partition 2 to 8e (Linux LVM)

Command (m for help): p
Disk /dev/sdb: 16.1 GB, 16106127360 bytes
255 heads, 63 sectors/track, 1958 cylinders
Units = cylinders of 16065 * 512 = 8225280 bytes

Device Boot Start End Blocks System
/dev/sdbl 1 244 1959898+ Linux LVM
/dev/sdb2 245 853 4891792+ Linux LVM

Command (m for help): w
The partition table has been altered!

Calling ioctl() to re-read partition table.

T e 1) s Sl 0 dgdr B oS (0 ) smn ) Jale 0 Dot Jlasl 615 o

|rootlélocalhost DATA|# partprobe /dev/sdb
[root@localhost DATA]# partprobe /dev/sdb2
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25l PV S o as-lu i ,L lpvereate [ ges L b Y-

[root@localhost D“Ti]# F”“rﬁa#e /dev/sdb?2
Physical volume

fdev/sdb’Z

ended

um found

Ie
Ire
0
1
1

Total FE
Alloc PE
Free PE

IUnuxCooMeinPerﬂan 4%>;‘ﬁﬁ|ﬁﬁ>:huﬁ4
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(S o Joe 25 Fo P VG SIPV K 05 S e sl
Al# vgreduce testlvm /dev/sdb’Z
1iled: No medium found
02" from volume group "testlwvm"
Al
[root@localhost DATA]# wvgdisplay
/dev/hdc: open failed: No medium found
Volume group ——-
VG Name

(D

[

Lk

4
r

o re
0
1
1

b C

Total PE
Alloc PE / 3
Free PE / Size 38 / 752.00 MB
VG UUID ysD7D2-1gaK-T51R-]

R N BT N S
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o ol B 03,5 BLAIVG 4 PV 6 cal o bo 5 Sl oS 52556 &5 o ST 55 s

ODtWlocalhost DATA|# vgeXtend testlvm /dev/sdbZ
v/hdc: open failed m found
Volume group "testlvm" successfully extended

[root@localhost DATA]# _ :

/dev/hdc: open failed: No medium found
— Volume group

VG Name

System ID

Format

oL

sSequence NO

B B
D ¢

== O

b

Max PV

Cur PV

Act PV
Size
Size

Total PE

Alloc PE /

Free PE /

Py
1o

-,
et

IUnuxCooMeinPerﬂan 4%>;‘ﬁﬁ|ﬁﬁ>:huﬁ4




156

sjﬁ‘éLMlA/vq¢>4{d§;?5‘ﬁ¢[f;gf\x

-wWi2d-d2M5-yWlm-hXRRLZ

oo 8 sl bl Hs s il 3l QT,\s!):@V.U,\Srf\JV»,\s!}:@r&lvresize,}u;
3T 313 oo plowil 15 S rem sy o 18 A #5G 1k, KT B wlv i b o ol s
Joe ool a0y loxisl 3 il 03 8 3bu DS o8 el LV s 087 o550 bowtsl s S
oo OT e o0 0315 OLis Lo L BUSY ol bl g0 odms 55 ol (Sies 5 o plowil i o L TESIZE
Bl e 92 45 AL (oo @b 5 0L & e g e 151 o 5 S 5550 (65557 410 ST el

05 TSIz 1) 0T day 503, SUMOUNT | 355 50 (65555 5l Il L

[rootidlocalhost DATA|# Lvresize -L 4G /dev/mapper/testivm-datalv

0pen failed: No medium found
Extending logical volume datalvm to 8.00 GB

Logical ”u11 me dat cessfully resized
[fHHTMlHldl}H”f [ h]# I
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M:wuubuww‘f\M@df)jbngfabcbu\breﬂzeJ.‘..ol.a

: = 3 ( i U s Mounted on

0
0
stlvm-datalvm

69M
[root@localhost DATA]#

wdnw)bsﬁTjé;)LoTJ?Jﬁ‘aj;bbg‘w&b&ﬁb)ylvng)wlﬁuﬁ
S ailagly OT & (b 4 Ll b cas (i DL |y o i (Jg AST (g0 ok o go b o2
:m;f@obuhﬂ‘#b)yéuéQM@JW‘&G&‘J{J{J)}L»JJ‘-:\J Sl 03 S % L

s e Ol b w Iy resize ds s 4§ ol i-p

Mbuarbu‘ ‘) Ls.lwbﬁ-).})gforce Q)y‘bﬁ@.;w“f

0 -1 /dev/mapper/testivm-datalvm

/testlvm-datalvm 15 mounted on /DATA; on-line

esize of /dev/mapper/testlvm-datalvm to 2097152

//mapper/testlm-datalvm 15 now 2097
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-\:SoMLlwbr»ﬂ.gﬁ.Lf‘j@df 'ah)}‘gnb.ﬁ.a\?udb;:)‘jl{

on

[root@localhost DATA]# I
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W o wuad yloy 40 LVM Partition sl
Sl oly e ol 53 ¢ 3ls el B GlS Dyse 4 1) LMy e 5 1T ol (S 23w 5o

.S” Ul |y Create Custom Layout a5 5,5 s o o 45 CentOS 6 s Q‘,{iﬁ‘m

> N\

Witich type af iretallation would you like? p

use All Space
Remowes all partkions on the selecied desiceisl. This Includes partiions crested by other operasting

P aystnme

Thpt This opekan will ramowe dacs Troen the salected devicaish, Make sure you have bacaips.

Replace Existing Linux System(s)

Remowes only Linux parcbions (creabed from & previous Ling installabon). This does not remmaye other
u martibors you may havn on your slorsge davice|el [such ax VAT or BRT32),

Tipi This optian wik remove dats from the selected desices). Make sure pou hawe Lackups.

Shrink Current System
Eall  shrinas existing partitions by create free space for the dersult layout

Use Free Space
H Retalrs your owrrent data and partiions and uses only the unpartiioreed space on the selected device
{a) axnumir w3 you have encugh froe space availabie

- Create Custom Layout
A “onusly crestn your own ceiom lymut on b selnched cavicels) asieg cur pRrsan g tosl

4 gack i Hext
s oLzl LVM PhysicalVolume ous 3L s o 51 5 ol |y Create 5 IS o oy 51 s
Group .NLV&Physical Volume ¢ s le oeide. S eSS | Create
4 5 ils |y G S S sl ) e Logical Volume c.lg ;5 53!, WVolume

Agd amount b et b 6,68 4ls
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Dirlve (devisda (51200 MB) (Modal: VHwara, Viware Virtual 5}

Frem
S11%% MR

Gize Mol Craate Storage

(MB} Rl Create Partition
) Stardard Partition

| CTooke Softmare A di

1 RAID Partition

Crate LVM Irfanmation \

% VM Fhysical Volime ~saljsm

Dewice

= Hard Drives
= da

| Cancel Create
Raget

4 gack W hext
Q

VMware Lﬂ:6&;@&&5051Qﬁ.,\:.;f}*uhjw.g\j:@ﬂjpp&ww
< 45 L ub&» 45000 v:..‘i'\.> st s
Ll LVM L boot is )l 8 S a5 pl o3 S

ozl LVM Physical Volume i, !

}‘J‘*‘"’ U;gh_;\jrf@wu\dw

Dirlve (devisda [S1200 ME] {Model: ViMwarae, Yiware Virtual 5}
|hll

Dewice |MounE Point:

= Hard Drives File System Type: | physical wolume (LM} —— o] [

= &da 7 i ey e
G oiic orives: [
O
e Size (MB): 45000 —an— =
additional Size Options
& [Fixed size

\ : ) Fill all space up to (ME)

1 Fill b maximum allowable size

[ Force to be a pimary partition

1 Encrypt
Resel
Cancel oK

4 pack ) Hext
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6 5 b slwl ColLS 45 > 4 LVM Physical Volume « as wal s 5 JSK8 4 il

LVM Physical 5, » Group Volume e, il e 8 55 ile oalizaldly 55 <y lKS

.05 sk Volume

Drlve (davisda (51200 MB) (Model: ViMwara, Viwarae Virtual 5}

et wiudnl Fram
5000 MR G1EE M

Size  Mount Point!

\

Device IME}  RADYVOIUmE Type Farmat

= Hard Drives ; ’
w &da

I aal ALK} physical volume {Lvsll |

Fres B195

Creabe Edit Delote Reset
4 gack i Hext
[/ R

J.i.ujmb,\jeﬁwa}&wa‘dq te s, » LVM Group Volume ¢ sl sl

( : S Ol 1, LVM Group Volume e 5555 5L 555

Dirlve jdevisda [S1200 MB] {Model: VMware, VMware Virtual 5}

rdawsdal Frem
G000 KA G1RE M

Sipe Mo

Device
e (MB} Rl Create Partition
= Hard Drives ) Standard Partition
¢ = oia !
pp o |
Fres 195 ) RAID Partitian
\ . Create LVM [rfarmation
= VM Volume roup| -l
) VM Fhriysical Valume
cancel Create
Delote Rnget
4 pack ) Hext
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LVM k> 51 .S Ol |, LVM Group Volume ob 25 JSK8 odd 5L ooy )3 e
ST Ol Group Volume s &y i ol 1) T Wls o Auil aalsPhysical Volume

.L5L aals |, Physical Volume ., a> &l o Group Volume s ws wif o shailes

Drlve iwﬁa i].'.bﬂﬂ MB !Mmﬂil! 'I.I'MIM:I'II Whdwa re Wirtwal Si \

volume Group Narme i |vg_Cenbossny P
Dewice |Ehysical Extent: 4 &
w Hard Drives *‘- sela 00N O P
w &da
I = Phiysical Volumes o Use: '
Fres
Used Space: 000 MB (0.0 %]
Free Space: 4453600 ME  (100.0 %)
Total Space 456,00 MB

Leglcal velumes

Logic Wolume Name Mount Paint | Size [MEB)

- A
Edit
[ |t
Raset
Cancel OK
4 gack i Hext

C\\

OK (3, ¢SUS™ 51 2w 5 0T sPhysical Volume _il s Group Volume ol e 3l g
Ui oS s Logical Volume - s 5 S oSS YL S IADD (o) Lils o0 YL S S
LS Juaze CENLOS. Colas 3 350 40 i Slb (6555 5l 4 15 LT 5 S slowl Ll 1y s ,L
Colg s g s G\u %ume o~ 3 1 Physical Volume sl o cuss Jb= 2 4
Logical &x&' 5 S OK YL s 5l ilg oo o) S sbwl | aLogical Volume
o514 Logical Volume ¢ sl K8 Add (g5, KIS s 25 S8 . 5LuVolume
Ol e;t4 BB o LTOOL (5,558 510 b/ (5558 51> 69, 6 1y L&KL 10 L LKL 10000

.Mbda
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Driva fdevisda (51200 ME] (Modal: VMwara, VMware Virtual 5]
Make VM Volume Group

Volume Group Mame: |v-3_-c-:nt<lssw |

Dewice  Ehysical Extent: 4. b ]

= Hard Dirives sdal 45000.00 M3

- pw-a.w.m
: TR - —

i ———gm—— | MOUNE Point: I b
-
e (Fil2 System Type: extd b
Userd Space:
Fres Space: | Logical Volume Name: |Lug‘u‘nll2|l:l i
Total Space: ;
Loglcal Violu| 522 (MB): [10000 |
Logical voiu] | EMCYEE (Max size is 44996 MB)
Cancel oK add
Edit L
[relete
Reget
Cancel QK
4 gack W hext

L0g|ca|VO|umeg§:Add L;))J:MJQJ;R \ af:.: ‘)L«AJ‘&J:)JQAJJ\.:
BE) bOOt/ LGJffji‘J LJ:S@OMW U‘ﬁl;- & 45)}@“4.& ms‘so.bbai‘ C,ﬁi‘.:L:? 10 a)‘ab‘tb

s | bl Cd

Dirlva jdevisda (51300 MB] {Model: VMwara, Viware Virtual 5)
Make VM Volume Group

Velume Group Marmse: |[va_centassr |

Dewice Ehysical Extent: 4. g ]

w Hard Drives sdal 45000.00 M3

Physical Yolu e
T Mourt Faint: | | I

Frea -
File System Type: d
N Used Space- ham |
Fre= Space: | Lpgical Volume Name: ©0
Total Space: fmp
4 @ Loglcal Vely 228 (MB]: usr
@

@ Logicad volug — EMEYEE rebr

Logveldn Assfacal arid

\ ' gt i Edit

) [elete
Roset
Cancel QK
4 pack ) Hext
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S @SS OK (55 .05 0 Ol 1y o sl LOgical Volume 55 5,5 K

Drlve iﬂia il.'.bﬂﬂ MB !Mﬂdll! 'I.I'MIM“I Whdwa re Wirtwal Si

volume Group Mame: vig_centassmy
Dewice |Ehysical Extent: 4

]

= Hard Drives

G sdal  45000.00 M8 l \\
= £da
mph}ﬁﬁ| Solumes o Lse: r

Fres
Used Space: 20000000 MB  [44.4 %)
Free Space: 2954800 MB [958 %)
Total Space: 2459600 ME

Leglcal velumes

Logic Wolume Name Mount Paint | Size [MEB)

Loyl Feee 10000 | Aod |
Loghelat ! 10040 Edit
Dealete
Reset
Cancel aK
4 gack i Hext

« £ 0T 51 5355 5L Create Storage..

LT dal = o Group Volume c.w&@b. 53 S ol LLVM Logical Volume
Logical Volume ¢§$ b us ST Create iy culg s 5 bl [y b 3,50 05,8 WL oS
55 SIS I oy 4 T apmy) oS bl tmp/ Ll 6 K5 6,55 415 69y el gl s

\ . (Canl YU 6 ety Al (s ual 5= 5LCreate
< \
\ A
4
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LVM Violusie Graup vg_cantossry (44996 ME]

g _tantous ne-Logidvg_taninisne From
100D MA 10000 M Z4EPE M

Devics ﬁfé] mﬁﬂpﬂm Create Partitioh ————————
= LM valume Groups (1 Swandard Partiticn
A N'g_l:el'ltl:isn' 44996
Lagvalal 10000 o p— Create Softwarne RAD Infoernation

Laghal o 10000 4 expq | RAID Partition
" \

= Hard Drives
- sda Create LV Infeermatian
=dal 45000 wg_centossnd physic

Free G193
= | Ly Logical valume Eg_-:tntﬂssn' =
) vt Phiysical Volume \
ncel Create
S pesek
4 gack W hext

) Q \
Jskiles .05 S sl VE_CENtOSSTV o,,?c.aaLogNIVol Me 4w &S Ws sl 5 S s

6 ol 5 Tl s i Jl (5L LS B 5 (LS A5 L 55 4 oSCus 3yls iy 0 e

=S MOUNt 0T (555 21y POO/ (35S 15 b 08 o oslial ey I Lz K

\

LWM Volume Group vy centossre (44996 MB]

wg_tentons neLogivgug_taniousn- vg_teniouund free

1LOD0D MR ':Ilnnmnn 700D I m|1rm Hh |
Size  Mount Poing! Trpe Famnat

s [ME]  RAIDMalLiTe

-
= !.'I;I_CE'I'ItGSSI'\' 44996

Q Logvalol 10000 homes cxtd W

Laghial B 100040 ¢ exld w

b @ \ Loghaloz 7000 fmg extd W
@ : P—

' N
+ Hard Drives
k]
\ A sdal 45000 wg_centossny physical valumes (LvM)
Friza &199

Create |

Resel

4 pack ) Hext
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o Ol 1) SWap s,k 03,5 mount gl Logical Volume ¢ slw! K855 5 K
uﬁ;ﬁg ol s 55 55 el sbul L LWL &S A (6555 515 93/ (6,58 sl o SWAP das
SWaP skl sla ol 51,5 S L ¢! w1, slaolswap partition ¢ 5 swap file ¢S sl

Oollanil s dws a8 555 o Esl opl 5 CwllVM o OT slow| il 1 g 4 5 i Ol )5 4

Davie

o LM volume ¢
= yij_centoss
Laghald
Laghald
Laghiald
= Hard Drives
- &da
sdal
Free

LVM Voluma Group vy cantossry (44996 ME]
Edit WM Volume Group: vg_centossry

s i 15T

> @@w}
\

P

WHume Group Mame: |vg_centossry
Phiysical Extent: 4
- sdal 500, O 193

pryscat vt L AR

Mount Paint:

File System Type: EWIR e "
Used Space:
Fres Space: | Lpgical velume Names: [Lng‘u‘nl-:l!-
Total Space;

Loglcal Violuy 22 (MB) (2000 -~ |
Logical volul | Encrypt (Max size is 17996 MEB)
Loghvipl 01 Cancel oK
Loghelat -

Lol 02 g TO00
Cancal
;y |

A
Edit
Dealete
Raset
ak.
4 gack i Hext

Next S Ll e :‘e;g“ Jif.J 6\.& 6)‘55}1\.) oj)&&f LSJL"""ﬁny LSJ}SJ;’,‘J 93 J:’")L}Q&LEJ
r{j&CentOSML;M‘\b-fs)bU.x?faﬁ:lf

N\
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LVM Violusie Graup vg_cantossry (44996 ME]

g _tantous neLogikvg_teninusneLogiddug_tvwg canloasnyFres
100D MA 10000 M 2007000 M 15556 HB

Device ﬁ'lz; m’]}gﬂm Type Farnat
- VM valume Grougs
= wi_centossry 4996
Lagvalal 10000 Mo oxtd v
Lagval Ol L0000 ¢ exlq W
Loghil03 2000 swap v
Lagvaloz TRO0 AmE et v -
= Hard Drives
- sda
sal 45000 wy_centasend physical valurme (LiM)
Fres G199

Create | Rnget

4 gack W hext

% \\
é,j;fﬁ\;sw\kuaw,;};nuomﬁj&;%p L s Next (g5, ¢SUS™ 51
boot/ ¢, 5 15 ai a8 YU 53 45 shilen s Cal LVM "y 50 4 &S/ (6, 55 15 CosboOt/

a\y

LVM Violumne Group vg_cantossry (44996 ME]

g_tanitons neLogigug_tantouneLageg_1vg_cantowsnqFies
1LOnDD MR [{elujeay Llil 00700 M 155 HR

Device
The partitioning scheme you requested caused the following
LM volume Groups critical emors,
= wg_Centossny Beatable partrans cannat be on a logical wolume:
3 Lagvalol

Laghial B
@ Loghalod
. @ Lagvaloz

= Hard Dnves

O =

Free Yol must cormect these emars before Yol continue your

installation of Centos,

QK
T Reset

4 pack | ) Hext [
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(1S St | 5T) S eslizad o LKS 6 651l 4 Free f slalas 51 boot/ ()¢5 uls slowl

25 e 5l s ass 5L 5 e asl Create Storage o - b oSUS” Create (s, jeew s
.S ol |,Standard Partition

Davice

= LM violume Groups

= wWi_centossre
Logvolal
Laghal O
Lagvol 03
Logvolaz

= Hard Dnves
= sda
sdal
Freg

LVM Volusne Greup vg_centossry (43996 MB)

10000 KB 10000 MR Z0O7000 MB

uq-_:-llllutt|\.'\-L:-q‘-1\.l;_:.l|lluu.|h\L:—q‘ g lvg uulu“p«|

Frem
155G MR

[m] Create Partiticn

@ [Standard Parition] =i

Create Software RAID
) RAID Partitian

Create LVM

450~ M Logical Volume

5L M Physical valume

arcel

Irfarmaticn

Infarmation

Create

4 gack

Resel

i Hext

Deavice

= VM Valume Groy
= Wi_Centassn
Laghalal
Laghial B
Laghialdl
Lagvaloz

RO

N

N\

= Hard Dnives
- wia
sddal
Free

LVM Violumne Group vg_cantossry (44996 ME]
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uq-_:-llllnu|I.~L:-q|’-!:|u:_:.l||lm.1|h\L:-q’ vg_wg_can towuny Frem

Film System Type: | axtd

"

Allawable Drives:

Size (MB):

L

PET Additienal Size Optans

% [Fixed size

2 Rl all space yp to (MB]:

- Rt maimurn allowable size
[ Forcetobea EI‘I mary partition
[ Encrypt

Cancel

4 pack

Resel
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535 CeNtOS o (suns o8 4 (55,5 sl 55 (o 5 ok plonl 2 5Y 3,050 alad 35 IS8 L 3ille
314 5 0ds STDOOY/ slowl sl oS AU 6 Jb (sLis 5l i o 455 shailen, 1S eSUSNext

LVM Physical Volume. i3 5 5157 gl
I ]

Please Select A Device

\\

Size  Mount Point!

Davice [ME]  RAJD/valUme Type Farrmat
= LM violume Groups P
= yij_centossry 4996
Lagvalal 10000 Momes extd W
Laghal O 10000 ¢ exld s
Loghial03 2000 VER] s
Logholo2 7000 Amp extd w
Fresa 15996
= Hard Dnves
= sda
sdal 45000 wi_centasind physical valume (VM)
Em;: T ToEat iz v
Fres 957 j
Create Reset
4 gack i Hext
N y ¥

s Create LVM Physical Volune w& e Jals S s b w55 eled SLVM sl
Su5S pls 4 T Jlasl 4Create Lo‘ical Volume .\lg 5 s Create Group Volume ...

dal o S (1S e s3bly a0, 0 2 LVM Logical Volume i as 5) .ol i s 50 sla
(5“5‘5‘?‘6&@)‘5: LSAL«J).)L@.»TSJJ‘Jij&ujjwa%hérbu‘b)gw‘c&Jj&_M.a.’)\w
S5y ola Sl ST Ll a5 L s Ol s bl dies OLS
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o g 39 DHCP (yu g g

Ao e
ol el oy OISl 03 S5 5000 42 (G055 S8 5 5elS 450 (6 S S 57 Sl L Sl o
SeaS )3 g San b Lam s Sk Sl (sl 555 sla Skl 5 bagenn S S
Sy o 02 1 2l (2l0U s e L O Sl (1 a L et RO S S
sl 1y s Sy 5 aKs (as s T b g oK ST el ol el o Ea STl s g

N | A8 ol S 5

Bootstrap Gy
TCP/IP sty Sy 51 DSl adS” Wil 5 oo oS uﬁ\;,\;{,ét}g:jﬁ sl (BOOtP) IS5y, o)
AL B> LS ple 5 iK8 gl TRl S el 3 1) 03500 IP (Lol &8 DS S
UDP sl» &, 5 4 BootRequest rugmﬁé{&@\gu)y@vgdi:,ﬁ@uﬁl&rg&
Mﬁb;,\;ubf4{@\,Jng\V@%.xs@Juy&;ém&wmwww
s 5 &S a8is Lais il S5 AN )T L Llg e S des s Ll sBOOtRequest
T U1 T Jls 555l BootRa)ly s &S5 (S 0 3L )3 PV Dy s (65 anw <SGBOOLP
A o jleds Soyg 5l oslized b g purs S o SIS L 5y 0e (gl S SleMbl L Ll g S
&5(@ e Bl e A Doy g (695 CMST as e lisl S8 (65, 1 4y (UDP
oS 4l e J13 Sl Gl Cl 5 S 58 enT sl 4S5 S Sdl s S Gy At

S e eslizal 5 = Tep/IP
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DHCP (Dynamic Host Configuration Protocol) Gy
Slebs Slgl 138 0T aiby 5 <l Dynamic Host Configuration _ais. dhcp
.l tep/ip

sl Cly 5 03l Hl OT (g S 5358 oo elimul shie e gl dhepd s WS 5 55
S K ol jan 4 555 e 4 range o7 a4 .S s > «SScope &,1dhcpd ‘_(;jﬂ&
oY b S 03l bl gl Ko juyal pud s FANGE s .ol a.ﬁ ey Loption
sl 5,5les! s Option y\!;Lm Ll (S5 1 3

o5 BOOtP (sla g m IS 5 uS 0 )8 PA 5 7V oa BOOIP wlive glals, s 55 DHCP
b poysT 45" Sl op) DHCP 3 6Ll ge Cools &S5 L dasgn 41,1y s e 308 (ol
RS e ¢S5 4 « BOOLP jl oslizl L &5 IP WJT.,\;,,:;:\JW&@M@)MM}:@
3Ll OT 51 Wl 5 gud &5 53 (6,3 i 3 355 ovad B B0 55 0T (1 o515 )0 4y il o0
0535 pladl Sl dm 5 das oo o)l SIS W’;u) e &S sl 1y T DHCP Ll s
ag eslatal Ly Ls“u‘“J"‘ eslasl Cuels .\.th\f\)JS.-.s Sl @ | U'“J"‘ oT Ll 55 g0 coy
L o83 sl 35 o ST S e oskanal gl oslizul D gla )3T .ol 03T oS 3lass |
b g oS ol e,sT 51 DNS QL‘T}\ s 2 O 9 Jii.s b aen LSl « DHCP 4l
|y (oo 515 o 13048 Zo= S 5 5ualS s y3 35l oMbl Wb o e DHCP
ol Lgtewﬂug.ub:ggw@\w,;ﬁ\%\,oaﬁagﬁw,ﬂ‘DHCPL;JL,;\A{
N\ .&@&qﬁdw‘apg};wb@'&iw.m‘cuuw,w,p

L T a8 iy S 0l oo ¢S 11 g o Wi Lo 0 L La g e oo Wl ST
s (ol S Wt SIS § sazms 4 S g o SIS S £33 3505 @bl s O g
S (5508 S B & (00 8 (o o oy Bl (gp a8 o o L g e (S Sy o 5 40
S 3T Gl 6y 2SS Ll dizn DHCP L 5 (s Sy 612 650 sl 4 8 oy
0313 e 5 Lmsa oyl 43l 53 48 3,15 5 4 5 Dynamic DNS (DDNS) i oslizet L, DNS sDHCP

A sl g
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S gd CaMS b g IP SOl 3o bog
S ool 8 5K otk s 5 IP eysTdhep Sl Wiy o bos g 4 oS i) caudS
S e S
53 adl s5a Jlas obtain 8 KT col 5 i WS 5 w5 Colay Sle o Jgl Bys 1
BB 5 e 2505 03 Lt Gy b Sl Al bl il (SIS s ol (S U 2S5
4, 1, BOOTPROTO 4% ous /etc/sysconfig/network—scr';ot/ifcfg—etﬁo
2l 3 static
w,.{\'dhcp,‘\.m}:@Gbﬁ@wfgq%é&.w‘w?,gf}mup;bp 2
yes i, s laie NETWORKING « 5 /ets/sysconfig/network L6 ;s « 5,5 IP
g2 IP (3.5 03 g o o sl bob 0o 515, ASLYES Ll au 5l S sl asls

'x‘<’.l"‘"ﬁu‘<‘°§
g

DHCP Failover <o

Asly (6,855 g 45 AOWN L ol g ST sim kil 0 OIS sla 5 3L failOVET f g4
S gl asb A%T@&lfa)!x .sﬁ,failover 6\34{‘;}:‘? Sy g yd s CWL” el g5 53 a0 oS
o);M;a(ﬁ)b*lpC)&w-’\*S@MSCOp)JQ‘)MJJIPQ‘QM‘?@
A S50, tep/ip Slasein &S 4 Ll g S5 SCOP ksl LS i ascop 51 S S
W,

slave s . Sl 55y 4 358 s 5540 ol y master gslave ;.. 55 failover gl S5 55
S1dl il o 5K 42310 ja s ot T opl Sloj alosls 5,8 o &y suo MASEET 5 0 o b
o T Sl yaslave s m by do o 55 53 LSS Jloyl T master 5y ¢ 4ass 10 ol ,
g b 5055 |2l ea LI, slave/master i slave w45 csl ) ol SV sss o dl
5555 53y 4 0T Lewls &8 b3 b e 38 Jld Master s w 1 .S o a4 0513 g 4
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25 S B ST ae Ll il e B SRl 53 50,8 e 5w Slave i3
358
NS5 S o sla s ¢ o pite B (Slemd s ¢ A Sl s LS el s St g 45
55,5 555,0NCP 5 55 15 GT LuysT L &L S 25 3T dhep L, S e sla il g
oS b 6T s 21 0ol Static\&oyﬂ “

D

N
(AN
Dora Jol

g & Dorh T
S ooyl l P g 51558 o4 DOrauTi S do 04 b oS oS

Dhcp Discovery .1

Dhcp Offer 2

\ Dhcp Request .3
Dhcp Acknolegment 4

PersianAdmins.com
0 %
IP address request
n\.‘r"'x\_ < @ -r_,.-"""'\-\.
E‘] IP address offer -,
@
DHCP clignt IP address selection DHCP server
IP address
\ acknowledgment
Dhcp discovery

IP 05T S5 0btain sl 055 Jlad 5505 b 358 o do 520 OB UP | dny SIS J gl dl e 53
b QT u\..,a.s.a uﬂ)JT 9 0/0/0/0 b QT ‘M Lf“JJT 9 ab; “’Lf,“j: C_,.w‘jﬁ-)b ii.i ‘u\.‘ .5)1..\5
§5 3 4 cp) (om A8 255 csue Hlgx daade ysT &7 By ey s ) 5 255/255/255/255

S W) 0oL Al 53 EK pl s oo Jlyl S 5 268 Sy 6, 5l 5 05 Broadcast
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0/0/0/0 5T 31 3,15 IP &t &8 & g2 .S LIS 15 IP OT 4 Cd (S LT 3G P s
.-\.25‘560.5\.5.';»‘

Dhcp Offer

o IP ¢ s scop I uS ik s 1y offer o oS g5, dhep sl ¢ ds e s s
- \

o g NS 467 Sy s SlUNCASE Sy 4 1, 0T 5 63,8 bzl random, & e
3

b Ov\.::.«ﬂjé mac w)bT&EJJMJ‘)}ﬂS@\ U'l‘ ML.:A un'cast\)gjw C‘Lj' &‘d&-’&)

Dgd o 4\.’;5§Dhcp offer &.& Lgl.g.a\i.s @Q‘wﬁe— il 05 S C\Jsr:.w\

Dhcp Request
23,5 J s dhep request ﬁg:&&ﬁdxsl)\,,ﬁ}gu,\w NS Sl p gl a5

Sl 03,87 J53 1, 0T g3 g 4 Gl [P ghas 487 s Dol &Sy broadcast & 50 « 5

' \ ST e ol & P a5
3 Dhcp Acknowledgment
c3,503 3 SN 4w B Sy IP oS0 e b dhCpACK oS Ldhep s gl Al s )
\ ™= AsL euUNCast ¢ 5l e oSl
N\

Dora f>! w0 4o

25 SRl g3ST bl client ,s 1, obtain ip addressautomatically « ;5 <! 51 -
Pl e B

<yse 4 « DHCP Server e !, |, DHCP Discover «.. ¢ DHCP Client.1

ILinux Cookie in Persian A5 ol plus °M’1




177

A8 i clinet . IP - address <, DHCP  Offer «_.. 4., DHCP server.2
skt 4« DHCP Server « ,.L:. DHCP Requset « 5|, «.. << DHCP Clinet3

Sl wpa ale 2L e ul e DHCP Server LT Sl 5 s

- - -

sls sl = 15 client ot i~ DHCP acknowledgement «.. 4., DHCP server 4

O
Lease Duration p wilse - "

.

DHOPREQUEST (unicast) '
50%a

DHCPREQUEST(broadeast) %

B87.5%

. R 3
DHCP cient DHCPACK % 0\

F server
www, Persianadmins.com OHGE sarve

C\\

o ol Ol Olis g (gl g ekil (o 8hohlarl g 0355 o> das o oIS 4 dhCp 5 ,m S s IP
) 45 o «f Lease Duration o7 4 45" il
33 958 Sl oS s slays s ¢ oy St P oyl 55 i Ol ble s SSle (gla s e 5o
N\ L o 5 S S (6l s
N :T1 Ol

OT 5h il e Sy 2 Jslee &5 55 i Oloj o y3 50 6 il 3 8 15 IP 8y cudS
258 o al T1 ¢ gdo ;350 0l cpl 40 .S oslin
Ul?mu,uﬁvwggﬁgv\ip‘le\amm@,\MﬁSOowp@!ww‘\f(v;;,,paﬂ)&

LS (.us\
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: T2 Ok

LS o oslizul 1Pl 51 S ¢ S des 1y s cpl &S sl Jws dhep s w 1 Jl>
v\iawslPc,btouj%pﬁu&us.;ﬁ@ufn Ol ol 4 ey oyll Oloj 4s )5 87.5 4
53,8 »1,0/0/0/0 )3T 5035 s3T5 1P u)ysT DS Aals Jlad gm0 45 Sy ) 0355
ipconfig sws jadus 55 .48 I Lus dhep s, &K G osls plosil osbsn ) an 1 e
31 5035 53T 1, J8 .,sT ipconfig /release s 5 ip a,L;!%,us ,L(/renew
.nﬁdhcp,,ﬂ&dpga,pjguMJ@d:QJK@1,O/O/O/O
5 S5y dhep 5y,m B1oss oo ), 5L 4560 54 58,516 532 jaDora Jo-! e byl o
IP S 169.254.0.0 &, 51 45 ApIPa la u)sT §lw 55y or Sl 5, &P T 51 &8
s dhep s, s s 3 LS 4ass 5 2 23 S IP u.u).slApipa 3 ST oSl ey 1,
23T o ol L OT G s VL 1y s oSCal 5 IS 1 o755 5
default . sT 5 a8 . 13815 IP Ja.s.éApipa 1’,)'4;";9) Sl oy 2 Ol 5 ADIPA 5 L
b o gl s S50 3 ADIRA g, 1S 2l ) oT Ls Js 5 4S5 a3 pMlel gateway

BN
Duplicate Address Detection e wilSo

Jlayl o355 IP 4 ARP oSG usset 2l s oyl 60, 15 IP ol Cos 4 a1 51 8 SIS
Ly L b oo,ls Bl $800 M 4 55 e S Sl ol IP LT dags a8 ol b ST
Sl duplicate & degs oo oS ¢ a8 eslinal IP () ot S 545 s ealinul i3
@chADM@\@.M>@¢@‘1,DORA4@,%&\,;a,\{,n;uc,mé,\;:lP)uw

54l

46 a8 o Lyl s S w5035 5 dhep client ol o oS oSS S Ll sl s
e 5% & DAD oy sl 1) K3 IP S b 59w 5 ol Duplicate a,sT ol wlegis 59
.gL..»\L;J\JgJL;LHPQa.&ng\j
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Dhcp g w (31wl of 5 g ucd

%M,QJ.WL;})ﬁ‘ﬁ)\f@‘ﬁ)}@)ﬂ)}%@)‘J"JA)J‘)DHCP LUJ);QL;L&G}}S;{\
QS&\W}\}.&&W&QQJJQDHCP m,ﬁwuw,&m,waﬁﬁ\.w@
O O cp T YUM Hgus bawg 15 0T ol a0 Lilg oo cdnl s o 1y ol ng\::“:w of o
o s 3 oslizal 5y50 WS ST Ll uS b L8 Lsf,sgwu.f:;jgwpdhcpd
ng).k;i}LgL@;;i)‘\fa\isnmjﬁJﬁh@T}\éS%Taﬁ&émJ)\gbtgﬂ!ﬁdﬁoau:.w\
S oslizal St sl 5 S s DHEP YL (gladiens jl b 5 o oo
@ggjgszpwwwwé{,ﬁdhcpdL»QLU',:::.:{J;
LS o Ja 23 hs Gk 355 3 pa et 53 (S0 a4 ST Ll I OT o
:ﬁﬁit»queryM;\ﬁw};ﬂ;pmﬁfbvuouﬁwdhcpd 2 035 i 3l L T

#irpm -qa | grep dhcp
DS (oo eslizul yum “dhc%%@Q@:{-ubjéhwjbcd)af%gu)y)b

#yum -y install dhcp
)w>g1xﬂsg@‘am@w3,,ﬂdhcpd ég&rgyuowwm@y@
DS o QUETY grew 51 5

#irpm -ga | grep-dhcp
:mfw&§¢w‘mJ‘ee‘OT)Jmﬁﬂ&.‘csin‘f’“fgsiuwﬁh@wﬁj)w“fw

#rpm -ql dhcp
:w,T@.@wwj,w@‘@gsmﬁbr;‘yc)wwr.a,,mauu
#rpm . -qi. dhcp

sl Wb ol run level s oS o eseis chkeonfig ) sus b

# chkconfig --level 35 dhcpd on
# chkconfig --list dhcpd

:m;fuareset Ly s gl 5
#iservice dhcpd restart
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OT KIS L b oK 15 0T 0sls Failed (sl Sl 6 ol Jls dNEP s o S
Gl il aslsl 55 oS 50 405 [etc/dhep/dhepd.conf o ;s L6 . S p las |

1> bl 5 e 5 ) g e ) DlaiS 0505 5 0T )3 5 g 5

> \
Dhep (g g Sloutidd g s 5. (-

o 0T G955 93,5 41 5 fetc/dhcp/dhepd.conf s s dh(% &.«K‘ bB s i S shilen
e 4 ANCP oy s o 45 ol pl o OT o 3515 ol KBS 5035 JI (03 iy ) s
sﬁ)&.&):ﬁ: dhcp dﬁ.uf! I c.ufdo.s){)lfcg\&jﬁ el dii.éj\foj..\.:ou\.& Jlas
3 s Saws Xz 5 Collision s «Kos asl azils
G:umo.u\sa\;\dhcpw,u5,”&3,“&1&,\;10\,5&4,@3mbc}iuouﬁws;.),;
558 @?\MT@%% i3 ) KBS 5 5T ol (Sl 5

S s Mol 658l wdpo Tl & Sl 4 5 515 55 e js dhep gin S 65as LG
\ LS

# cp/usr/share/doc/dhcp-4.1.1/dhcpd.conf.sample /etc/dhcp/dhcpd.conf

Ty
%upuskgwgﬁy&uowerwriteg&ugTMgwruﬁybwcﬁfj\y

5SS by 5T Pod Kals b ol s 3505 (oS3l A oS o 3G 15 LS pl YOS walS
b 3o &8 Sl s S gla Option 5 Lol sls Sidw 51 LB ol 08 (o0 5L s 50 slay sl
wles @ F 15} Ol Loption 5,8 o« 5135 G) 09 emw e OPLiON L 5 i

sk o p o S S S b D g
S Jyl a8 o J xS 1 DHCP JSG 5 50 5 550 5, Shee a5 ol (6305 SUGI ol (g S 0L
A s L3 S 500 6,80 |y oS sleul =53 dhepd wis’ e J 5”5 Deny 5 Allow
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)1}:)lid},:;i:)yswb&):qﬁgogﬁéwwdpsqdenyl.ia”OW)}:.».aL:Q)L.&

DA Hle cdﬁw dwwm.sﬁ@j&Tcaﬁf
unknown_clients .1

bootp 2
booting .3
> N\
Ca 5 5 Azt LET G g gl ST oM 51 S sl g 53 :uhknown&clients

78 03 g Sly b sysm WIS ) (830 Dsb 4 s 3L JeBuls e ol el
3905 w,’QHCP Sl 5l S O sl

S 5L Jes 1y T e boOtp LD 1 aST Sl sy (sdu 56 Ll 5 5, tbOOTP
S MNS plad am 53 i g Gy Sy 55w o) Lng S Sl bootp sl o 4 e ook«
Al m\};‘é.\g& 59 0 &S baw s DHCP sbootp

aS U S e s 4 53 ptae o5l ho&t o 3 deny booting = ,Ls :booting
S el Gl B e S ey ) e e IS S el 53 Al s e
.o allow booting =L 4_3§t_,:>\5 5edosls Ol g LM Glac gy
45.,\_3)\3.@_?-5L;;L&LSL.{J%‘LAJ:»U;’M_&a.>1.>c:_.;l)§’§1l_3).>4_§&)l_:p4_~uj_faj)'\_9

033 8 LT 5l Sl j3 a8 wiS e Sl SO Slles

# vi /etc/dhcp}dhcﬁ.conf
5l a8 Lg\&?aﬂ;\u‘op}f AL s S i Sy bl e 0l sz « dhepd.conf L6 51 eslial U
:m.wu.ec:qu\)Jil.éO.i\Lgl.@:.wé)'!d@ub\):.:}qjvﬁ\}baﬁf@wjﬂww
ddns-update-style interim;
ignore client-update;
LU IP S 2w klegs sdhep 4 s ol ol dNS eSalils lea L AANS Co e s -y
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Joo ol ped Lo 4 S 5,8 o )5 eslinal 3550 VL 05,5 gl dhep ys 4§ ol :interim o
.;,:uu.aw\.m\wa,"r.a‘ywj.m@bdhcpfailower

oo 13 eslimul 3550 e d8 slayg,m dhCp Js 5 ol wdd s oK aw S ol adhoc e
Ry

A5 s dle e lyddns 55 oole ol inONE, @

®
[/

\‘ authoritative;
s‘.gi u% )‘ Cy U"‘ )J J}.w LSA oé\.a...w‘ dth Rouge u}&o} )‘ Lg,fjb LQ'J" 4..;; U”‘)‘

316 ,S sl sl »;Gﬁu!L;AMWMV;L,OM&M\;)\};JF&JMJ,GMdth
3 SR 6 Ks ssm 3) ool s 3l e 4 oS il b S 4 e 4 Al OO £ 5
Soge b w ) bl wls o Jle sb 4 ey @\(\?v" L pen s> w5 ol
LS S48 wles S jasie s nl 3. a8 a3 Jlis authoritative  192.168.10.1;
Sy 1y sl a5 e S IR CM‘)‘ﬁgﬁT ol 3 b K0P ol 5 3l Azl 5

‘ § 'rt"be‘ﬁ‘j".'Cﬁ*u’:J’liﬁr"’f”

\ default-lease-time 84600;
‘JOJB‘QUJUMWM{;‘(UpﬁonJ)-\.Sdoupwbé.ub u,ul.w‘ IP GJB-'QLA)

J;GA#)&)&)J[&GJB-‘QLA)CJMLS‘JJU#JBUJ?:)}J;Q'Juu)d‘w-.Lg.sué}r.&.c

N\ max-lease-time 604800;
Ol icode gl L8 o Ol )87 awl g 53 Olej Sode 3 8 ka5 53 0ab 1y IPojlart Ol ke o 2t

Y ;';.L> « Ol o 4 “ZL‘;’ 4
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get_lease_hostnames flag false;
deas e oylol 48T 5T a6l o e sSae (s Sodhepd it true o, flag [ S

.,L...i\Js U"-’-‘ -L.f‘_s_ﬂ JLMJ)\ C;...«.i)g‘t_:jo)jw C;._eli‘).b DNS )‘ b QL’J.:A r\_}jcb‘b v\._hbo_n (bu‘

Oy se 4o flag Q_i\.;j_&dfjj'_fcsua\g._&6})J3J_wg;_35la.ér_>.=>&:_é)’§“_gé_cl{v\_§\j§u_n

e - - - . . 5
. -<L> s ) g =] DNS L s ".G“ A 9 C w false U’a‘f_fwﬁ_i

] \

Q
. i‘ s 7
(Options) &  ui T
Joo Slabs a8 b 108y LS 4 1P, o5 dhep S\m Bl Slabs b T
L35 ¢35 OPLIONS «alS L il ez L33 oo O grames 2T 52 ST bl ... 5 dNs,gW, NP
. e s
option .domain-name tohid.com;
AT oo atnia |y s dOMain b L ol

¢

option domain-name-server 4.2.2.4;
‘ \ .xsuﬂr)&&‘)ub;&nbdnswjﬂi

3

option router 10.6.4.1;
AST oo Dol 5 jateda ) default gateway .7

N option time-offset +12000;
ST e el Lo location gl esgdows 2T !

option nntp-server 192.168.1.100;
-Lf@&)bb)}ﬂﬁ\fﬂ@)b&)jﬁfﬁb):f‘u\af@(}*ﬁ‘b)jf»ﬁu&)b.‘i

option subnet-mask 255.255.255.0
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option broadcast-address 10.10.10.255
S o el LS s [y oS S el o sT

Option Lgvels
S5 A ) 3 S s sy T mhae m L s Jlesl Wly e iltes S Joee b3 Lo T
u\.&\a < U’lei ") YL» )‘ a J;.%T dw‘t’é‘}; | O#T C“‘.’Jjﬁ‘
>
host e

sy, group e
subnet o
shared-network e

lobal e
N\ \ ®

ST LG 0T w5 5055 55 6l 1y S5 s S 1 dhip 55 Option at Host level
Ssh oo sl ol c,;iyféiia\f&@!?;,zgghost ﬂT.IP,JJJJ:emS@L;ﬂhost
olv oy Mac 4 4 gl IP‘%R Gaia @ils o T Sl sl ol s Sl
S el sla Policy g 5T Gl asd osls 0T 4 Slasin 4= L 5 (Reservation IP)s &
o WS 4 Sl pols gl gudS Ol e 4 s4ls 3 oSt Cjle 3 &S 5 51 wyaT sl
okd et CHISIP 3T 50050 pb el )3 55 oo o3linl AT oo 5L 5 (s S Sledb|
Ll LAJ.:);T aAQmM 4 C\:b-l ool 2l 5 sd s esls L] LSL‘”J"JQT lacudMS 4 .ol
ol s 35 STl dhepd s asie oSS 6l host & jle s & Sledbl 1 2 o
oy a5 L;.,\*,JS,: b6 @Nwﬁsﬁ% s, 031 35 DNS g 0 gla )T canals
e B e o |y S

Dl

host myserver {
hardware Ethernet XXXXXXXXXXXXX;
fixed-address 192.168.6.200;
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option router 192.168.6.1;
}

el sl BB o asie 5 5alS w37 5 g5 o) :OpPtion at group Level
LS5 host &iljle 51 glas sazme 3103 8 sl bl o aasls hOSE Sljle Loy § oK g S
aad gl oS 55 esleul Use_host_decl_name i L i host Ciljle 53 Olg, (ol ol

W ogs o dlesl LOL

\ s
‘( r 14 g

group {
option [use—-host-decl-names true;] \ D N
host PC1 {
N\
N\ 4
}
host PC2 { \§:‘

\ \ h
} W\
N
sl o Jlasl LB Lol IP g, & ol 4T 51 65 ) Option at Subnet level

C))L:.G DL dUJJT ji.“ di.i_g w).’Tki{L Ja.wj Mbda 45‘)‘ Lf"’ljﬂ QTQ. dthd 66‘&«3
Ly Ldien U Lls 13 aKd ol 55 ST LSS & ks dhepd s ys e esissubnet
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<l b subnet &jle 53 e ul)l 5 baay § A8 o S50 g e (dilodd asie hOSt Sifjle
L Sl (gl oadows 93 slyls 5 Jbs 4o Subnet o le 345 oo Jles! OT leuMS 5 8 55
31 oalizl b ataed 5T (sliad K 0ly oo das o OLES ol ol gy gla uynT (Gl Ijmme 05,8

LLalsrange Ohle L

subnet 192.168.6.0 netmask 255.255.255.0 { \.

range 192.168.6.1 192.168.6.200;
} N :
subnet 192.168.7.0 netmask 255.255.255.0 {

range dynamic-bootp 192.168.7.1 192.168.7.200;
} S\
subnet 192.168.9.0 netmask 255.255.255.0 {

range 192.168.91 192.168.9.19;

range 192.168.9.31 192.168.9. 2({

option domain-name-server.4.2.2.4;

option router 192.168. 9‘250 \
}

¢ L4 03,41 SUDNEL & 5 )5 S\L‘“w 23S e 530620 ¢IP jl Lk =T Cuand 43
ol Y ST 9 s LS Ol la i T 558 o Jlasl 0T 4 Lo 503 55 o Ol Olas @5 jatbes

N\ ™S Lgd sl OT 4 b L, 13 0T
el g5 53 L;\su&net 53 DHCP oM™ a5 sl o 0l &ole ¢ s range el $1:asS
Sl S db o olamst sy 5m o ysT SIS 0T 4 il s s go 5T 4SS5 6 cdyles o sT

Ssd gas b b g a3 sl Aab edis Ol range
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3 b o Jlsl IP g5 w4 2T ) (Option at Shared-network level
T o U158 (o s SO LIS (o IP S )8 555 2 015 (2 IP s sl 0 oS 52

ol it Sl VIAN b gt g &S5 3 IP s Cad ol sl Sl o g 3 S 518 5 T

shared-network tohid { N\ N
option ‘t
subnet 192.168.5.0 netmask 255.255.255.0 {
N >

R\

}
subnet 192.168.6.0 netmask. 26.255.255.0{

&\
D)

) N

93355 e Jw\Jhcp 65 o35 oles 4 52T oyl o s :0ption at Global level
2 OPtioN Ol 5 o bl 3505 jloj s Olen 3 L b {} /3L 5V ST 0 S ola Option S
< routers usb option ¢ ws” 5 5 .astglobal bl &y geas S5 S (a5 5
(azw/ 3 >Y§T&1>)QNQJMVA,‘_;JM\,W S op s (e Ol |,default getway
& Option T xSl Joes OPLION L o Jsl oy g opl 53 el o plia o2 L O ki Ll il

23515 6 gl s OPLION & Lo (6 5V Sy AL (0 (Joes 0 53 &S
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Dhcp g gw s 4 &g g

Config Ll Dlekis 03 5 e ) 5205 (o) 2 (o0 02 ANCP ) 525 51Tl (61 08T sl
d}W)jlé4.3)}3.«4.50.l‘.J‘JM‘jﬁ-OW‘)OTM‘{@‘JJﬁ)égﬁwgg)j@).’)ab;{)ﬁb
:ﬁ\csbﬁL@;T@;,s@ﬂj)mfxséai;uzfﬁerror,;

1. No Configured to listen on any interfaces ‘ b
2. No Subnet declaration for ethxx b

2N p
S D)5 a5 ol ol iy ol xe (NO Configured to listen on any interfaces

bl OT sl 55 bbedit L.as : 8 Dora L;Lé&’\uﬁmﬁub@,,ﬂ Sl &l
N\

#vi /[etc/sysconfig/dhcpd
DHCPDARGS=ethxxx N\ 4

L8 sue 10”,&@‘&&.”5@ «Lp\;o,,g\)&,:a,tscucg))ga ol Sl s
A8 LI P Lls gnnS. oo patniin bnt) &7 (o) 4K S8 0T (J il axsls S5
,ufdauzs%IP66\&;aﬂf&)@.’wfﬁj,;.;p@%Binding,&m\gﬂxwﬁ

.@1554&,owﬁ@\4§&§u@m)

{"f{d‘ y2ein b(a)‘}l

=) ¢SS 68y ,i.ﬂ S o, w S o el ol :No Subnet Declaration for ethxx

o3hs L YKL 05 ST o b 5l dw (sl ois (w5 0T (gl sl subnet jga Lol syls 515 e )sT

jcu\.;‘}ﬁ- b w}ﬁCOnfig Jils &‘ﬁ@j)&&);@) U’-’~‘ r.;.f@‘ﬁ‘ bdhcpd )j:""'b a)L:}.) ol

s SEAME ) s 3l oslinul 4 3L s 10 .uS™ o StArt 1) g 5 ¢S 1y 0T Cmno

g o gmmes INIT 48 sas 15 503 S 418 Standalone & 50 o dhepd a5 o 145
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o sty gl IP LoT
o 33 S A4S o 610K dhepd.leases L6 s 1, ods S8y sl e,sT LT dhep
IS Slors ewg e LEL Il 34y bbb ol BT syl 415 /var/lib/dhcpd/dhepd.leases
L L R O IS g PR Y D SRR PUUMEL S TNV S 1 [P NP
ST s s 4 a3 L,._1,,‘,,15,\;_ﬁgc.:\a,_i\dhchd.lease
Sl s 4 bl 5 b o ok 5 0l oslizal dNCP Lo 55 Ladd Iease\&\; Sl S5 4 oY
sl 3 sdn S syse Iy dhepd.conf LBl Lis )8 s 0w 08
503355 5 sl 1 o b var/lib/dhepd e s

dhcpd.leases
N dhcpd.leases™
dhcpd.leases.rpmsave

dﬁﬁgwf‘ Ji= 5,05 i s dhcpd.leases  L6ys LIS 4 os 51081y gla wyoT LT

%,

.z - 2

Iy odds &Ny la IP LT .utjsggdhcpcwm?uup 33535y 3 kb ol s 4S8 crash
ol AT e el s Objéﬁu;m:J\J? Ml s oS 0T elys O 205l oy
B o s JSKie Ss Sy s 536 S se 3 dhepd.leases™ Lk s a8 S eSS b

AL iy mwd 3 g eslnd 4 Ll Lol b
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DHCP Relay Agentp ggo

_ ::: H@

. o retay agent | é@ N\
B )

dhep i, 1) 358 o Jyl dhep o sle S 50500 &u‘@!,s,.a relay agent

LS e S ols adeine 45T s (gl
dades j e 355 i1y Broadcast (ol e aS i) DHCP Relay Agent jleslal JJs
Broadcast @u‘,‘\Dora LS Oz s 1S b1, Dora, J>1,. 4L IP c;éjfé\ﬂu%%}
DHCP Relay Agent eﬁ;",'\\_‘J§_:.AQ{J{;\ﬁu.%‘wdg;,;f;\\,t@Thjww\

S 0l
5 sées Jloyl Broadcast & 50 4 !&u& Izl (S Jos w5 5 pu DHCP Relay Agent
el 5 33 59, DHCP L unicasf\,),_.qsp.w, 03,8 )3T oo |y 1S IP (5Ll
) il 28 @l 53 LK JLyl Client stﬁbcmafqﬁwwdcfwwﬁsgw
LS o i
\ :V:S@;Lf\,dhcrelay&b,a,ﬁngg.\;{;ﬁ&uedit &y

# vi /etc/sy&onfig/dhcrelay
il 5l a5 B ol slead o g
INTERFACE:"eth1"
ST sl 55 |, Broadeast oSGl 5 as SISl oS oo et bl o

DHCPSERVER:"192.168.7.1"
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dl>'3}':"g_g“dl’éJ"'.’.ﬁj“’Q’.’."‘BﬁjQ’.’.‘J’.‘.’.‘.’:’.L.'V‘.t‘:fg_g“")‘ﬁ‘)dhcp)ﬁﬂw)s‘i‘b}(ﬂ.‘)éﬁ
sl s 5 da ol IP 4> & 1, S Relay Agent S atie 5 e surOULE Sl &S WL

S Sy 1 o9

# route add -net 10.0.0.0 netmask 255.0.0.0 gw 192.168.1.254 .

# service dhcrelay start & N

N\

Sk i sy 35,5 4 1y IP cl s s Broadcast sl 23 S (pania rOUte Ls ol s
P A TOULE 53,55 o &Sl 028 g 2w FOULR Ol e 4 &8 Jas ¢ oSy 1y NEL s 1o
258 oload gz

L\

¢
O\
\

N\
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dhep Cadls’ g 59w Oloalads

b S8 i S oS OBl DHCP outins s g o Olsims 1) 48 187 S5 il 59 g0 3
g 1P K 0T sy 5 558 oslizal DHCP s ol L T 51 S s NE R
L6 S /ete/sysconfig/network-scripts/ s s &s &8 5o 133 8 (s (Bl
S 51355 o0 5 e 3o )y A5 0 Kb IS et X ST ifcfg-ethx ot «
LS (r 03limal 55 s 51 €EMO ol LSS S sl

#vi [etc/sysconfig/network-scripts/ifcfg-eth0
ol oS eSS e p3las L1y o5 sl Sekie b Sh LI 4B PR T S 0ol ¢l
G PR G L TPF 23 Olhle
o0 ol 2 IS 4y (8 5 o 4 el (28 1P 5T olen 1PADDR
.Zwl subnet mask oles :NETMASK
Ju33 8 o jamie TANGE 4 a5 byl s ops,s e3T e (NETWORK
.10.10.10.0 . ,T
b3 gh dlesl L6 5o -*ie.gv-‘“ L.S"\J“” Ll L 5d (23 JMie o Lo b UL YL O le an

AS” 14y x5 static 4 BOOTPROTO o jle jldas LiL lasl @
AS Ay x5 Yes 4 L ONBOOT o jle s @
JB s %QW&Q‘“&&‘*V:MQKOU@&JQ‘ o3l oy ST i Dby
.Asbdhep b 1, BOOTPROTO jldis S ,a ,sifcfg-ethO
BOOTPROTO=dhcp
oS el 5 g 3l o1y s I8 Obtain a8 oS5 C5 e Sy g 4 ol i
# dhclient ethO

N

15, 8a IP s TANEP 51zl e 4 oS oslizd 35 5 523 51 51 5

# ifconfig eth0 dynamic
03133 s Sy b 9 355 (o0 o 3l 0 @S STkl S j g0 4 45T I P s ol b a4
w38 Sk JE e
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sses ol 513, IP 5w dhep a8 oS lsly 1) Ss S, ¢ dlS L ey 55 el i S

Zréfdaoéu‘;w‘

netsh int ip set "local area connection” dhcp

03,5 oslizul dhclient | gus 02l55 oS (dykad) (S5l 4l | de 5 50% ol m,a\jsqu\ Ji>-
wlal =1 OT lgsl & Sl S (W [P sl 5= 55) =S Sl 43,.:87/5% ol V.A\j» S

48" r Lyl 15 IP st 5 0o dclient S S
# dhclient -r eth0

3
AL . ipconfig /release gipconfig /ﬁnew Oy 525 OT (659 9 Iolaa
dhep s 1 adeas b o8 Jleb 1 s L8 Obtain ¢S asls Sy @ NPEIgN Ky
S Ml 5 bskes e ST 5L, S G 2 “}bf.f JB Ll ST T el o

#vi [etc/sysconfig/network-script/. ifc%—etho

BOOTOROTO=dhcp BN\
PEERDNS=yes
bl cpl 5 558 o Zib,ys dhep )’M ' dns oLy asls yes L, PEERDNS &le S
.Jﬁwdw\t}»bngoMoﬁﬁ-s
\’r@ 230 3N Kl 5 el @IS @S Gaeiia 5 BB s R b els o0
#vi /etc/sy&:onfig/dhcpd

DHCPDARGS=eth0;
DHCPD_INTERFACE="ethQ";
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G905 Jo6 S (5l

F sl e TANCP 5 (s S b6 45505 &S gl o
# Define global values that apply to all systems.
max—lease-time 604800;
default-lease-time 86400;
option subnet-mask 255.255.255.0; g N
option domain "foobirds.org";
option domain—-name-servers 172.16.55.1, 172.16‘5.1;
option pop-server 172.16.18.1;
# Define the dynamic address range for the subnet.
subnet 172.16.55.0 netmask 255.255.255.0 {
option routers 172.16.55.1; 2
option broadcast-address 172.16.55.255;
range 172.16.55.64 172.16.55.192;. .
range 172.16.55.200 172.16.55.250;
}

# Use host statements for.clients that get static addresses
group { \

use—host-decl-names true;

host kestrel {

N

hardware ethernet 00.. c7:aa:a8:04;
fixed-address 172.16.55.4;

} i,

host ibis {

hardware ethernet 00:00:c0:al:5e:10;
fixed-address 172.16.55.16;

}
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P

Xinetd (gw
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XihEtdw’,ﬁg’ L

SANP ps 2 Ol Slhes b (s Sas S i Ol (o0 LKL Sy b sl NI S
oy telnet L us” ping & e init aiby Llsys o 8 s Sk 4 e Nt w8 IS el
 Linux Lsle e Lo Slay1 33 5 .l SUPET Server L xinetd w{{.ﬁ )3 &,\:j,u -
R .

:M"deﬁfﬂQ%p‘ﬁ)KQﬂ)u)%-ﬁs

(Standalone) J&s oyse s ®

. T, 4

Xinetd sy J sy ol Cos @
Ayl 315 45 e ol = SUper Server -S|
23 AL les S I8 OT LB 5o il 5 o 505 6la s 5,0 457 ol A 3B o 5 yor IS 550y 5
xinetd L 5 oS plaS” 5 uil, init,mﬁ}otqug o5 j\ﬁr\ﬁs%ﬁifwouwu
¢ N A8 L8
m‘jﬁdiicsl.&)lfﬁﬁﬁhcisﬁf@od.@&Q‘)wjﬁdiicsbw‘jﬁ-‘)bg;iﬁiﬂﬁ.éXinetd
3,03 1 3Standalone w.ys J}fw‘; sl 5 olgs 4 gyl C,sJ?L Sl OT 355 odge &
03 (B Mo ST Sy pe 1) S dias g e Sl e Lil5 (0 ST Sl (50131 e 5 XiNetd
QTSVTSM\;“conﬁgLgu,u\,g,'\wﬁﬁs;é;wabb,,ﬁﬁgmf}g

sl IXinetd L cos b s si | ~Istandalone o s 4
N

StaNd il p, S 58 o 4 bl odind g 35 s g s e o 4 3 Sl 2 3l S
s 40l 4 Xinetd s xinetd L5 & s e LS . 25 5 alone
Jiuu&.uWM,JLgux?L;La)wp;M.M@KT\)L@;T@,}@C;@MM;@Jz,f
dr W Bl o o 4 by CONFLDL AT (o YU o8 Gl b s il oS

s plsil L (6,8
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b Olej 53 358 0wt inetd ol L Unix L Linux la 45 5 oan 55«8 Xinetd s .
03leT 5,37 o Caws a5 a7 SleMbl 05505 ST L 5 o gl amrl e 55 (6555 pls 5 Job 4 (Ol
P P oI

etc/xinetd.conf/

etc/xinetd.d/

Jols clile €EC 6y 5 pls Cow g S sl bbb ST Wlea oS )dl;etd.cor#@:ﬁ Jste
B 65l sluw 5o ete/Xinetd.d/ s 55 s Cov 03 g 4h Cod A3 g st{dl;;i)lp)’\b\
se 5503 odalie ol Oloa b cze L Ol se (telnet ") q}ﬂ&&‘j‘@j@b S e
23 Bl I3 A3 g S35 2y St JES Al OSB3 0313 g b e
Lt i BB VIM WSl 20 ola Kl s L s dizes text base, s S sla L6 ST S 5
L3l 3 ek )50 1 T L regedit by s )l )‘ﬂ&fm:g) JHlo e Jb g g onl Sodus 5s I
OT &8 a8 o Cdld (5L Sl ol pondioes St ¢ Sl Oy 520y 53 05y &K Ak shell
Sl 03 ity OT ome &K S Wu S & Iﬁaenq)n Jolss opl & dads as g o Ll gt O g2
45@Laaw,@ﬁﬂuuwg’qwzbuﬁ,ﬂ&\ﬁwaj@ubyﬁ xinetd.
s b A e o S e Al e il 53,8 el et S
sixinetd & Wl ods Ca s OLs psliag s zelyl € ls asl  usle {f JIs Xinetd.conf L6 s
..L'Jgtelnet-\.ﬁ‘j@}&M%)M-\{ﬂ)ﬂ%\{ﬁ&QSW@QMTY\{&)&L@&L‘&})
dr Ll g o oS A3 oS Wlgp L5 0 OT 535 514 5 15 b xinetdé1j).a..\;.§ftp,5;50\i
\ Il S (S a5 LS (oo (oS
DLl asly s Xinetd wal s oy gr Gaseid DO Les 1 0L 55 B S sk Oles
ST e 613 45 5 1y SleMbl il 4 game 5 457 0 b identication
35 S 53 3,13 I8 S 4 L Sl 53 )ls 0 S 1, (iP) ixels Xinetd us telnet .S 5
e Sl sh o S 3 yls SIS 5L oS 1 S G hia,lS osled g odiS sl e olulis oyle

U‘i‘ LN .'\56/3 C,.S b Cowla W LSSJ L) < oWl |0g out failure c.ilw LsiLwL.& cJ\.«.ﬁ:
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9'\i}"f“s‘&\""'u“\:SM@LNQ;\E;"M‘J;:MQJJAZ@(\?J xinetd L. g la,lS

s sy odlgls w4 B g gl WSTed s e oS Ll ip Js @yl userlD

xinetd wolzo g blyo \
8

A Bl > dals S 4 e A s il 42bls s e 100 55 5 Sl 55b o
.MAA\?A;—\;»L;H\?-JQLlgdaswjﬂjajjﬂQTLﬁ.«baﬁg{
@\)@Tdu@!f).sgiﬁuujosfc)u- absl> 11, m}g)jﬁ‘S&u 9 Xinetd
6.5, sstandby Sl a ity bisyse gws e 53,5 ool gl 5 T gl 4 g 4 S odge
>,1,\)J£;>UﬁM,ﬂ,w;@\?\;1,oTxinetg\Mﬁ&,ﬁQT‘_;!J{G:.ﬂ!y,;&;i\um
>;Lg;|.u\°|,xinetdc,.z:o\jssg\)um,ﬂ¢wwiﬁsgcﬂ.wwfgmjﬂ@ﬁ
u\.J;L;;\.uiobstandalonea,y‘gu\i&b(ﬁsg,dhcpyﬂ\;ﬁéum,ﬁmc
s 5 S ebslXinetd Cow 05 e Indiyls listen " telnet b 5 ftp sssh fze sls w5
356518l oy Standalone & s 4 Wb L= ¢ 2515, 5 gl gla
U s o 53 g3 pome Jlas bl AAMIN Cans 5 358 oo Sl s ol 0¥ &, XiNE L
LXinetd s Ltk ooas 513 XiNetd Co 1) wal GV 28715 (Sl1s o qms e S350 o
e 53 b6 o 2 s 4 by Xinetd KL s del el oSS
Cos S gla u::}ﬁ Kl gla b ﬁ/etc/xinetd.d 53 3 3,05 4l 5 [etc/xinetd.conf

13 513 5 Sl a1y JL S ol (6, dial s e g Ligd e oylsl XiNetd
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xinetd Jb &y 30 992 90 S (P T (w3 »

e ) g s s b g |y b g Ol e XINEED LB S 3 &8 gls 8T 1 g3lam 5 5o

ML o (2 T s Sk 5o el U palie sl 5 ¢ -, Man Xinetd «

. instances =60
4 s INSTANCES =60 .das oo feuly Obej o Canl 555 iz o 9 ft;‘ L
SN S 61 i ftp 515 5 ws telnet 545 1Y aas s 560 51 5
2l e Olesle ¢S o 1) sde plass 44 CONNection, refused plin b 358 Jooy A5
o Sl Olejle 53 sde ol B L 2 e S 5 Sl S5l ﬁ)‘f 600

Aigd e LLwn.s stand alone < b

. \7 log_type =SYSLOGautjpriv
@;514545@@1,&Lalogj.m\{”,wsyslog&ﬁ‘)ﬁytwwwwud\
C\\ U RGP

)
log_on_success =HOSTPID

J}.&dawﬁlogQTL;\AW)ﬁld)‘A.fo)m‘}ﬁ::)ywjﬂ)‘éﬁ@yﬁﬂ.i%f‘
N ™

. log_on_failure =HOST

S o (5513 2108 e pU L IP 51 3 8 s s G0 2SS

cps =25 30
ail oy ijrﬁw‘}&)gkﬂdﬁbbx o990 3,15 39 A > ﬂTw‘ Sol>= >
Qmpu.\;..x;fretry|.x>,=».u{4:sl;".x.;g-.u“s)!}ﬁijif!ﬁwogﬁg.mw,;};ﬁiﬁ

WQM‘}:‘SAJMQ‘}})JZS 4:4‘5).) V")*‘ ob;Wba‘)J g;.w‘tlme OUt QL‘)J
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&y o ol s 5, Jlasl b S s 4l 30 Wb ) 26 Culsys STl Lgd fuos
L CPS 3,0 5 .L3L INSTANCES L Cwle L CPS sus .ail » DDOS ool 1 6,5 5l
oo baan 5 il wils 3 b 408 10000 147558 4 5 w1l connection per second
axd> o dS Sl opl aie s Lsd BB S 50y ands ¢ L6 10000 &8 ol ot oo L 58 o
c>s (Xinetd.d) xinetd (g, &S 05 3 55550 la g S Led syl & 25\3\5’ (450)
do o) 4l 55 s 4 s Chargen 5 ftp ¢ telnet wsb wys o 1ol xinetdie, o

ﬁ)‘)&b\f&bdﬁi Xinetd.d ‘_g)jzfﬁ\;);w)ﬁ,a&k’q.xf@jfm)ﬁ

. disable =yes Or no
LSl 0T Ko 45LN0 1555 o Jb 8 s w dsbyes S

\
N\

wait =yes or no
w:xbyes S1.Single Thread b .l Multi Tlvead by e sl 0 AST e atee T ol
N

Ll 5 N0 ST Ll kS Sy (Gl s 53 o 3 rnly oy Sl 53 4 Il il

¥
server =/usr/sbin/sshd
L L6 ol oS 5l 1 Bogge s ol BB (6l o Sl psT il 4w 5l i
NS b 4 s 1 0T BBl dsi g g e 6 ST Bl s 8L L

user =root

sock_type =stream or dgram
dgram s, » )l 5 L8l (o TCP § 51 eSS o 358 b5 Stream gy, » b= ol lie B

g ks UdP 55w s ol eSS o i
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server_args =/etc/ssh/sshd_conf

5 o s €SS 3 Me s | LT Xinetd Gl Kan 45 5,403 Blo S 1 (6 S gz g o B
BI5 o l 35 eS ol Doy bS8 sl B L 5558 105 6 iy SIS oS 55
bl opl ol ST AL 3 5 ey XINEd s Sl (S S5 Bl g 5 S S
350515 3550 g KA1 BB e s 8T nl sl 55 L (ST e xinetd « 1, Ls
b g 8 g e GBS 6 5 a o ‘-éﬂﬂ};ﬂ‘y}w Q>‘ =S &

(4
bind =192.168.1.1
a3 Gl |y a8l SIS IS ey (5l sl g 2l LS pslae T

\access_time =19:12-19:16
S a3l g e ol 515 Sl 5o 01 oSn bt Lot oyl

\¢

C\\
3\

N ™
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9w Sl 9 Xinetd 40 oud Sl 8 31 ol 4igod
Vsftpd

xinetd L ;5 g opl potl e S 4S8 standalone & 0 4 vsftpd s
X|netd LGJ}:fjf.‘J J‘f.) 229 P v YES J"‘J" QT gii:.@.:g J.ib = ‘) ||Sten=??? A.Zijf u\ikb‘}& o)‘J‘

@
:@\mGJJ,TJiu;“S\aﬂﬁj,g‘ﬁjw@@&u&

Servicevsftp N
{
%,
N

socket_type =stream  wb L tep 5y MeSy n
user =root 54i ol | @) pder Lwg s, ol ! Co Sl dSe jodin
server =/usr/sbin/vsftpd s, e e ol 2! BB 6l S Sl uyaT
server_args =/etc/vsfto‘d/vsfkd.conf ol ST lid S K8 L6 o yoT
nice =10 \
disable =N0. ol JBE s g A> o OLES
flags =ipv4

N ™
}

%,
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S W AOwOwd

o 9d 4 Repository o 5 a3l ¢

\ 4

L\

\¢

C\\
)

N
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o 9d 4 Repository ¢y 5 43Lof

S aslrepository os S alsl -1
I sl pAf L L sla )53l s Jre dls (o 1y of SRCTEBERERIS I PRI 47 u"() ™3l se
<
Iy 6l Jls Hsb 4 AiS eslanal WS o) 5 xul O5les s YUM S Al g @,'t“sajy,b@'u; 03 S

.V:S@o:@\ﬂj;u)y@yumw)p:j\p f &L@J}\}'@‘rjbb;
# yum search pdf 5, 9

M‘)@‘OMWOJ&Arpm Qw:!)‘d.i.’l&d&bsym@.s‘&‘ yum c)‘}:.w)w'%ljb

Cnd L 58 o (1SS T s WS gl sl 1581p 5 a5 dies (g 5lw 6,503 slelKa Sl O
\

C\\

3,5 add e 655 2 1 LT SHELSalun b g aen L5 (S5 5,03 555 (9L Olee 550 655
= P . . - .
J..Sdnwg..wd)ﬁmbyu M}ﬁb&ﬁ}@)ﬁb@‘@h‘#&‘y@vﬁdﬁc

2 Dase O 0)3T5.S o lahepel 5 Dase O 4 015 oo S 5ud O5Bee p e 5 o Rege )

Dl S BB ol ot 53 O5bee

o s S35 AP R ey Doz wBPRl Jy 5l sy Sy me sl w55 el )

I(j)@ﬁju.u).:—"quz;“o—(ufﬁdcs‘ﬁ.mf%@w:d))y@‘)OT%[{}W

https://fedoraproject.org/wiki/EPEL

. 3,15 35>3how can | use these extra packages? ol 4 (towd okl L ammio 5L o
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How can | use these extra packages?

EPEL has an ‘epel-release’ package that includes gpg keys for package signing and repository information. Installing this
package for your Enterprise Linux version should allow you to use normal tools such as yum to install packages and their
dependencies. By default the stable EPEL repo is enabled, there is also a ‘epel-testing’ repository that contains packages that
are not yet deemed stable.

(-;) NOTE for RHN users.

\:' You need to also enable the ‘optional’ repository to use EPEL packages as they depend on packages in that repository. This
can be done by enabling the RHEL optional subchannel 2 for RHM-Classic. For certificate-based subscriptions see
Red Hat Subscription Management Guide 2

[fyou are running an ELY beta version, please visit here to get the newest 'epel-release’ package for EL7: The newest
version of 'epel-release’ for EL7 B9

Ifyou are running an ELG version, please visit here to get the newest "epel-release’ package for ELG: The newestversion of
epel-release’ for ELG &

[fyou are running an ELS version, please visit here to get the newest 'epel-release’ package for ELS: The newestversion of
epel-release’ for ELS &

You can verify these packages and their keys from the Fedora project's kKeys page: hitps:/ffedoraproject.ora/keys =

‘ \
3p—1ﬁ@~‘~.wwbﬁ°°;¢§:1§@)&6wx&bMdﬁ‘%‘\%ﬁ‘e

http://mirror.switch.ch/ftp/mirror/epel/6/i386/repoview/epel-release.html
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#rpm
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epel-release - Extra Packages for Enterprise Linux repository configuration

Website: hitp://dl fedoraproject org/pub/epel’
License: GPLv2

Vendor: Fedora Project

Description:

This package contains the Extra Packages for Enterprise Linux (EPEL) repository
GPG key as well as configuration for yvum and up2date.

Packages

epel-release-6-8 noarch [14 KiB] Changelog by (2012-11-04)
- Fix URL bz #870686

a>;&§|,aTw,>T‘ué,sjl;beﬁ;g‘_;,,ﬁ,Packagesw«eu\i,\?w‘g;,,,p

.‘.:S@@!,gﬂpm L syum | szws bw g terminal ais s

-Uvh http://mirror.switch.ch/ftp/mirror/epel/6/i386/epel-release-6-

8.noarch.rpm
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#rpm -qlp epel-release-6-8.noarch.rpm

T ey S ol 35 90 53 WIS AN (il 02 Sy s b

# rpm -gip epel-release-6-8.noarch.rpm > X

s repository\:p; wlsl -2
S gilen 5 Sy DG 1ty o b s LSy i Sl O o 0 oy g poms 3
Sl s 03 YUM S ()18 L 1ol e sl b (GiaBls v 05 PM o s o
) Gl A8 s O o (el ol o 4y 1y ks 3550 NP p A (oo O jme IS RR A
e e I e Tl - B R T sl =S5l b b Ll
s s Ml 5 iy Gb s eSS a5l G S s 1 e e s VA DL g
TS /etc/yum.repos.d

@
\ ]

# mkdir -p /opt/dvd/pkg O\
# cp -rf /media/dvdrm-na fopt/dvd
# cp -rf /media/dvdrm-name /RPM-GPG-KEY* /opt/dvd/gpg

# cd /etc/yum.repo.d/
# mv CentOS_mediaﬁepo dvd.repo

. N
#vi dvd.repo

[dvd]

name=dvd

baseurl=file:///opt/dvd/

gpgcheck=1

enabled=1
gpgkey=file:///opt/dvd/gpg/RPM-GPG-KEY-Cent0S6.0
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[dvd]

name=dvd

baseurl=http://ip-address/ opt/dvd/

gpgcheck=1 . %
enabled=1 Q N

gpgkey=http://ip-address/pkg/gpg/RPM-GPG-KEY-fedora. '

\ 4

Uv,;fngbyum w‘}ycsurepow%bwﬁtdnb &Bﬁa)ﬁoﬁﬁ-s‘)g}‘ﬂ:ﬁ

cache )51, Lu> repo 53,5 55, 4 1, yum }ﬁui;xj)j:.ww\;dcww ) e aie
TS s YUM e

N , <* S S P

# yum repolist
#yum clean metadata ’ \

s 5l 4 Jlasl 4 L0 YUM s b sl 5 oo sl g S N A ) s ged b e

# yum -y install_bind --disablerepo=* --enablerepo=dvd
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