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Develop »

Our Sponsor ~ WinPcap

e
WIRESHARK Get Acquainted v Get Help ~
What's on your network?
Download
Get Started Now
News And Events R
SHARKFEST Was Great!

Thanks to all of the Sharkfest '13 attendees, developers,
speakers, and organizers. It was once again a wonderful event
and we're looking forward to next year.

Sharkfest Retrospective »

Wireshark 101 Released!

by Laura Chappell

Foreword by Gerald Combs

This book is based on over 20 years of
analyzing networks and teaching key
analysis skills, It's the book many
people have been waiting for Laura to
write!

Wireshark 101 is available in paperback and Kindle formats.

Learn More »

More News

§, Learn

Knowledge is Power

Wireshark Blog

Wireshark Tutorial Series #2. Tips and tricks used by
insiders and veterans >

Aug 12 | By Hansang Bae

Fifteen Years

Jul 15| By Gerald Combs

Troubleshooting the hidden dangers of TCP's Nagle

algorithm and delayed acknowledgement

Jan 11 | By Hansang Bae

‘ez Hands on with Wireshark

nl Hansang Bae shows you tips and tricks used

by insiders and veterans, First in a series,

wireshark.org Colw 09 dxbo : 1-1 pgal

\
¢" Custom Search '

Enhance

With Riverbed Technology

(¢}

A Enhance Wireshark

Troubleshoot your Network

Free 3 day tril

+ Save hours on network and application P -
issue diagnoses
* Monitor physical and virtual b

environments
* GUI packet capture and analysis
 Fully integrated with Wireshark

Try Cascade Shark VE & Cascade Pilot Free for 30 Days

802.11 Packet Capture

+ WLAN packet capture and transmission

+ Full 802.11 a/b/g/n support

« View management, control and data
frames

HAS

* Multi-channel aggregation (with multiple adapters)

Learn More »

Buy Now »
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‘ Wireshark 1.10.1 (32-bit) Setup =l =

Choose Components
Choose which features of Wireshark 1. 10. 1 (32-bit) you want to install. ‘

The following components are available for installation.

Select components to install:

-..[¥] TShark
i#-[¥] Plugins / Extensions
&-[¥] Tools

-...[¥] User's Guide

Description
Space required: 92.2MB Po

our mouse over a component ko see its

Mullsoft Install System va.46

| <Back || Next> | [ cancel |
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Stable Release (1.10.1)

Windows Installer (64-bit)

& Windows Installer (32-bit)
Windows U3 (32-bit)
Windows PortableApps (32-bit)
0S X 10.6 and later Intel 64-bit .dmg
0S X 10.5 and later Intel 32-bit .dmg
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03 ,id b glgioe zlySeiwl 1 pgd oS

Tar —xvf wireshark-1.10.1.tar.bz2
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root:~/wireshark-1# ./configure
root:~/wireshark-1#make

root:~/wireshark-1#make install
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apt-get install wireshark

# apt-get install wireshar
eading package lists... Done
uilding dependency tree
Reading state information... Done
ireshark is already the newest version.
The following packages were automatically installed and are no longer required:

libdmraidl.0.0.rc16 python-pyicu libdebian-installerd cryptsetup libecryptfsO reiserfsprogs rdate
libdebconfclient0 dmraid keyutils

se 'apt-get autoremove’ to remove then.

0 upgraded, 0 newly installed, 0 to remove and O not upgraded.
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[ =it Checkout |_—_23 l |

Repository
URL of repository:
http: ffanonsvn.wireshark.org/wireshark/tunk/ -
Checkout directory:
C:\wireshark

ai

| Multiple, independent working copies
Checkout Depth
[Fully recursive = ]

[] Omit externals [ Choose items...

Rewvision
@ HEAD revision

) Revision 7 [ Show log ]

[ o< | [ canca | [ rpew |

(checkout) wy,lg : pgw o8

Slo ©sSpls &S 5,5 wwlgs susliv S (o Wireshark digy (9,5 53 4§94 Subversion a5 K
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). » Computer » Local Disk (C:) » wireshark »
= - ——  m—

Organize v Include in library v Share with v Burn New folder
& Favorites Name ’ Date medified Type Size

Bl Desktop svn

& Downloads . aclocal-fallback

| Recent Places . cmake

IR Google Drive i tools C:\wireshark \tools\\emon\README

i tpnep C:\wireshark\tools\emonemon. htmi

4 Libraries |_| abi-descriptor.template C:\wireshark\tools\valgrind-wireshark.sh

3 Documents || airpcap_loader.c C:\wireshark\tools \pkt-from-core.py

o Music L] airpcap loaderh 2;t::;::::::z::t::':;lzlodmg-args.pl

M\ Pictures || AUTHORS C:\wireshark\tools\wireshark_gen.py

=)l Subversion |_| clopts_common.c C:\wireshark\tools\svnadd

Videos || console_ic.h

| dumpcap.veproj

M Computer | frame_data_sequence.c

& Local Disk (C:) | packaging.vcproj

@ Recovery (D)

s New Volume (F;)

ORI 7
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2w Slo bisly 5 ulul glo S5s3G5 cdiad ool 3 a0 513 Guyp D90 1 OF glo Sis 9 axiloy
4Sed glo ST G5 3l b (e 30 055 euslys &Sl 1) dSid ledbl gl dtuy s £35Sl LS 3350
4 Wlgs o eaolie Gl b (LT 45 5,5 eualgs oslatul 031s glo dtwy 3 Hitp [TCP Jud 31 S3ls 5 gl
Sd 4y 355 Hhu 9 elop BB sl 4wl o S (e 4 SaS alS ool Slsime SHd 0 e

oS 5T 1y Wireshark

45».« il e

Slo dtun J2,ld duad &S Cuwl ) &S by ©lset] sy plos] wb Wireshark 1 oslazwl yo 45 Sz o9l
o S (R el D95 lucw §9y 2 L) Wireshark &5 ol (le ol b .aaS Jawd 1y OF s @l ol
Start Ggie 3 b wuS SIS Hb 99 lSws s 5o wireshark aebyy 50T @9y 5 O Gl Hshaie 4y euils3
s dS CeudlS (SS9 3 s Slo etucw 38 miges US| |y Wireshark dely jouis dule et
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File Edit View Go Capture Mnabze S
0@ AW & B R XIT A 5> F L I BE aaa@ B EE| | 8

Filter: Expression... Clear Spply Save

tics Telephony Tools Internals Help

The World's Most Popular Network Protocol Analyzer

S
WIRESHARK  version 1.10.1 (SVN Rev 50926 from /trunk-1.10)
L Files N oOnline ________|

Interface List B= Open Website
Livee list of the capture intarface: Open 3 previousl captured fie Visit the project’s websits
(counts incoming packets)

Open Recent: User's Guide

A Start

The Usar's Guide (local version, # instalied)

0 § ®

L Choose one or more interfaces 1o capture from. then Start @ Sam ple Captures
SR SIESmANT ST SEMER SaptrS s on e v Security
R Ethernet 2 - Work with Wireshark as sscuraly as possible
@ Capture Options
= Smna captume with detailed options
Capture Help
=) Howr to Capture
Step by step 103 successful capture sstup
® Network Media
Specific information for capturing on:
Ethernet WLAN. .
Ready to load or capture Mo Packets Profile: Default

1 Capture

C 5@ CS i o : Wireshark poGp CStimly |



www.takbook.com

4SS ) 55 Wireshark debiy Lol ooy (o Cow B 5 S (50 sualin YU pgal jo &S jghiles
IS 5o 0193 (0 Lo 3l oud o3l inle Sledb) gla diun hud lyp ptuw Calie il gl b)) Start
4 0xS s 1y O Gledbl gl diw Start sy 5 03,5 SUS b 5 05,5 Ll eualss (0 &S 1y Lo OF
Ol 1y (2,8 Uiy Lan 6Sid O wilgl o et 53 il LAN a5l SC813 051 sl «Jlis Olgis
Sy ls3 o 1y dos Guae dilies .dumn s 1,8 351 3)30 9 (Cuwl Ethernet 1 (5,8 g Jasly Jle ol 2) S
oy oo 4 o SO d,S Ol |y S Jaly €S el 100 150 Cueds 3)90 S sl Jsly So0 vgid
by 4y o 055 S5 WSS s gl ) Gud 2yl 31 U Lol S s | aSus GleMbl sle diug

o455 S 1y OF Sie 10 9290 Jute Sla S5 3l 55 9 o)l Wireshark dely bl

Wireshark dolyp 0,5 (S81,5 by 0 g o 1S

b sle gyie Jols Wireshark deliyy Lol ggio S (0 ouolin jpgas ol 53 S oS 1-3 jeai 4
0 odsline S0 gla doliys elé o i 9 Jitud eges W gin (pl gd (0 Help g File, View, Edit Ju8
383 Oldye b OlS ol i gl Cwod yo Capture 9 Analyze Jibs doliys opl gl Ggie ;500 Lol uS

b oo ) SlaCieud Jald b gie .85 wislss 18 Guyy D90

398 «O9)S Sy «33)S 0253 (Bl Glabld plesl (53,55L lp loyis i Cwd () :File .1
5L oo Wireshark 3l z9,5 5 JalS b 232 ssb @) 0ud s gladld toop

05 (CSG Wiz b ey @ SLES b 20k gope dtun s 09,5 Tu OLBKI Jols Cwd ool :Edit .2
U CRPP S N V- NGRPN

S3y s alad SUKL) Jols (nizrea A e JAS 1y od heo glalsy Giolé Cwwd (ol View .3
Sl oo Jed 3l ) SBBL) 5 dBlus oymy 5o CSG ey (iulé daligd 05,5 Sy oSy

il (0 0ld pasie CSG b 4 58 $lp iy Jeld Giso (0l :Go 4

A2 ey oud s gl ALS Ginlyg g ladive Jaud 99,5 a8gie b £9 5 OS] Cuawd (o) :Capture .5

Lo dSS9, 4308 (994 Jledye b Jl=d oud 00l iulé glaild )Sws () Cwwd () :Analyze .6
230 B ) TCP Glye ey 08,5 JLos 5 ;0,5 ol pasie ©)lop oS G, Sy

oL b gle diuw dodls Wi gkl Oledbl Giolé glp (o Giso Jold Cwaud ol :Statistics .7
LBl e Jed ol 3 Sledbl 5 USTs Bl dhudu ST Giole

.4&b (o Firewall ACL Rules ya3 Wireshark ) 39590 Calizee glaylpl Jols Cowd ) :To0ls .8

1 export
2 Time reference
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LT3 Ly plasl sl Gle 4 10 pols sla OsT S S5 coie 13 392790 Sla 43S 5 58 Ul l b
el oo b O 4 GalS G Canwd () 53 WSS Wit 5 S Sl dtus s Sl Lo

Edit View Go Capture Analyze St

£ phony T I Help
Clogma Bzﬁx@w}@@@*@&_‘aa@wgmv@%@

Filter: Expression.. Clear Apply Save

The World's Most Popular Network Protocol Analyzer

.
WI RES HARK Version 1.10.1 (S¥N Rev 50926 from /ftrunk-1.10)
 Files 0 oOnline |

— Interface List ~ Open . Website

e was hly SO Ol b pargsd sl sie (ol 31 1(1) )5 puiwd 50 Sl glo Jasly Cuuppd @
D9l (o odlatwl S gl dws Jaws
Sl sl shia 4SS Jily Ko el e 05T ol 31 :(2) 505 b gls au3S Gl @
Olge Jols Wilss oo Lo Gl Ghldw ol 31 G551 D9d o oolatul &b sl diwy Jad Olegas
D9 1)
hoo g9 v O
Lo diwy b gl 80 il eas O
ouds oo Giledbl 03l Gilw d9ume O
Golul $pdy SIS 5 Gaolé sle 43S Copae O
oud ol sla by 3wz o S g9 sl 05T ol 31 :(3) wuz ok hawe Sy gesd @
Dol (50 oolatwl
Slo dius 0wy o wulyd il WiBgia Glp Gs5uT ool 3 :(4) ! Jlo o o) s Gilw A8gi0 @
15 pledl Judos oud o gl diws G912 Oyt B gl (o oolitul &S
Sle diuy Ol 3o ols Febl b did) (e SO 09,5 Tug ©lp 090l ool 31t (5) diws U 98,5 Mo @
g (50 odlaiwl oud Jaud
St S gl iy s sl 00 Jes slo A S sl 05T ool 312 (6) s S Siolyys @
WDl M‘y I8 Gy yge s Ol b iy Cawd o 1) Lsxj ) Db (0 odlatwl
Jlool §lp dume (0l 510S 42 g3 g1 $la O5S0T 23 53 992790 RS dume @) SII 398 Colin (L6 1 09Me
S Rl iy 8L 053 oo b Jlis Olgis 43058 (oo 0dlkiul 0ud Jard &Sl Gl diws $9) 3 @2 RS
oS odaline dze (3l 53 DNS 33,5 0B L 1y u3) 0318 DNS guly 9 Cawlgsyd
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Wireshark S38/,S sl JSb

B Olgs o Jgeme yob 4y euilain o0 Wireshark o oud osls (islé cabiswe gl S 4y Jlo> w1385
by Jib 9 s diws gl Cob Bb Ao diws OS> Bl Haws BL : Cowd Hlaz 40 1y Wireshark gla
255 padles Gy p N9 Gl e BL ol Gald 5,5 e

b Jsl.g:

2 b e S e Gile oyme 1O Lo Gl GBI dud Oygo @ 1) &L 0 Jacd sl dius Jaws S
Bloladgr Oygo b (Hiolé Bb ol Hugwd o8 (v WSl |y dd 0w s Gliow diuy S Cuwyad

)DMDL’AU:&J*LébMtllw.?k.ijC_;uu).eéQﬁ‘)é#ﬂédﬁw@@bd%j#)&b@b%'
didd (e Bl e @ oud o gl diw 31 SO ya gl GSLal OleMb! Ly (giw Sl

io|

n

1

. 356718000 vimware_9c:d3:95 CnetTech_d2:30:c0 42 who has 192.168.1.17 Tell 182.168.1.4

SEAE 3
4 1.359220000 CnetTech_d2:30:c0 vmware_8c:d3:95 ARP 60 192.168.1.1 is at 00:08:al1:d2:30:c0
5 1.410478000 fe80::18.h:7998:c25b: addb ff02s:c SSDP 208 M-SEARCH % HTTP/1.1
6 1.756746000 192.168.1.2 95.100.248.34 TCP 60 msfw-s-storage > http [FIN, ACK] Seg=l Ack=
7 1.927535000 192.168.1.2 95.100.248.34 TCP 60 eyety > http [FIN, ACK] Seg=1l ack=1l win=160
8 2.197260000 192.168.1.2 95.100.248.34 TCP 60 msfw-storage > http [FIN, ACK] Seg=l Ack=1
9 2.197265000 1592.168.1.2 95.100.248.34 TCP 60 msfw-replica > http [FIN, ACK] Seqg=l Ack=1
2.236061000 AsustekC_2h:52:3f CnetTech_d2:30:c0 60 who has 192.168.1.17 Tell 192.168.1.
2.237121000 CnetTech_d2:30:c0 AsustekC_2h:52:3F
4

415710000 fe80::18eb:7998:c25h:
) 1621 1.4

.375532 3 :c25h: 22 ¥ HTTP/1.1
11.376126000 :c25h: 5 SSDP 208 M-SEARCH % HTTP/1.1
2] 52741000 54 [TCP Re ission]
54 [TC
208 M-SEARCH * HTTP/1.1
DHCPV6 150 solicit XID: 0xac005d CID: 0001000118f52hcc

60 msfw-s-storage > http ST, ACK] Seq=2 Ack=

c25h:
:¢25h:addb

i ) b Ogtw hawgs oud &1y GdLal Giledb

Juda 3,8y pasvie diws SO (Rlulid Gl &S wed o )l 1y b diws o)leds due Hgiw 0l : No. @
Ao (o Giolé 1) diws SO Ous s Gley Ogtw ol : Time  ®

1 Capture panel

2 Packet details panel
3 Packet bytes panel
4 Status panel
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oS o Olas |y Wl e Lol 3l diws oS (o T sla sl Ygiw (ol : Source @

oS o siolé 1y 99, lewT 4 0)ld wad diwn &S wydl (3 T Ggiw ol ¢ Destination @

A o lolé ) diug Jawgs oud ooldiul SS9, ¢ 95 43S (ool : Protocol @

Ao e Giolé 1y odd hus duw 03105l (giw (pl ¢ Length @

A2 (e Giole 1y duo SO Lol aledb) (giw opl ¢ Info @
oo ool Liolé o diwy s Bl g Gislite SOy S L Wireshark 5o 0,8 pasie SS9y 4o ¢ eSS
odlatul gl JS3gy Ol Sl a3 B uad 5o ;)8 @ 1y Ol ol CulslB (ol (S oualine Iy 1-3 jyg.a5)35s
N aS pla dtwo 1-3 pgad jd oud 03l Ginlé 29,5 30 Jln Olgie 4 098 LB jass o diw hwgs oud
Sl 6588 S5y L Wl 63,5 oslatwl ARP @9).3: S ple dtus 9 (i Sy L Wl 09,5 oslawl TCP JS.“:g).;:
Lol osls il STy oS

0315 Ginlé diwn Oy B o O Gledb] Gldje WS e Wlsawl Jaws Bl H1 1y 03l diwn So & LKoo
AuS odmlie y1) oud OO_)ST Peas 3y J:l:g Ol Jause Wyl (e lods L0948 (50

[® Frame 1: 54 bytes on wire (432 bits), 54 bytes captured (432 bits) on interface 0
|@ Ethernet II, Src: vmware_9c¢:d3:95 (00:0¢:29:9¢:d3:95), Dst: ChnetTech_d2:30:c0 (00:08:al1:d2:30:c0)

&

= Transmission Contral Protocol, Src Port: 49260 (49260), Dst Port: http (80), Seq: 1, Ack: 1, Len: O
Source port: 49260 (49260)
pDestination port: http (80)
[stream index: 0]
Sequence number: 1 (relative sequence number)
Acknowledgment number: 1 (relative ack number)
Header length: 20 bytes

# Flags: 0x011 (FIN, ACK)
window size value: 1018
[Calculated window size: 1018]
[window size scaling factor: -1 (unknown)]

# Checksum: 0x7908 [validation disabled]

)

R oinlé alise sl dw 53 1y diwn oud oslawl dyg0 alise lo sl 9 o JS.“@)Q: O Sk o
o2l 0g-d 0315 Lol Ly () Oledb! B usS SIS + 89y » CewdS by o O3y OWlgs 8l led a5 aad
L9l =8lg Jude sl (forensics) o3ly> (plulis Glyp Lls3 (0 OleMb
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dwy gl b bL

2 ity glo o3l offset 0T y3 45 uad (o (iols hexdump ogud 43 1y oud QLI diug gloosls axio
Ol Cawly OF G 3> ol Sl $lasSIH 5 JlowwdliSan Cygo @y Jauug 30 iy Sloo3ld cuz Coow

Dol (50 0310
0000 00 08 al d2 30 c0 48 S5b 39 2b 52 3f 08 00 45 00 ....0.H[ 9+R7?..E.
0010 00 34 61 86 40 00 80 06 h9 3b cO aB 01 02 ad €2 .43.@... .}......
0020: 7095 10:9d°01 . bh a7 02 b4 ed £d' b3 F1:c2 B0 10 Pucivies wrvevane
0030 fe 6f 5a 4c 00 00 01 01 05 Oa fd b3 f3 a5 fd b3 .0ZL.... vuvnn...
0040 f4 31 B
Cusog Jb

s iylods Javd Cuxdg Jud 3 SleMbl d.)l.g ) e e piolé 1y b Oldas gyl Cumbdy Cuxdy d.)lg
Ao e Giolé 1y b dtus @il 0,53 Jowe 9 (o0l 6))dS wlis 9 0dd 031 (iulé cous o slo dww)la

{

. @”File: "CiUsers\Milad\AppDatatLocal... | Packets: 22913 . Displayed: 22913 (100.0%6) - Dropped: 0 (0.0%)

Cood o Jlo x5 1u3l Wireshark ;)8 (S80S Jaly 50 39290 oge slo Sizs a0 (o5 b Coaud (ol 0
Dl easlss L3 Cuo 9y90 1y 85ud gl diwy s Laass glo dis Gisy

ILQ “I“‘E ! o

olis |y Wireshark 1 eslatwl b dScs Sledbl gl diws Jawd Eumn (39,5 Juba 9 (3 (maass be lxul o
S SO 33 935 LI i iyld dSd Sledbl glo diwo Jad 50 GulS us SO b ALS O18 uals
b Coal 35w el @il Gl g OLses &S 35w S5 695 32 GBI Glo diwy Ja s plSia b e
3 eslss oo e 5l e ) Bdo Hshaie @) Jlo (eusd 95 b 9y b G99 Lo di 1 G5 $lp e
Sl slo s 5 o gl S b o pb 45 3,5 Jloel )b 95 55 055 0 |y b RS oS o3lizal o L

055 g9 o slo A L ) Cad (ol o 3 901385 el

1 Setting up filters
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S8l Jakd wiilgs (e Lo LS ool Wigd o 43S LIS b MHlanl gls dtuy Gl gl Thes gle Al
4 |y winpeap glo Jdoasdlygiws Wb b ) s plodl jshaie &y lied H3 351d 390 pulss o o &S 1)
g4 53 Edit Capture Filter 35507 g5 1 03,5 SWlS b wilgs (o o 71lé Oledass .00 Hgue wireshark
12 0555 Sl e 5 Capture sie & 585 b alss a5 ol 9y 52 S slow Jlor a1 b 555 1y
5L Okl 3 IS 4 ¢l oty Slibes ol 5 pug S 2] ) Lo diuny LS Ole3 0,2y Options 43S 95

ISRV e

Capture
j Capture Interface Link-layer header Prom. Mode Snaplen [B] Buffer [MB] Capture Filter
Ethernet
[0 teso-adba3rrmsssbaoze Ethernet enabled  default 2
19216813
Ethernet 2
[0 teso-assssstessroceic Ethernet enabled  default 2
192.168.192.128

[C] Capture on all interfaces i”Manage lnterfaces:

Use promiscuous mode on all interfaces

%Qapture Filter:r_ | E Compile selected BPFs
Capture Files Display Options
File: ‘7 Lﬂrowse...: Update list of packets in real time
L] Use muttiple files - ) Usepcap:ng forn‘j( Automatically scroll during live capture
¥| Next file every ‘ 1 : imegabyte(s] i
‘V - :A T — - - — \ J H H f i
Next file every |1 & ‘minute(s} ‘ Efice captae tafo helog
Ring buffer with j7.2 ] o files Name Resolution
Stop capture after ‘71 : file(s) Resolve MAC addresses
Stop Capture Automatically After... L] Resolve network-layer naries
O \ 1 Z  packet(s)
: = Resolve transport-layer name
O 1 - |megabyte(s)
O (1 i = ‘Vminute(s) A Use external network name resolver
Help | Start Close

.05l Jlesl Campture Filter uld 53,5 5 b1y gledgs ild Olobas 00153 oo do ld Olodas ooy 5o
o=y glo oslazul glyp 1y 995 (9,5 LS (5153 Capture Filter daS> g9y 1 09,5 SlS b 0ls5 (0 Ouizen

1 Capture filters
2 Packets Selectively
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b glo diun S Glp Gigiws ousl SO 0slg (o BsSe Cawl ) =8 lgw bl 0xS Gilw 0yud
R S o 89 1-3 G2y 0 oud o35l oSl I S sl dtun bacd gl Winpeap (198 S g
Cewl 00 Joli |y Wireshark lp Koo Ald uslgd (jdgd 090 )l oolw Gleasle S g

<Protocol name><Direction><Host(s)><Value><Logical operations><Expressions>

Wireshark ys diws 39,5 Ald 9958 ay y=3 ¢ 1 1-3 o9,

ousB @ilgd o Cawl 443 Lo ol g 050 &S i TCP gl diwg 05,5 iLd Hshaie 4y Jlie Olgis
s 1) 523 Gagws

tcp src port 443

9w Jadd (Capture Filter) Jaws uld 15 uilsd o Arp lo dius Owd Gy LS sgws wlin ¢ 1 Jl
Capture Filter uld )3 |y 1) ygiwd .Lgd ausd }add a5 S8l Arp gla diws olé B S oylg |y Arp

S ouslice ) 29,5 9 03,5 Mls

arp

Use promiscuous mode on all interfaces

Capture Filter:i; @

-apture Files

Iy S35 ARP glo diws hads Wireshark deliy Start 43S g9 1 09,5 SS9 A8 ool 09,5 )y 31y

138 0 uiolé L s Gl 29,5 30 903, huw

Lrule
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Filter: jExpression... Clear Apply Save

No. Time Source Destination Protocol Length Info
1 0.000000000 AsustekC_2b:52:3f CnetTech_d2:30:cO0 ARP 60 who has 192.168.1.17 Tell 192.1

2 0.001025000 CnetTech_d2:30:c0 AsustekC_2b:52:3f ARP 60 192.168.1.1 is at 00:08:al:d2:30

'@ Frame 1: 60 bytes on wire (480 bits), 60 bytes captured (480 bits) on interface 0
# Ethernet II, Src: AsustekC_2b:52:3f (48:5b:39:2b:52:3f), Dst: CnetTech_d2:30:c0 (00:08:al1:d2:30:c0)
# Address Resolution Protocol (request)

0000 00 08 al d2 30 cO 48 5b 39 2b 52 3f 08 06 00 01 » o OB /OERT . . .
0010 08 00 06 04 00 01 48 5b 39 2b 52 3f cO a8 01 02 ...... HL 9+R?....
0020 00 08 al d2 30 cO cO a8 01 01 00 00 00 00 00 00 SR R SO

0030 00 00 00 00 00 00 OO OO 00 00 00 OO  .L..eeenn onnn

ald 3 1y port 80 (5ygiws 6l Jilss o 80 05 3l Lz9ys 5 63939 SWBI5 s yehie 1 2 Jle
Db ailiS Giole @ i ¢lp Hitp Sb1,5 elé B usS 8yl Capture Filter

[ ] Capture on allinterfaces

Use promiscuous mode on all interfaces

L apture Fllter‘ ’ port&d

Iy Sl,5 Hitp glo diws adé Wireshark deliy Start 43S 95, 09,5 SIS 9 ALS ool 09,5 3yl 3l puy
DS o piolé 4 led Sl GZ9y5 20 9 08,5 o
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Time Source
192.168.1.2

192.168.1.2

www.takbook.com

apressvin isur ey e

Destination Protocol Length Info A
23.21./6.43 TCP 00 12364 > http [ACK] S5eq=503 Ack=3/8 Win=b3864

60 12364 > http [FIN,
66 http > 12364 [RST]
66 http > 12364 [RST]
66 http > 12364 [RST]

@ Frame 1: 66 bytes on wire (528 bits), 66 bytes captured (528 bits) on interface 0

# Ethernet II, Src: AsustekC_2b:52:3f (48:5b:39:2b:52:3f), Dst: CnetTech_d2:30:c0 (00:08:a1:d2:30:c0)
# Internet Protocol Version 4, Src: 192.168.1.2 (192.168.1.2), Dst: 213.199.181.12 (213.199.181.12)
# Transmission Control Protocol, Src Port: 12319 (12319), Dst Port: http (80), Seq: 0, Len: 0

0000
0010
0020
0030
0040

00 08 al d2 30 c0 48 5b
00 34 7d 61 40 00 80 06
b5 0c 30 1f 00 50 08 d8
fa f0 cc bd 00 00 02 04
04 02

39 2b 52 3f 08 00 45 00 ....0.H[ 9+R?..E.
30 e4 cO a8 01 02 d5 c7 .4}a@... O.......
21 a2 00 00 00 00 80 02 ..0..P.. '.i..uus
05b4 01 0303020101 ...ovvvr vvnnnnnn

192.168.15.20 uile (pls guie SO 5l 63959 SWdl)5 s yshie 4 lgi (0 bod e 1 3 Jlo
Wireshark |y joyol OF 31 69959 Sdl3 0lé B oS Jles) Capture Filter 5o 1y 3 Gygiws 64s8 223 o550 5

SIS ok 4 Lk gl 5 08,5 s

src 192.168.15.20 port 232

S8l o Obys 09,5 A yohie @ )iga o L 1y &l (Rules)gygiwd sslgd Mlgﬁi o b dle ol b

9 80919 Sl diuy (48 (o) Uiy Oyge 4 Wireshark dely (ouSS iy =3 Wireshark 4aly 5o gils

LS e s |y S b2y
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U 0 1y 53,5 S (5)siwd Aelsd Capture Filter ulé )d Ald (a3 oy )0 d ST il dogd 1 diSO
3,8 S5y 4 Capture Filter uld diwe) puy S5y S 3ly dSd Giledb) gla diws (9,5 A ¢l solasl

T o 33 s SOy b O die) g SOy IS 3yl pusme SIS 4y 1y Jesllygiws SS1 9 Wl (e 53

Db o odltul oud ho glo dtus g9y » A3 Jleel gl au3S ool 3 Sl ool ALS (s ansS
G295 $9) » B s b diug &S0l gy Gl Wlg e Giols sla AL iy hs sla fld B
059l 695 3 Wil p ke S ooy Gzl sshie 4 WS Jlsl oud had glo diw Canyg
SIS 9 Analyze ggin a3 38y b O gloo b S SIS dalip slo 95501 s9ie o Edit/Apply Display filter
Cob sl 3 Gaslé glo 78 uisan WS ol |y O b Jadys oy Display Filters dis3S g9y 5 33,5

WS oo 89y S By Hshie 4 )

<Protocol> . <String 1> . <String 2> . <Comparison Operator><Value><Logical operators><Expressions>

Jbe (paiz oud s slo diuy 69y 1 AS Jlesl Hehate 4 5L () 63S5H8 4 sl o oilol > s

3 Ry S0 ¢l

AS Jlosl 1y 533 72l 80 6555 3l ouds Jawd TCP glo diws 3,5 ousliv yelain & Ceswd ool 5o ¢ 1 Jlio

tcp.port==80

1 Display Filter
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-Display Filter
Ethernet address 00:08:15:00:08:15

Ethernet type 0x0806 (ARP)

Ethernet broadcast

No ARP

IP only

IP address 192.168.0.1

IP address isn't 192.168.0.1, don't use != for this!
IPX enly

TCP only

UDP only

UDP port isn't 53 (not DNS), don't use != for this!

-Properties

Filter name:

Filter string: | tcp.port== | lE:_(pression...

Help (o] Cancel

oslatwl TCP JS3s 3 80 050 3 &S (il dws elé Apply deSd G9y » 10,5 SIS 5 AL (3,5 3yls 3 o
A dsles ool Liulé bhd Glp 2 9ys 0 Wl 0d,S

Ald 53 1y ) ysted CawdlS ol Gopdl by T SO 31 GBL b Yoyl (s dis sdalin glp 2 Jl
o2l 3o b Jle Olgie ds .09 ailiS Giolé d b lp 295 3 OF Gl diws (wl& B uS 8)lg Filter string
sshaie Oy oS o line 1y 192.168.1.2 puydl (3 T 3 G8Lys 5 Sl Sledbl glo diug gaild ad Jlis

08l o Jlesl ]y 25 Hgtwd

ip.addr==192.168.1.2
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-Display Filter
Ethernet address 00:08:15:00:08:15

Ethernet type 0x0806 (ARP)

Ethernet broadcast

No ARP

IP only

IP address 192.168.0.1

IP address isn't 192.168.0.1, don't use != for this!
IPX only

Delete | | TCP only

UDP only

UDP portisn't 53 (not DNS), don't use != for this!

-Properties

Filter name: [ New filter ’

Filter string:  ip.addr==192.168.1.2 || Expression....

Help O Cancel

03,5 03latul 192.168.1.2 (uydl 31 &S (ple diws olé Apply daSs $9) 12 19,5 SS9 ALS O5,5 Oyl 3l
@015 pinlé |y Sl slo dius slo S Cidew Ciawd oS Jlo .l wialgs 00l Giolé i §lp 29,5 5o Wl
358 eunlss Sy 93,5 RS 43S 93 yo plodl sl Ol 9 w0y S o)bys

Filter Expression gl 6y9lowe duze> L 45

&l Iy Wireshark 31 oslatwl o g 31,31 ) oS el o509 S Filter Expression gl oyglow oyoxy
039loxe 05y 3> Expression daSs 9y ;0 (39,5 SUS L ozt () LS o Glul Lo 5ilé Jiulé 9 b wlo
IS (e odalie Iy OF 2-3 j3ga3 o S Display Filter (|

C 5@l CS i o : Wireshark poGp CStimly |
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Field name Relation Value (Character string)
http.proxy_authenticate - Proxy-Authenticate |

is present google.com

http.proxy_authorization - Proxy-Authorizatior I Predefined values:

http.proxy_connect_host - Proxy-Connect-Ho:
http.proxy_connect_port - Proxy-Connect-Por
http.referer - Referer (HTTP Referer)

http.request - Request (TRUE if HTTP request)
http.request.full_uri - Full request URI (The full
http.request.method - Request Method (HTTP GBS
http.request.version - Request Version (HTTP |
http.request_in - Request in frame (This packe

http.response - Response (TRUE if HTTP respo
http.response.code - Status Code (HTTP Respt Range (offset:length)

>

3-3 pgal

S oy9ls 0z b oS slowl Jard US L 5 Giolé dodio LS o)y 4 eulsd o Lo gy (ol Sl eoldiul b
o Dol G ooyl @l A8 o Sl Lo dy w10 i 31 Olile 51 G55 b olpen gousie Gl i3S
S Js 1y ) sle plS wilss

O USS9,3 o0 HUS e Cusdle $95 2 085S S b ol IST9, S5 sl kd G = phaie dy 1
S Ol 1y pls wld S upw 9 0010 i3S 1)

(>) 3 o3 5 (5=)plp sle 43S Goy 2 035 SUS L ws)S Tag 1) 895,55 ue Hlme S (K0 2
S Ol A Syles S slonl sl 1y T

9IS dyly Value Cowd 53 1y 995,35 s jlade wilgs (o Ald Gl Hlade S 0010 obaie 4y Guew .3
53 USSS bl 1y T e oS 03,5 s Hittp Sy sl A8 o L) 53 Jbie Olsis )
Jlo I b (uS ALd o gl 1y google.com I rwlgs)s Hitp gla dius (ol& &5 shate (o .eals
Jleel lé iy ,=3 Cwowd o http.request.uri==google.com giwd b 1) Yb Jlo extudlsd (2 Lo
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g9, b Gumy Cawd 3 .09 Filter Expression 3 (9,5 oolatul 0920 3l oolw Jlie digé S (ol 0uS
55 punlss 355 0t ad s 55l b 05,5 S &

Ol ous) b

Sl Sl dun o johie 4y 00153 (0 euul> Wireshark deliy 0)byd aol Sledb) (3 ojlusl 4 be o5 Jl>
eaplgs a5 wireshark 3 oslatul b i gl diue s 098 4y o (Jlie ol 5o oS ST 1y 8¢5 48
JWSs 1y ) 50 o 60y9] eolu sl ¢l§ Wireshark el 30 Siledb) gla diws o glp Jlo o 4 . l)

S 1y 1y Wireshark dsby Jof o8 5o .1
03, Jlosl Iy G OB 500 a5 ALE SQ w2
S Ol Gledbl gl dius b yshaie 0 1) &Sl buly SO SLL pS 09 3

99,5 Jolss dSud glo diws Jard 4 g9b delyy &S Ud WuoleS dzgie (yd)S QLI ) b Jayly A8y
L3S walgs Jiolé 4 delipy Lol B o Ty ouds hoo glo diws olé

- Capturing from EthernetO [Wireshark 1.10.1 (SVN Rev 50926 from /trunk-1.10)]1 = 4=
Eile Edit View Go Capture Analyze Statistics Telephony Tools Internals Help

o - o T R I[HFEH @ Qa®

Filter: Expression... Clea

o B MW 3 | =2

3368940 23.7 reassembled
-3368960 23.76. = = = = [Tce reassembled
.3368970 23.76. 2 = z : [TcP reassembled
3369000 23 [Tcr reassembled
2360020 2 HTTP 1.1

17385010 23.76.122.
Z3

5 Frame 1: 304 bytes on wire (2432 bits), 304 bytes captured (2432 bits) on interface o

Ethernet II, Src: vmware_fc:a6:fc (00:50:56:Fc:a6:fc), Dst: vmware_9c:d3:95 (00:0c:29:9c:d3:95D

Internet Protocol version 4, Src: 108.162.204.234 (108.162.204.234), Dst: 192.168.192.129 (192.168.1952.129)
Transmission cControl Protocol, Src Port: https (443), DSt Port: 49170 (49170), Seq: 1., ack: 1, Len: 250

+ Secure sockets Layer

0000 00 Oc 29 9c d3 95 00 50 56 fc a6 fc 08 00 45 0O

0010 Ol 22 06 7a 00 OO0 80 06 78 a5 6C a2z cc ea <O as

0020 <O 81 01 bb <0 12 1f bl 64 fc 13 23 ce ds 50 18

0030 fa fO a5 b7 00 00 16 03 ©1 00 ba 04 00 00 b6 0O

0040 00 fd 20 00 bo 58 5 d7 d7 56 2e ds ec 71 Se ed o N .
AREA  ne e Fi 2n oan AT &2 sk ek 34 2 S5 a4 25 T8 : _

@ =7 [EthernetO: <live capture in progress > File: C:\U | Packets: 292 . Displayed: 292 (100.0%%) Profile: Default

adgie Stop O30T 69y 32 08,5 SIS L 1) &b gl dtus hand U8 ule e led Oloj yo 50 J ol b
Restart the running live (5507 9) 0 duilgd (o a5 Slo diwn ad Sdme £975 Gl Ouizan .dojle
Ay o8 33,5 SIS Restart (50T 895 3 Sl 31 g dpdsly ddls dogs 0o diSS dy .uS SIS capture

A delgs> S Wireshark deliy Lol dodio jl oud huo glo

C 5@l CSymi o : Wireshark aGp CStimly |
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Wireshark Jawgs b diws gieel Sy b (sLs]

055LsS lo SS9, iledbl gla diws Giulé iy Wireshark deliy dS wud dogie Y a3 B 0L Jleis] 4
890 3 Wlgi oo Lo SSTg,y G STy 0go0 odaline Gly oy 50 U8 (e ooldiul LAl glo Sy 3
Dod dislIS il @ s Gl OF G,y Gleuas B uuS SIS Edit coloring rules (SuT

Edit Filter
‘ List is processed in order until match is found
New | || [Name String
Edit. up
Enable
Disable
| Move
Delete & | sclected filter
| up ar down
Manage SMB srb || nbss || nbns || nbipsx || ipxsap || netbios
HTTP http || tep.port == 80
[import..] [[ {19 i
'DCERPC de
| Export... | CP S
Tcp tep Down
uppP udp
: Clear 1
>
b ]

Oiolé ly 02y8 Uiy S SOy calise gl oU1 31 S e oualie YU 3 o 0dy9] gl 53 &S Hohiles
o 028 Ui Sl b Guises . Cawl oud odlatul Wireshark deliy 53 ..g b ()5 do las do SS9y
Bad lo diwy S0 55 @l JUis Olgie 42 il 5 ;)0 hawgs Bdit 4a53 59y 2 03,5 Sl b alss
Gilé @ b lp O Oleudats dordo B uuS SIS Edit daSs $9) 1 puew bSOl 1y O CawcdlS TCP

Db arsliS

rFiIter
Stings tcpanalysisflags &8 ep.analysiswindow.updste |[Bgression..|
Display Colors - | Status-
inregroundVCoIAor...rj :Bac-kg__rm.mdA(.‘,u:'Alor..A.:E | [] Disabled |
QK ' Cancel |
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didy $98d) 5 USS9 (ials pb cdinn) Gy SOy s p Sy iy 4 Wlgs (oo b doxdio () Giolé 3 o
ety 5 |y O

O.J..w,b..uo u.:LGBLb| GLQ Mb)ls

Wl (e 0ud Jawd Gl diww .Cuwl g A glo Cdled s aSs Siledb) gla diws o Lol Judo
\og‘)l.w adgio |y dSu.:b S dw o J.Q‘TJS Jg)l&i.g J= J“’):‘S 18 Judes 9590 Wireshark ,E:.wgb’ 338 Hlwo
oS 0dd oo slo diwg Julod 4 g 98 e 9

L dius glpm goins
LIS b uS SIS Find Packets 4035 95 9 433 Edit Goie 0 wlgs o ol Gledbl ggatiuws jshaie 4

Display filter sla b b Ogldte 43S dw by @l oyouy des ol plosl 3 puy aslids |y Ctrl + F oS5 sl
A dolgs aaldS iolé @ bed iy String 9 Hex value «

~Find
By: (® Display filter () Hexwalue () String

?Filter: Ji { |

-Search In————— ~String Options———— Direction—

® Packet list Case sensitive O Up
Packet details Chara_cﬁtrg[width:‘ (® Down

Packet bytes éNarrow B wvide

Find

2 dtws Ja88 B 0uS 3)ly Giolé sloild wile Oyle G uas (o 0jl>) b 4y Display Filter 4035 .1
.J.:Sla.gl,akglﬁomwsuwgﬁgpbwlag&iﬂhﬂﬂgoﬂgd

D5 (50 03wl JlowwsluSa il dudw dus SO 09,5 iy ¢l Hex Value 43S .2

el sla did) 35,5 gemiuz 030,50 (ol didy S JLd 4y ud (50 ojle] b & String seius 43S 3
Cawl 04d G Find Packet oy 5 Search in Caawd 5o a5 Cuwl Jlsd glo i3S 31,500 S
S sl 1) Packet list 43S 00l53 (0 0dd hawd slo diug 0 pogase did) SO Ssztiws 2
Packet 43S 3l 0ilsh o Lo diwn ul jw 30 (ogase didy S 00,5 IS Hshia 4y Guzen

C 5@ CS i o : Wireshark poGp CStimly | )
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R L S ol Jold gle 0315 Glis )3 ol didy o gotus $lp OLL S 9 .S odldzal bytes
(oS oolitul Packet details 4035 1 g3

L diws )88 Cwodls

Blg5 5o aizan  Cawl o sl bo 315 2590 BleMbl b3h S 53 WlgS o pa0 Sl di IS Cadle
SIS Cadle sly 098 @81y dude oud s gla 0315 I Syi sliwn Cand SO 8 is Slo dtun 8K 8l
A 3198 Ceadle 31 gy S Gl 1y Mark Packet(toggle) dis3S 9 uuS S Cewly O G955 ediwns y0

b o S (S SOy 4y O die) gy S5

150 129 > http [R 1 seo

22.8080190 A 2 7 491
22.8509360 94.245.117.47

213.199.158.13 > 5 85 > T
192.168.192.129 1514 [TCP segment of a reassembled PDU]
152.168.1592.129 1005 HTTP/1.1l 200 oK (text/html)
94 . i B B 2 CP 4 4 > http ST, ] Seq=52

of a reassembled

8 o Ak C > http
260 23.76.122.156 segment
B A3 192.° 23. > . > http
g jm
5 3E B CP E http ]
284 23.336889023.76.122.156 192.1685; segmant reassembled
Mark Packet {(toggle)

285 23.3368940 23.76.122.156 192.168& P segment of a reassembled PDU]
286 23.33680960 23.76.122.156 192.168 Ignore Packet (toggle) P segment of a reassembled PDU]
287 23.3368970 23.76.122.156 192.168 (O SetTime Reference (toggle) CP seament of a reassembled pPDU]
@ Frame 284: 1514 hbytes on wire (12112 bits] (O Time Shift... 2 hits) on interface 0
# Ethernet II, Src: vmwar_'e_fc:ae:'Fc (00:50:: B) Packet Comment... :d3:95 (00:0c:29:9c:d3:95)
@ Internet Protocol version 4, src: 23.76.12 = 1192.168.192.129 (192.168.152.129)
# Transmission Control Protocol, Src Port: h Manually Resolve Address 19176), Seq: 24515, Ack: 324, Len: 146
Lpply as Filter 7
Prepare a Filter >
Conversation Filter 4
Colorize Conwversation >
SCTP >
Follow TCP Stream
Follow UDP Strearn
Follow SSL Strearm
Copy Y.
0000 00 0c 29 9¢ d3 95 00 50 56 fc a6 fc C Brotocsl Dreferenceas » E-
0010 05 dc 07 17 00 00 80 06 1la f3 17 4¢c 7
0020 €0 81 00 30 <0 18 40 2b B 66 C2 a4 § 3 Decodes. 2

o Jawd s 0315 gilw 0,ud

R Ceaud ()l 3 .S SIS Save As du3S g9y 0 9 48y File g a5 00 o gla 00l GHlw 0,53 Gl
dius add 5 65,5 Jloel gL lawl 051935 (o b 08 il 0,3 Solw ay 1y 0uds aod Glo dtun (L& eulg
Jud ) o diwns oo alixe gl JB 3 Wireshark doliys (e M.S Silw 03 1y 395 (i) glo

&S (# Slutiy peapng. 5 .cap pcap.
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"o diw eL&b‘ 9 J9do

sV dxt Jud 3 0sSUsS slo LB L 1y ouds Jasd lo diws dod e o)l iy 4 Wireshark deliy (uisen
2940 Gl I5,S 1,8 oslatwl Syge ;500 Oldas 13 Ly 0310 &S Cawl ude Ll (SS9 ol .uuS Holo xml
OB,k3 e oS Exort gl 43S 51 SO 10 95 12 9 9, File $sio 4y ulsd 5o 05SUsS slo CJB o Lo diwy

555 455 S5t Lo B S S G

4 Open.. Ctri+0 @52['@‘@\@\@5;&@,
> > :

Open Recent
Merge... Expression... Clear Apply Save

fDestination

Import from Hex Dump... Protocol Length Info

¥ Close (SGELUN 02 150, 158,13 54 ¢

” 1192.168.192.129 TCP 1514

Save Ctl+S 1192,168.192.129 HTTP 1005 HTTP/1.1 200 OK
Save As... T I O . 245.117.47

[192.168.192.129 TCP 1496 [TCP segment of
File Set (W 31.52.20 , :

Export Specified Packets...

i Export Packet Dissections 'i as "Plain Text" file...
Export Selected Packet Bytes... Ctrl+H as "PostScript” file..,
Export SSL Session Keys... as "CSV" (Comma Separated Values packet summary) file...
Export Objects » as "C Arrays" {packet bytes) file.., B

= Print.. Ctrl+P as XML - "PSML" (packet summary) file...
as XML - "PDML" (packet details) file...

@ Quit Ctrl+Q
pa o 50 SR : 1514 [TCP segment
285 23.3368540 23.76.122.156 1562.168.192.129 TCP 1514 [TCP segment of
286 23.336896023.76.122.156 152.168.192.129 TCP 1514 [TCP segment of
287 23.3368057023.76.122.156 192.168.192.129 TCP 1514 [TCP seoment of

# Frame 284: 1514 bytes on wire (12112 bits), 1514 bytes captured (12112 bits) on int
# Ethernet II, src: vmware_fc:a6:fc (00:50:56:fc:a6:fc), Dst: vmware_9c:d3:95 (00:0cC:
# Internet Protocol version 4, Src: 23.76.122.156 (23.76.122.156), Dst: 192.168.192.1
# Transmission Control Protocol, Src Port: http (80), Dst Port: 49176 (49176), Seq: 2

Sy 2 (o Bl 1y 500 0o b oud o calise gla Ll 38,5 pled) CubsB Guismes Wireshark 4aly
AS JLSs Ty yu) o ol OD)5T > eg lgs (5o 0dd huo b8 SO fL’Cbl

S 3L 1y aS pledl |y O wslgs (e a5 1y LB 1
o315 islé Merge with capture File oyexy B uaS ©lsasl |y Merge 43S 9 49, File ggio 4y jugw .2

&

Ogw

1 Exporting and merging packets

C 5@ CS i o : Wireshark poGp CStimly |
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A Wireshark: Merge with capture file
Look in: . Desktop V,‘ @ } i v

I A=

o :
S || System Folder
Recent places M:‘L Vi

| ' » }' Computer 1 MNetwork
- ' | Systern Folder | Systern Folder
g N

Libraries Milad

Systemn Folder

Desi(top
— Wifireshark :
e Sho milad
e Shortcut File folder
,,Q,;&‘J @ 1.64 KB LERRER
Libraries ' capl
P-r aarem Wireshark capture file
LL' FIIF_' folder ‘d 745 KE:
~ = 8

Wireshark-win32-1,10.1
Wireshark installer for 32-hit...
| Viireshark development teamn

Computer > 'F"lng
e
@ 798 KB

Neﬁmork

File name: v } Open
Files of type: AII Files [" "] v { ~ Cancel |

; Help
Read filter: Format:

Size:

() Prepend packets to existing file Packets:
(®) Merge packets chronologically First Packet:
() Append packets to existing file Elapsed:

Sly Gh9y SQ g 9 03,5 Sl ) S pleal 055 03,5 3L LB L1y O walss o &S 1) GLB Guw 3
S Ll el 3 05T e &S LB & 1y o el ol wl3 e Lo oS il L O pleol
S pleal 295 7 ile) szt o Lo 0Tl 5

1 Append packet
2 Merge packets chronologically
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sl duw ol

G 529y SO b e Sl (e 3B SG LIB o 1y oud Jas lo diws wad (0 0)le] Wireshark 4oliy
Iyoud oo gl diwg ojleds 3l paskin 039dmw Jad (0 o)lo) dely (ol Guises .S Ol Ld Ol »
0y B uuS SIS print g9y 9 48y File ggin 4y yshain (s .S Qla 1y 03500 O upw 9 4SOl
0543 Lol yehate ds oud s Glo diws b (3,5 45 08z 3l ool iolé SO ol 0sd ool Giulé Ll
dalyp oud dislis 7S slo LS9 3 ;00 Lo e 89y 2 b s Cwwd 55 .09 Wireshark dbyp 31 gy
elo> 35,4 09 @5 dade dSh Gdyded Ginleil 5 o diuy BEEUWIS b s Wiss (s &5 Wireshark

Y

S50 ) OF SleMbl ous Jaud diws 1o $9) 52 3,5 SIS 5U9d b Usls e bed Opizman + ASS
S oo 5 oualine JalS g 4y 4503 Toxe 0yey

G5 9 83919 SIS 0y

Ol Gl S81)S Uygo b 0us had Gl diws 950 Sl 03l=) 398 LS9 SO wizen Wireshark doly
GBS oS 9 320 05d @Bly wude dSud pulpw 03 Lo 0315 Oy sladis p Syl 5o WS e ks
sole S udel jshae 4 Jlo ol b bl dide o 0305 31 9ol ,olde Julod g dujed 5o Wlgl e Guies

S SIS 1O Graph 4u3S g9y 0 9 4u8) Statistics Ggin @ Jblg3 (e 0ud Jaud gl dw 3 S8I,S

T T T T T
20s 40s

RVVANEY )

100s 120s

X Axis
Color K Fi'teii \ E Style: Line ~ Smooth || Tick interval: 1 sec v
- ) — T = E— ; ek [
(Graph 2| Color |Filter: || | sieiftine [+ &1 smoown || PRespertick: 15 _Lx
= : - = = = Yiew as time of da:
!(Graph 3| Color | Filter: | [ J Style: Line v Smooth e x
= ) r = | — o is- —_—
‘tGraJ:ihié'li Color iﬂFj!ter:_! [ } Style: ::Lme ) v Smooth Unit: ;PacketS/Tick o
iGﬁr’?ph 5} Color lfgl_ti] \ Aj Style: éLine ~ Srmooth || Scale: éAuto ~
Smooth: [No filter v
Help J [ Copy ”' { Sawve I [L Close J
== cas 4

D15 alosl BILS ol b Ol (0 45 318 3929 H3SUsS slo Sldes
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sanlie sl ks 6oy S5 b 1y LT 5 a3l Ul 1y Ciliis duolio Jloé gy pslss o bo 1 11 B1)S
a0 &yl 3 Ola!

2y S o0litul ol Hl35é S lanl sy 095 el 5 3595 ol a3 eils3 o Saizpan Lo 1SS
B uuS Jhesl S SO pugw 098 0305 (iolé Ald Jlesl ¢l oy0uy B S SIS Filter g9 5 CewcdB jhaio
Do adldS ol s led ¢lyp e diuws O GBI

.&ib Dot b Fbar Impulse « Line glg3l 3l ¢y $lg3 o B1,S Jue :&.ébf Jue
Olaise H1og6

X ygome

e cdols .1
555 ool Cuadls 5 sl Sy 1/2/5/10 31 9ls3 o £l ,o sladusey sluss 2
SIS ez 4835 b 4l gl s J9) Gigo 3 1y X s95w OlgS (4 19y Ole) Cyge 4y odaline .3

3,5

Y j9ow0

5L ...9 Advanced Bits/Tick Bytes/Tick « Packets/Tick Oygo 43 Wlgs (6 &5y ygom “daly .1
(6,:& 9 Logarithmic, Auto, 10, 20, 50, 100) ygows *wldes .2

(aSs SsleMb)

@ Sl b Wlgs o paasis yasd &S Cuwl Wireshark wiéyud gl So59 3,500 (0 aass Sledb)
AL oud CuS la Slasy ok ool S 6K ) W8 (0 ) b dlug o y &S @)lial wigSya O

1 Graphs

2 Tick interval

3 pixels per tick
4View as time of day
5 Unit

6Scale
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ilys do ez (33l oylsS Jolss o Sledbl .amd e &l diadigd Lo 85 Julod S5 g 315 o 55 1y Lo ditu

Expert $9) » 5 W29, Analyze ggis 43 Expert Info gl oyglow 0,00y )2 johvio dy 398 (50 .9 SS9y o
S SIS info Composite

Analyze  Statistics Telephony Tools Interna
Display Filters...
Display Filter Macros...

Apply as Column
Apply as Filter 4
Prepare a Filter L

v Enabled Protocaols... Shift+Ctrl +E
%E Decode &s..
| 3 User Specified Decodes...

Followy TCP Stream
Follows UDP Stream
Follow SSL Stream
| v ExpertInfo ]

Conwersation Filter 4

Db (5o ddlIS Giolé @ led ¢l 3 IS 4y gl dxdo Expert Info diy3S g9y 1 09,5 SUS 31 uy

Errors: 2 (342) Warnings: 0 (0) | Motes: 2 (4d) | Chats: 143 (491) {Details: 1477 | Packet Comments: 0
iGroup 4 Protocol 4 Summary 4 Count

Sequence Connection establish request (SYN): server port http

Sequence TCP Connection establish acknowledge (SYN+ACK): server port http

Sequence HTTP GET /f HTTRA1. 1\hn

Sequence HTTP GET fifen-usftmc/26.png HTTP/1.1\\n

Sequence HTTP GET flibrary/dapmsn.js HTTP/1.1\\n

Sequence HTTP HTTP/1.1 200 OK AR

Sequence HTTP HTTP/1.0404 Dropped by firewall\rin

Sequence TCP Connection reset (RST)

Sequence HTTP GET /i/28/3a161ed4544f13847c43adcaalb75/_h300_wb10_m6_utrue_otrue_|f:

BEEEBEEBB®

péoﬁwg@%dﬁuu‘a@%obﬂbl5!0)9Wom@wommvlgﬁgaspa$”bsm
L3S ealos pu 3 Ime Cygo 3 1y LT 1 pluS
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ly Cowl 0310 &) a5 ot b o 3 &S le Lhs Lalé 5 ol ¢ (Errors) b Uas

[—

s e GlS

Sl diwy 9 Guy ppudt Sl Wils ouimdylade Sledbl L5 ol :(Warnings) b jlude 2
o3 e &yl 1y edai 3l gyl

w9 b ISy PBlus ()83 Sla drus 0Ly w5 Sledbl 3 ol ((Notes) by Cdlssl 3
Jod (e byl

Slo Cuulgs s Jud 3l Gblsy gle lsshd obys Liledbl b 4 w3 ol :(Chats) Ol

NS

Aed e Bl 1y 63,8 sl daby lssl,3 3 TCP GET

Oledbl S Sl SB1us Jgaa S 28,5 18 Con 3y90 atsS Cwowd 53 &S (o 3) o 4L 3 pluS o
Group glo pb b Ogiw slaz doli Lo 6l ool 31 plaSye wes o Giale b 6b) b 3 O 55 39290
oS g S s Oygo |y Oyt Dz o2 301355 .3¢& (s Count g Summary [Protocol

Lol G dib eedge de el Oledbl &S WS e b @ Getw ) ¢ Group Jeiw .1
.Dg¢d (0 request/response code g sequence «checksum Julis Caliz b gu dadb
A2 e Ol 1y USSs, Osiw ol ¢ Protocol (giw 2
A3 e Bl patze Oledbl Ggiw ol ¢ Summary Jgiw 3
A e islé Ll US o 1y dius CusBge Ogiw (ol ¢ Count 09.2’.‘0 4
9 w305 Gly oly S ol el Lo dSs Ry Julss glp Expert Info 31 oolatwl ogs0 3 oolw Gl SO ¢yl
W Oygo sy Oledb) ol Mlsfs o b O JBY (50 451y) Wireshark sl &S Cacd dS.«.Zb Judos

Caoan () J0 41355 029 Preferences goio 41 0uls3 (0 o Ogtw (ol Blol gl .ouS ounline oo Jib o

2L 518 Gy 9y3e Uy Cand 0 )
Preferences ¢o,ow0 3l oslaiul

43S ool 29,5 eslatul Wireshark aely dolé slo 43S 05,5 et @lp Ol (» preferences o,y
9 w328 Gl &S (sle s duS ool 3l eolaiwl b Wigs o )8 wd e Giol38l |y Wireshark gle Culsls
Edit ggie a3 w5lg3 o 43S ol Gyl Glp WS g Sy Wireshark Lol 0,0y 5o 1y witus oge Julos

23,5 |yl B uwsS SIS Preferences gy p 9 4i8)
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Layout Save window position:

Columns Save window ser

Font and Colors

irni; H 4
Capture Sawe maximized state:
Filter Expressions Check for updates:
Name Resolution
Open a console window | Never v
Printing
Protocols "File Open” dialog behavior: @) Remember last directory ) Always start in:

Statistics Directory: | CiUsers\Milad\Dacuments

|
“File Open” preview timeout: | 3 |
Maximum recent filters: | 10 |
Maximum recent files: | 10 |

Confirm unsaved capture files:
Wrap to end/beginning of file during a find:
Settings dialogs show a save button:  [_]

Welcome screen and title bar shows version | Both ~

Auto scroll on expansion:  []

Auto scroll percentage: | 0

Display icons in the Expert Infos dialog tab labels:  []

Help [ oK | [ zppy || cancel

daliys Glol oyzy o 1y Calide Ldulé 43S (udiz Preferences o,y gl 43S 31 oolatul b uilgs o b
oulé Lol Javs S 4 1) Expert Info J3b 92,18, gl 4 o8 SO w185 aua sy s b adlol

S Olsdl e G Lk 31 ) Columns aiy3S .1
G0 IO pugw IS (0 dloul Wde Jetw Ko des (pf A0S SIS Add 4SS g9y p Glel ooy 5 2
S ol 1y Expert Info Severity 43S Field type ¢ 35U

= User Interface

Layout [The first list entry will be displayed as the leftrmost column - Drag and drop entries to change column order]
Columns Displayed Title Field type
Fontand Colors Ng, Number
Capture Time Time {format as specified)
Source Source address

Filter Expressions

5 Destination  Destination address
MName Resolution

oo Protocol Protocol
Printing
Pintoinl Length Packet length (bytes)
Info Information

Statistics

Properti

Field type: [Expert Info Severity [v]
Remove| | fieid name: ‘ } Field occurrence: | ‘

Help I OK I I Apply ‘ | Cancel ‘
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2 o2 Osiw pb 5usS Hohiie 43 WIS (o e ol =8 1) Ogtw slé Add 4SS g9y p SIS L .3
0l a)lngjb I osbjﬁjutlng%is&tls)l.ggo QT@g)

A0 b iz Oste S s Bl 50 S wd welss dogie Wailey plel 4 Cudbse L) Lo a5 ool &S oSG
IS8 e yiwlé @ Iy Expert Info OlSys 9w dalgs ddlol wo,S Olses) beis oS

No. NewCqumn Time Source Destination Protocol Length Info

9 Er 96 E E 192.2 10 Refresh NB WIN-L1SMR25EDEO<O(
1420 966. 68340300Cvmware 9c d3:95 vmware fc a6 fc ARP 42 who has 192.168.192.27 Tell 192.168.192.129
1421 966. 68354 500Cvmware_fc:a6:fc vimware_9c:d3:95 ARP 60 192.168.192.2 is at 00:50:56:fc:a6:fc
1422 chat 981.04551200C165. 254 155.81 192.168.192.129 TCP 60 http > 49190 [FIN, PSH, ACK] Seq=2612 Aack=589
1 = 5 55 TCP = 0 ]
1424 1003.1685550Cfe80 :e5%h: cgae 41cff02: abRE) LLMNR 84 standard query 0x58cc A wpad
1425 1003.16855800192.168.192.1 224.0.0.252 LLMNR 64 standard guery 0x58cc A wpad
1426 1003.36814900192.168.192.1 192.168.192.255 NENS 92 Name guery NB WPAD<QO>
1427 1004.1177410€192.168.192.1 192.168.192.255 NENS 92 Name guery NB WPAD<0O>
1428 1004.8678440C0192.168.192.1 192.168.192.255 NBNS 92 Name query NB WPAD<00>
1429 Chat 1020.0424470C165.254.155.81 192.168.192.129 TCP 60 http > 49191 [FIN PSH, ACK] Seq 3896 Ack 865

1425 2 5 & 24 Lp 3 AcC
.6847560Cvmware_ 9C who has 192 168. 192 2'7 TE11 192 168.152.129
. 6848130Cvmware_fc : 192.168. 192 2 s at 00:50:56: ‘Fc a6:fc

0 G & o] ) ) NENS ]

1436 1086.6792840Cvimware_9c:d3:95 vimware_fc:aé:fc ARP who has 192. 168 192.27 Tell 192.168.192.129

@ Frame 1: 92 bytes on wire (736 bits), 92 bytes captured (736 bits) on interface 0

# Ethernet II, Src: vmware_c0:00:08 (00:50:56:c0:00:08), Dst: Broadcast (ff:ff:ff:ff:ff:Ff)

® Internet Protocol Version 4, src: 192.168.192.1 (192.168.192.1), Dst: 192.168.1592.255 (192.168.192.255)
@ User Datagram Protocol, Src Port: nethios-ns (137), Dst Port: nethios-ns (137)

[ NetBIOS Name Service

doliy Haulé dxdo 0018 ,us8 ly preferences glo 43S Hl oolitnl (SeSe 3 paise pudgd S o
daby Oledals 5o Soie ool 31 oolatul b Wilsl e e uizan 093 i LSl b (3sllae Wireshark
e S o |y Wireshark

C 5@l CSymi o : Wireshark aGp CStimly |
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Ll 1 O o)lyys by lod & oo (S5as 5+ plag ad

Lo L8 31 ¢ 005uS Cads a5 Wi wuslgs dogie WS (o Wireshark dealy 3l oslatel 4§98 &5 LolSin
Olles 3590 33 juzr 4o lod b (i Gal > 2318 pledl |y Lo O Wireshark 1 oslatul b Olgs (0 45 0513 392
by 33 35290 Gl Shs 02,8 @by 5 008 pl=sl Wireshark 31 eslitul b Olg3 (0 by Giygo 40 &5 (ol

5,5 eulgs witus |y Wireshark

" g Gl L,

Olgis @3 .aed &) Olojan dSud glo Culled I digé Wiz Cuul (Sen Sl Slodbl slo dius oo K
iz cdbasd ol 50 . a3loye Col Oy Gudiz H90 4 ,S)H9pe G2sb 3l Olejen ek a5 WS s 5o Jlie
Bl ool 03 s el 40.0,5 walgS Iy Oz Lo Colw 9 (ol $ln 4l sl pw 53 TCP Sledb) diwy
&S Cewlzisl 33 0 wlgs 60Ul diws oS ol Cawdd SO L Obye SO $lp Sledbl gl diw 6,80
oS Ol SO sdmlin $lp Jlo 0l b .3gd (0 Jes 3)l9 Follow TCP stream (Sis9 JSie ool Jo @l
(Casl 03,8 Iyl POST b GET gy S dis S et Slgis @) 03,8 o] |y TCP daus (o CaansdlS
dws Ob,o Ol 3 o S SIS Follow TCP Stream 43S G953 0 9 03,5 Cawly SIS Ol 89y » s 9

A dalgs 0318 Giolé s Jiby 5o add pols Cuwio O Siledbl gla

- “Ethernet0 [Wireshark 1.10.1 (SVN Rev 50926 from /trunk-1.10)] - omEm

File Edit View Go Capture Analyze Statistics Telephony Tools Internals Help

coamg BBXS AT eIEE aaan FBW x| B

Filter: Expression.. Clear Apply Save
MNo. New Column  Time Source Destination Protocol Length Info ~
1248 17.0204080 23.0.42.156 192.168.192.129 TCP 1514 [TcP segment of a reassembled PDU]
1249 17.020424023.0.42.156 192.168.192.129 TCP 273 [TCP segment of a reassembled pDU]
50 E 5 4550 10 82.129 ] TCPR 54 49183 78 = 5 =

50 Error 4550 19 23.0.42.1 TCH 40183 > http [ACK] 5eq=2639 Ach
1251 chat .3599210 23.0.42.156 152.168.192. HTTP 1123 HTTP/1.1 200 (JPEG JFIF ‘image)
or 1 B TCF htt se
i HT 3 T 5

3 60 2 e = ttp i Seq 7 3
. 9806140 23 2 Mark Packet (toggle) TCP 396 [TCP segment reassembled PDU]
. 9986160 23.0.42 Ignore Packet (toggle) TCP 1514 [TCP segment reassembled PDU]
- 9996180 23.0.42 (D Set Time Reference (toggle) TCP 1514 [TCP segment reassembled PDU]
9996350 23.0.42 TCP 1136 [TCP reassembled

Time Shift... L= — R e
. 7257140 23.0.42, Packet Comment... TCP 1514 [TCP reassembled PDU]
7160 23.0.42 TCP 1314 [T reassembled PDI

Manually Resolve Address

@ Frame 1254: 60 bytes on wire (480  ApplyasFilter * 180 bits) on interface 0

@ Ethernet II, src: vmware_fc:a6:fg Prepare 3 Filter » mware_9c:d3:95 (00:0¢:29:9c:d3:95)
@ Internet Protocol version 4, src: Conversation Filter » |Dst: 192.168.192.129 (192.168.192.129)
@ Transmission Control Protocol, sr Colorize Candersation » | 49183 (49183), Seq: 117850, Ack: 3017, Len: O
scTp >
Follow TCP Stream |
Follow UDP Stream
Follg Stream
Copy %
Protocol Preferences »
3% Decode &s...
& Print...

Show Packet in New Window

0000 00 Oc 29 9¢ d3 95 00 50 56 fc a6 fc 08 00 45 00
0010 00 28 03 46 00 00 80 06 74 c4 17 00 2a 9c cO a8
0020 <c0 81 00 50 cO 1f 50 57 dd Of ab a3 b6 c<d 50 10
0030 fa f0 al d5 00 00 00 00 00 00 00 00

@ 7| File: "C:\Users\Milad\AppData\Local\Temp\... | Packets: 1262 - Displayed: 1262 (100.0%) - Dropped: 0 (0.0%) Profile: Default

1 Working with packet streams
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Slp Ll LS SO &S wi dules dogin WS e SIS Follow TCP Stream 43S g9y p &5 o5
adS 3o Wlsh e ol aed e VBIL 1y Ob,e O o diws Lelé Glol Jawsd Jib 9 958 (o Jasl Wireshark
S dsh @Bly dude Cowl oud oudsd Jalsd dSd dude S Goyb 1 &S Calize glo Seiuly 9 Cuulssyd
tcp.stream eq <Number> @liv Gygiwd 04l SO b S Ol G9y o 0ud Josl ALS & C8s &S
Ly acals 1y OF @l 0dls gl 03,5 JLs wad i 45 ) diws o)los Number 4035 .5,S walgs oualin
UDP o 0l 055 o eizad TCP o dias Ol 53,5 JUis diliia ol 155 GULs 355 o ol
Sl 43S 31 S5 9 03,5 Cawly SIS iledbl ditun OF 95 2 45 GBS Jshaie (30 23,5 JL3s e 1y SSL s

.S ol 1y Follow UDP/SSL Stream

Lelod) Olyole g diws (LS 34y

ol pasine glo LIB Hd oud huo gl diws HLESiey Glp WibHud Hlew SS9 SO Wireshark dobsy
aTy8 aldes e JESI ) pols 39, Gloy 5 L8ge Wireshark (sLiSiey S5:9 .aa5 o &yl ;)8 Jawss
@ JSS9y G Olgis 4 b sl aials Obye o) utis 89y 1 Lo osls &S dgd g8l Wude LUl o Wilgs (e
290 Glielol U39, 4 b diwy JUED) gl Solu s LIS o RLES 30y Shrg -adl oudd bl Sy

5,8 51,8 oslatwl

By dSisl, S0 8y wolgs Cawd 1 O Ol 5 Conl Bge Ollas So liS5ey Sis ¢ A8
Lgd 0yud d)lfl.,\? J9b L ous U:gw).o)
gTJJAL‘ZASo)g;gQQTjI o S Ol 1y Decode as 43S puew 3 09,5 Cewly SIS din SG 695

S Derute Link | Netwark | Transport
) Do not decode (default) Bl
| 802.3 Slowr protocols
| BARP

L ANS

|[Ethertype 0x0800 as AOE
| ARP/RARP

| BATADV
Boardwalk
| BOFL

Clear |

Show Current |

! Decoding packets and exporting objects
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Oygo 4 1y 5 da (ol d9ylIS5 010 D529 5 dw 02ty Gl )3 Ul (0 odalin YU pgal 5o &S Hshiles
oS o8 SBlus
O35, 43 e Gialé 1y 031 Wigw dbY o Calzse sla U39, 43S ol 08,5 wlswl : Link 3 1
oud pasdne SS9y 41y odd pasine diwg Decode ggdly 43S Ll g o SS9, 3 S 5o
NS oo S 500 s
ol 388 (o UDP 9 TCP (L 5l s Y Cilise slo SS9, Jels 3 o) :Network <3 2
Dod @Blg usbe TPV6 4y IPV4 J3u3 5> Wilgs o Q39
A g3 o O )3 &S ded o LBHL 1y JLanl @Y Calie glo SS9, 3 o0l ¢ Transport 5 3
5,5 RliSiey 1y o

S sdalin Iy )8 glo (sliSie) Show Current deSs G953y 09,5 SdS L Wilgs o bid Guizen

!Table Yalue Initial Current
[IPvd protocol 6  TCP ESP

0,2y Show Current $9) » SulS b wumd (o plosl |y (2LaS5ey APply $9) 32 09,5 S L &Sal 31 pw
Rl GBS 00,5 Sb yshie 4 lo ool b ass e 1y oud plasl SYUS GyliS &S Wl e 5o Ginlé 4 YL
Save 95 » 00,5 SIS L wilg oo Guizman S SIS Clear daSs 95 2 4sls3 0 0 pladl slo Jyus

WS Gl 0,3 1y OLiylS o
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0200 o )3 Lo 990 |y Wireshark eae sla (S 51 5508 50 5 ¢80 2 ol 4 o8 S Jl> s
Sy dlo ol baamd e Syl 1y ous oo gla G yo 5o Calises eliisl Jluyl p s S329 Wireshark doliys
693 » 9 M9, Export Object jusw g File ggo 40 HTTP SB13 SG )0 oud Jaod alisw slil ovalis
o 4dlS (iold 4 b Sl 23 IS 4 ) dmbo 43S (ol 9y 2 SIS 3l amy S SIS HTTP 43S

o3 (0 ool ) HTTP 815 5 JWs) Jlo 5o ouds awo cldl plé o5 390

7d! wireshark: HTTP object list

j Packet num Hostname Content Type Bytes
zzz imshopping.rediff.com imagefipeg 6446
231 imshopping.rediff.com image/ipeg 8534
242 v rediff.com textfhtml 236399
252 simg03.rcdn.in image/jipeg 9176
263 metric.ind.rediff.com textfhtml 1
316 simg02.rcdn.in image/ipeg 8213
324 sirng02.rcdn.in image/ijpeqg 2926
434 metric.ind.rediff.com textfhtml 1
598 vy blogger.com textjcss 19335
601 fonts.googleapis.com texticss 247
762 wwwwe hackingalert.net image/x-icon 1150
855 2.bp.blogspot.com image/png Q46
863 2.bp.blogspot.com image/ijpeg 3422
936 1.bp.blogspot.com image/png 1501
52 4.bp.blogspot.com image/png 939
959 3.bp.blogspot.com image/png 43638
265 1.bp.blogspot.com image/png 1011
959 img1l.blogblog.com image/png 475 ~

| >

[ Save As ] [ Save all ] [ Cancel ]

@y 0ud had dius e WS SIS Save As 43S 9y » 9 08,5 LIl wslgs e &S 1y slidl 3l pluS Lo
Silw 003 1y Ol 9 00,5 Llswsl |y image/JPEG bl ¢ o5 SO e Olgie @ .3l Jsdd OB de b g o5
s oy SG (l 09d (58 0,05 Lo et Curr Sead $9) 2 JPEG Lld SO & ud walss dogin S

Ll b diwn ,b.uo Js.b 00 oud dgbils Calise glo L8 &ls.'al bib ¢lp MT)ng &
fouds o gl diws (g,5)le]

oSS s glo Collmd suze j9y0 sshiie @ ous haid Sla dtuo $lp skl SO skl 0ge8 4 Cand ol 53
2 Yl oous Lal asdS slo Cannd 53 29,5 5 63335 Gl BIS L b ool 31 G sl euplss A3
2 Statistics gie 4335 3,5 eudles HIT 1) oud s slo dtuy bl ddes Glo duiz o5 eae 3 55 Lt
dus Gy el SG sloyl 4o Wl e &S Canl 6 SHlT sl Sis o8 e 3 b0 $hyls Wireshark 4l
040 Ul g b Cand () 50 105,513 ool 3y9e S glo Cdlsd suze H9 e sokiie 4 oud b sl

1 Statistics of the captured packets
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Jl> 0,5 euelys o 5 1) Flow Graph 9 Endpoint Conversations, Protocol Hierarchy Summary
e 33 G 090 diBluz |y Lo OF 3l pluS yo wuss o)l

IJLGT oM

Slo Joly (Jud 31 godS OIS 39,5 Sxin Jawgs awd Jil,8 US oyl o Statistics ggie 4> Summary 43S
Summary @; W (0 DBl 2w slwo olyS oud huo gl diw 031w 9 oyleds Jad Oloy i dSss

J.Jls BN J..‘I;L’ R \L:Q.A )L‘.."“’"? Summary ol )Sb k)l)"L{b &S R iyl dods Oygo L Iy SleMb! u:gl do>
Ll 3L )90 dSuu‘b sl Cllss B )90 gig. &S S M oala ) @glf? Zuéli:,

File
Name: Ci\Users\Milad\AppData\Local\Temp\wireshark_pcapng_4D683537-2C12-4255-8721-2300875DE9C5_20130920152859_a301540
Length: 804480 bytes
Format: Wireshark - pcapng
Encapsulation: Ethernet
Time
First packet: 2013-09-2015:29:35
Last packet: 2013-09-20 15:38:52
Elapsed: 00:08:17
Capture
os: 32-bit Windows 8, build 9200

Capture application: Dumpcap 1.10.1 (SWN Rew 50926 from ftrunk-1.10)

-Capture file comments

Interface Dropped Packets Capture Filter Link type Packet size limit
‘\Device\NPF_{4D683537-2C12-4255-8721-2300875DE9CS} 0 (0.000%%) none Ethernet 65535 bytes
Display
Display filter: none
Ignored packets: 0 {0.0002%)
Traffic 4 Captured < Displayed 4 Displayed % 4 Marked ¢ Marked % 4
Packets 2627 2627 100.000%% 0 0.000%
Between first and last packet 557.540 sec
Lug. packetsfsec 4712
£wg. packet size 273.075 bytes
Bytes 717367 717367 100.000%% 0 0.000%
Luvg. bytes/sec 1286.665
Lug. MBitfsec 0.010
“ Help | OK | ‘ Cancel
| SN S | | D=0 i v
1 Summary
2 forensics

C 5@ CS i o : Wireshark poGp CStimly |
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US39s eilye dledks iglé

9 wyed Jgb ) oud owd Lalixe glo JS351:3 3 Galel Sledbl suias uL&‘uL@Jﬁgﬁ lye dlade Giolé
@ oud ho B ys o O Giolé 9 4Y 1 azgi by by JSSgy 43S ol .Caul 8l 0)S 03 SO 53 aSid Julos
.Aﬁwwwjbé)ya

Display filter: none

Protocol Packets _ Packets % Bytes Bytes  Mbit/s End Packets End Bytes End Mbit/s -

100,00 % 2627 | 100.00% 7167 0.010 0 0 0.000

[ Ethernet 100.00% 767

() Internet Protocol Version 4 97.87% 357 712336 0.010 0 0 0.000

[=) User Datagram Protocol l 442 % 116] 1.76% 12584 0.000 0 0 0.000

Domain Name Service ] 278% 73] 1.05% 7543 0,000 FE T ] 0.000

[l NetBIOS Datagram Service | 0.08% 2] 0.07% 494 0,000 0 0 0000

=1 SMB (Server Message Block Protocol) | 0.08% 2| 0.07% 494 0,000 0 0 0.000

(1 SMB MailSlot Pratocol | 0.08% 2| 007% 494 0.000 0 0 0000

Microsoft Windows Browser Pratocol | 0.08% 2| 0.07% 4% 0,000 2 4% 0.000

NetBIOS Name Service ] 148% 39| 054% 3858 0,000 39 3858 0000

Bootstrap Protocol | 0.08% 2] 010% 699 0.000 269 0000

& Ethermet over IP w0 EET o 0010 00 00w

[ Ethernet 3.22 % 2449 97.50% 699418 0.010 0 0 0000

Data 2 JNETTIZ 6056 0010 246 6956 0010

Malformed Packet | 011% 3] 0.02% 162 0.000 3 162 0.000

Internet Group Management Protocol I 023% 6[ 0.05% 324 0.000 6 324 0.000
[l Internet Protocal Version 6 | 1.29% | 054% 3809 0,000 0 0 0.000 ¥
e |

bl & Coul Gledbl sla dtus 63kl dudos 5 4325 ool Byl sla (Shas 3 5508 (o OUBe 43S
oo olé ) 1) IP &G ) omwmsumﬁu&,mwgméu uﬂ)éTLJiGTOL:A
Ad 5o £ 99w 9 Olse Ol ud 4y S Jdod 9 4320 S &S alSas Hlel Judod 9 43328 (ol e

el e sl

1 Protocol Hierarchy
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Ethernet: 2087 | Fibre Channel | FDDI|[iPud: 33 [1pve: 5| 1px | s | ee | rsve | scte | Tcp | Token Ring | ubp: 55| use | wian
1Pv4 Conversations
Address & 4 AddressB 4 Packets 4 Bytes 4 Packets A~B < Bytes A~B < Packets A—B 4 Bytes A—B 4 RelStart 4 Duration 4 bps A—B < bps A—B <A
192.168.192.2  192.168.192.129 77 @529 28 4205 as 4324 0.000000000  538.6702 62.45 64.22
70.37.131.11 192.168.192.129 80 26853 a0 9240 a0 17613 0.066588000  538.0317 137.39 261.89
70.37.131.51 192.168.192.129 135 120474 o1 113 078 a4 7396 3.783274000  534.4370 1692.67 110.71
192.168.192.129 213.199.149.173 12 3487 6 655 6 2832  7.219884000  140.9298 37.18 160.76
192.168.192.1 192.168.192.255 20 2150 20 2150 o o 8.348272000 450.8684 38.15 NsA
65.52.108.11 192.168.192.129 28 8211 14 3342 14 4 869 8.669093000 529.4429 50.50 73.57
41.221.242.101  192.168.192.129 398 27 885 350 21 000 as 6885 B8.669699000 548.8704 306.08 100.35
2.20.218.156 192.168.192.129 1008 146 206 a4as 68432 560 77774 9.507402000 5304423 1032.07 1172.97
192.168.192.129 204.79.197.200 137 132 281 az 4043 95 128238 10.967989000 528.0102 61.26 1942.96
165.254.40.122  192.168.192.129 a6 5456 21 2250 25 3206 11.014245000  527.3915 3413 4s.63
31.13.81.65 192.168.192.129 39 2494 6 360 33 2134 11.025476000  546.1137 5.27 31.26
23.52.241.224  192.168.192.129 72 11515 32 4880 a0 6635 11173712000  528.6125 73.85 100.41
©4.245.117.47  192.168.192.129 30 10290 16 6829 14 3461 11.269520000  517.5292 105.56 53.50
10.10.34.34 192.168.192.129 28 20279 17 19244 1 1035 11.928158000 1365160 1127.72 60.65
©4.245.121.177  192.168.192.129 a6 16252 23 13 229 23 3023 12.187276000  518.7854 204.00 a6.62
©4.232.172.101 192.168.192.129 20 18633 19 17384 10 1249 12.531573000  132.6917 1048.08 75.30
23.0.160.43 192.168.192.129 12 3933 6 3240 6 693 14.798198000 134.5027 192.71 a1.22
54.236.176.185 192.168.192.129 26 4754 13 237 13 2383 15.033527000 516.1180 36.75 36.94
138.108.7.20 192.168.192.129 21 5014 11 2550 10 2464 15.802252000 526.1151 38.77 37.47
192.168.192.129 213.199.149.251 S0 66 034 32 3103 58 62 931 17.230011000 522.6037 47.50 963.35
66.119.33.141 192.168.192.129 24 6028 12 2720 12 3308 17.547033000 513.7256 42.36 51.51
192.168.192.129 199.38.164.155 24 5553 1z 2035 12z 3518 17.726130000  513.7105 31.69 54.79 ¥
Mame resolution  [] Limit to display filter
Help \ | Copy Follow Strearm Graph A—EB Graph B—2,

') dhads

b2 &l ol SG 3 G5 5 @399 Sl bl 43S ool .l GUKS 43S duds (lan) dhds 45k
S L pSie
24L 31,

= &

ol o Calize O suiad Hlis S Cl Lblsyl sl Skl 2 e By Jgdo Lislé SO Ol Hlogé
Lz b ) dS 058 ol @l oyslow oymiy Sy B uuS SIS Flow Graph 43S 895 0 Cewl 3oy Jolgd
Sayy (50 ByS udgi gly ddsl Oledbl

~Choose packets

) All packets
@ Displayed packets

~Choose flow type
(@ General flow
) TCP flow

~Choose node address type
(®) Standard source/destination addresses
) Metwork source/destination addresses

I oK ] [ Cancel

! Endpoints
2 Flow graph
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) el paseie 1y B1S OleMbl ulSssl Clo 9 0lye g o3 do dtun Bl Jud 51 ledb] aslss o b
lo dy oo aSd SBI5 5L oad 50 Ouimen Coal dihe S sl Cdlsd Gilo) Jouz QSlss 58 Gllod Ll
Sys yghie s Wireshark 33 89298 ylel Judod gl din3S 31 ool Giole S ol Jls o 4o uS o S&S
) olul SIS 5 3iges Hehite b JIKASS sl Gbsy 3l (B0 Gum Coud 10 090 &b sl Cull=d Ry

D15 puoles 5158 (awy 2 9y90

' diw 0)Lgd 5Lige 9 (olw! S8

b @l Iy a8 Judos anl,d ¢S Wireshark o odd dusd gl Sis op,3 o0 3 BB 4 Ced ) 5o

=5
ool 6y S

Stdls Olgis 4y .Caul 54y 30 8l 5505 03l S s lolid G0yl S s wnld Gelul §pdy S8
ojll L s ARP 9 DNS glo SS9, clils axsls CD:6C:8B:24:00:16 wilo So5u8 (opd] S 3sealS S
Slo ol8iws lulis wiuld blyl ool .exS osliul O gl MiladPC uils oualive LB pb G wis (o
25 (0 Bl Gelul Gpdy S8 ¢l Halisw gl Iyl Wireshark dely .ojlw (0 Olul 1y a5 o Calises
I3l 3B 0 @ 155 S0 WISy id (o S damde Lol GuSlss oL Sy |y So58 sl eyl &S

o2l Wireshark jo ol olwl gpdy SS485 gl

MAC pU g S

Gl So 4 (MAC)Su58 glo popdl oud sl ARP/RARP glo JS3gy 31 MAC pb gpdy S8
AS (e oslatwl (IP)dasMe LB ke

S pU iy SSS

Dgd (o google.com 4 JuS 173.194.72.101

1 Name resolution and packet reassembling
2 Network name resolution
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L) P gy Sl

80 oS0 Jls Olgie 0. &S (o (plwlis OlialS)s oyled L Blas by by (w9 (BU ‘6).3.39: SS9y o

Capture Options 4335 5 49,0 Capture ggin 4 Wireshark dalys 3o olul gy SS& g5l JI=3 )y
Cowd OO OD)S odaliwe |y QT W3 Lo aS oS e el ) ,b.uo slo d.g; sl 6yl o)m.t.a..ﬂ ‘):J:AS uwl Iy
A 5o Gilé 1y Gelel gl S8 ¢l alise gle 43S Name Resolutions Cowly Coow

Mame Resolution

Resolve MAC addresses
|| Resolve network-layer names

Resolve transport-layer name

Use external network name resolver

Start Close

5 ady Edit ggis 4y jshaie . auS Gl 095 Glajld pelul 1y alise glo (S S wglgs (oo beds
sl 1y Name Resolution Cuwly Coaw $la dis3S 31 0T 5 gy .aS SIS Preferences 43S 69y 0 (uew
AS

! Transport name resolution
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[ User Interface

Layout Resolve MAC addresses:
Colurnns Resolve transport names:
Font and Colors
Capture Resolve network {IP) addresses: [
Filter Expressions Use an external network name resalver:
ame Resolution ' .
Enable concurrent DNS name resolution:
Printing
[ Protocols Maximum concurrent requests: ‘500
& Statist
bl adancs Only use the profile "hosts" file:  []
Enable OID resolution: [
Suppress SMlerrors: [
SMI {(MIB and PIB) paths: ‘ Edit... ‘
SMI (MIB and PIB) modules: ‘ Edit... ‘
GeolP database directories: ! Edit... !

i Help 7 oK Apply H_ Cancel i

4235 $9) 32 035 SUlS @l53 o Lo Loyl 53 . uS (oo A1 B L dlin 5o 3 ad iy lo 43S 0y ()
Oya8 B eusss &51y) Wireshark 4 1 Ls GeolP 3 SleMbl SGb S GeolP Database directories gyl Edit
Wireshark 4 GeolP julul p diws Jluyl 3ble (plulid 3o 9 eadixo S ) Wireshark g pdy SS&s
RUlg3 aSLy S e 53 ool |y dSid Judod g3 48 Wireshark deliy 5o oud dusd (S ool oS SWS
iz Ghls Galul dy SUSE Ll aes o pinlid) eo s STy 5 Wb o (2lulid yo |y Wireshark

Wgd ,Sd Caowd (1l o Sl 3O &S G Caxd

opd o Bl S5 08,5 b b aSid sl iy 0033 o b 5 Canl (Sen ol Gpdy SSE L1
D 9y D 9y CewSi b ous
&59))34.7;3‘23)045‘.&;;5@\)[.?9‘]o..x.f::,l::.:.bdiléQg)b6h[béuéw|§u@“buoul6ﬁ%m 2

D138 o b 6)1AT BINTYS
SIS e ol s diws @ Lol gl .L&.):[)«u Sl diww &jbﬁ: O 3 (ol 6):3:&9: SSa5 .3

S 5o 02310y Gt (ol Sum pae L 0 9 w30 sl 4 p5 SO e ojle] Yl
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L dtus 0)lgd jliige

w528 SzeS Glo dtuy 4 b 0310 31 Sz sl Hlade So T (b 3 &S Sl Gunlyd o dus o)l Slge
Ay Sz Jgs ok 4y W5l (e ey |y 995 sl JelS B 5 0w S5 0o b Lo OF Gugw 5 9 (o
b9y () 0. amd (e 4,8 soldtwl dyge |y 395 0)Lgd Slige Ubgy Wireshark dely coud o ledb) gl
&S (0 5ge aybes Iy Lo o ugw 9 03,5 S9! oz ) Sledbl gl diuy Calisw glo 453 Wireshark 4ol

d dl)f it sla Cob b Gasb 31 1y OF JelS Ll B

2000 00 0c 29 9¢ d3 95 00 50 56 fc a6 fc 08 00 45 00 s e E.
2010 02 59 la 9d 00 00 80 06 ¢0 27 02 14 da 9¢c cO a8 N e e e
2020 ¢cO 81 00 50 c0 2b Ob la 2f ab 66 6a 02 <7 50 18 R S TR i P
2030 fa fo 52 9f 00 00 31 ¢8 «ca 47 04 e4 7h 56 6d b7 - S B i Y |
2040 07 ae 6b a2 f1 2f ce ce cd d7 26 b9 44 66 56 C8 kel L & DFV.
2050 24 la f2 el bl e9 4f 73 65 58 e3 da 92 41 bf hd S R 0s eX...A..
2060 57 49 1b 68 19 e9 cd 4¢ ac 7f 9d 68 84 54 9e 2¢C WEih: wvls cnalle Ty
2070 82 31 db bd 25 ac 39 23 8a b0 dc 80 4d 49 fe ae  .1..%.9# ....MI..

] Ml File: "C:\Users\Milad\AppDatatlocal\Templw Ipackets: 517 . Displayed: 517 (100.0%) - Dropped: 0 (0.0%)

&S s 09d euud §53 SgeS Sledbl gla dius 4 Wlgs e HTTP Get Culgsyd Ko Jlis Olgis
HTML dexio Ko 5 &S (e 6)bgd 5lige |y calise glo diwo Wireshark dely ogé JuwoSS Jsl wolys
0)by> (Reassembled TCP segments) 8La) Oledb) Jolis dius Olse 5L . aS (0 dlowl oud Sige o)bgs

L) odd 0)lgd Slige dS dgd e Chlite Gl diww o)leds

# Flags: 0x018 (PSH, ACK)
window size value: 64240
[Calculated window size: 64240]
[window size scaling factor: -2 (no window scaling used)]
# Checksum: 0x9f4a [wvalidation disabled]
@ [SEQ/ACK analysis]
TCP segment data (921 bytes)
= [16 Reassembled TCP Segments (22569 bytes): #451L(1460), #452(1424), #471L(1460), #47F
Frame: 451 ayload: 0-1459 (1460 bytes
Frame: 452 ayload: 1460-2883 (1424 bytes
Frame: 471 ayload: 2884-4343 (1460 bytes
Frame: 472 ayload: 4344-5803 (1460 bytes
lFrame: 473 . navinad: SRO4-7263 (1460 hvtres)

200 OK.
ontrol:
. No=sto
ransform

. .Pragma : no-cac
he..Cont ent-Type
: textsh tml;
rset=utf

\ Frame (975 bytes? Reassermnbled TCP (22569 bytes) \ ;cor;;l;éssedientit;riaody (723337by7tes;J

@ M| TCP Segménts (tcp.segments), 22569 bytes [ Packets: 517 . Displayed: 517 {100.02%) . Dropped: 0 {0.02%)
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0 0315 WS diws gl Cub Lk 31 Uncompressed entity body 3 5o oud 5Lige 0)bgs MelS gla ools
ge «Cwl S3 GLLE 0gd (e 03ld wlSsil Reassembled TCP 3 Cuos o diws 04 Hex Dump g ¢4
Cawl Jled Wireshark delbyp 53 (0,8 iy Oygo 4 b diuwg 0)lbg

Wireshark $boyd ks Cod gl i3

290 33 Cuou b 05193 (5o GLL 53 (02318 51,8 a2 3y90 |y Wireshark gla gilu o3l (ol Lo, e o5 Jl>
3B WSS oS IS 658 4t G Wireshark aoliyy &)u8 31 Wireshark gloyd hs Cod gla il
oo pSsid 53 lplis Lo Oleyd ol puas 418 dudos Dyse Judod Sading Oloyd s e 1y Lo Oloyd (o
Iy tshark -h )giws juew 9 L9, Wireshark Coad dow 4 lawl yghaie oy .05,S )13 oolatul 5yg0 wislgs
Il 355 Lo 00l Giolé O loinly sl S Lo Lzl he sahly b 1y tshark deliyy o5 LolSin S |2

s )3 dllhe 050 1) OF 29,5 5 @S bzl 1y sgtws ool w1380

Tshark L Terminal Wireshark 4ol

S WIS el Oloyd Jas Jause Cuss Wireshark s Sldes 31 )lews £9 45 Sl Oleyd SO tshark Hgiws
o b o daliyy 3l sy 8l e 435Sl 31 Gty 45 psbalas oS ST aabiyy ol 31 o3l b 1y 35
tshark delys gloisly ;3 yeiws .S Lol 1y 533 3 0dd 03)9] Hsiwd ugw 9 48y doliys uad juus & il

IS e siulé w

C:\Program Files\Wireshark>tshark -h

TShark 1.6.1 (SVN Rev 38096 from /trunk-1.6)

Dump and analyze network traffic. See http://www.wireshark.org for more information.
Copyright 1998-2011 Gerald Combs <gerald@wireshark.org> and contributors.

This is free software; see the source for copying conditions. There is NO warranty; not even for

MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE.

Usage: tshark [options] ...
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U 0391 daliy 5o Glislowdss s 1,3 oolitwl 3ygs tshark olyes & wilgs o led a5 (plo Relyly S
oo 33 4 gl July G 21K i Olgis b awS Sys 1) Wil Shee ulgs o il @ Lod 5 ol
(045 S tshark ) eslazal b 1)

C:\Program Files\Wireshark>tshark -D

1. \Device\NPF_{730CDBFB-F346-4654-8196-5C20B7A69E12} (AMD PCNET Family Ethernet
Adapter (Microsoft's Packet Scheduler) )

2. \Device\NPF_{DD763ED6-6670-4281-8551-A3C651241F95} (AMD PCNET Family Ethernet
Adapter (Microsoft's Packet Scheduler) )

) e 38 92790 dSd Slo Sy alé B s o5l Hgue tshark 4y D- byl S (0 ouslice &S Hghilen
oolatul b puolss o &S 1y a5l slo bl 51 pluS o (0l53 (oo Lo Hstwd (uae dline .15 Giolé 4 Lo sl
Tshark j5tus CaudlS jshiia (o oudds 33 b diun baed g9y 2 Iy Jly OF dSi sl oylecds 98- byl )
bo glo diws Gilw 0053 Hohaia b 9 08 3)lg 1y dKd bly ol Rabhl (ol olped 4y 91- Ralyly ol e 4 )
o b Oxigen oS odlatul 0ud 0,53 glo diuy Gilw 0,53 Gl pb G OF olyen 4 5 W- Slily 3l o
0955 B o3y Jlie SO d)ldSs ey )13 oolitul 0y30 Gloyd S 3 S Dygo 4 1y fwhl udiz 5153

oS S50 i by Gleyd bt b 50 Sl le diu s Sdes

C:\Program Files\Wireshark>tshark -i 1 -w milad.pcap -p -c 500
Capturing on AMD PCNET Family Ethernet Adapter (Microsoft's Packet Scheduler)
500

C:\Program Files\Wireshark>

:\Program Files\Wireshark>tshark —-i 1 —w milad.pcap —-p —c 50608
apturing on ’Ethernet®’
500

:\Program Files\Wireshark>
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o b YL )5 0ud 03y Oloyd .Cuwl 00 031> ygue Tshark (o a5 (H5gSUsS Glo felyl &5 WS sualine
tshark 4ely 45 -i 1 jWlyb 038l b b diS 0 oualive &5 (gygiwd 4 13, Z2 S 55 oolw 0L SO L Ulgs
S g3l 0pd milad.peap pb L 1) 2oy uew 5wy LB 09id 3yg0 1y 1 oyled aSid Jly ool axsS
- 500 ygrws b ObL 58 5 WSS s ) K315 0usl (o Sl 50 a5 ol aidS -p bl 3l oolatul b Guises
milad.cap L «Cewl S5 9B .33l Bgi0 Iy Jard wiT,3 dpwy 500 & &S el Lo ditus o)lods oS ool 4xsS
2B 1- Oloyd 3l oslitul b ublgs o led usy plS 50 010 41,3 tshark deliy &S 598 (0 dlowl S e Oloss 3
b Ok b e 5> | milad.peap oud s il 25 Oleyd b e Jlis dlsis 40 .08 3L 1y 0ud Jano sl

C:\Program Files\Wireshark>tshark -r capture.pcap

0.000000 10.0.2.15 -> 173.194.72.94 TLSv1 91 Application Data 0.000822

173.194.72.94 -> 10.0.2.15 TCP 60 https > opsmgr [ACK] Seq=1 Ack= 38 Win=65535 Len=0
0.148540 173.194.72.94 -> 10.0.2.15 TLSv1 91 Application Data 0.314759

10.0.2.15 -> 173.194.72.94 TCP 54 opsmgr > https [ACK] Seq=38 Ack =38 Win=62839 Len=0
0.527277 10.0.2.15 -> 31.13.79.20 TLSv1 606 Application Data

0.527761 31.13.79.20 -> 10.0.2.15 TCP 60 https > hiq [ACK] Seq=1 Ack=553 Win=65535 Len=0
1.097436 31.13.79.20 -> 10.0.2.15 TCP 1404 [TCP segment of a reassembled PDU]

1.107744 31.13.79.20 -> 10.0.2.15 TLSv1 229 Application Data

1.107790 10.0.2.15 -> 31.13.79.20 TCP 54 hiq > https [ACK] Seq=553 Ack=15 26 Win=64240
Len=0

1.127783 31.13.79.20 -> 10.0.2.15 TCP 1404 [TCP segment of a reassembled PDU]
1.147908 31.13.79.20 -> 10.0.2.15 TLSv1 1234 Application Data

1.147942 10.0.2.15 -> 31.13.79.20 TCP 54 hiq > https [ACK] Seq=553 Ack=40 56 Win=64240
Len=0
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1.167471 31.13.79.20 -> 10.0.2.15 TCP 1404 [TCP segment of a reassembled PDU]

9 Jade/zgin Jawd Gy Jud 3 Sledbl aS Cowl oud udgs GUT Jagows dud (29,5 Judly 00d dogis S|
Ll dyge Olayd s @)19 31y Wireshark &s,u8 Pt’l}’” oo b 4.39§.2g| Lawl 0018 WS 1 Al Jﬁjﬁ
(e O Gy 3390 1y S0 Cla o Sl 31 G5 w380 Jlo L eumay 1,38

Sl Judod 9 du 3o 9 Cuivla) (Rawshark
Follow OGldes dslice Oildas ol 2088 (0 00laiwl 0ud s L I s diws Ob = HWlgs gl Rawshark )
diy3S odmlice @l 2018 J13 Guwyp dy9e Iy Ol diws gld Ob,yo b 58 Cowd 53 o &S Cwl TCP Stream

JSCs 4y rawshark 1 oolu g1 SG . 0xS oolatul rawshark -h jgaws 1 elgs o Rawshark ;8 35290 gl

Ll 3y

C:\Program Files\Wireshark>rawshark -d proto:http -r milad

23,5 (»» milad <=L3 L owd pasiv L8 O9yo HTTP JSJg).: Sl diws QLo JLos 1 Hlays ol
editcap 4ol

o3l .9 AS 5 dhas pusial Jud 3l 0ud o Ll g9y 2 Slol sle Sldes ploil gl editcap dobys
1) IS L J.:.S l,>! 1y editcap -h ygiwd w‘.:sls 4ol ol Q§b9§ slo J«"Ablg: odlin gl 0gd (0

C:\Program Files\Wireshark>editcap -d capture.pcap capturel.pcap 1
100
Add_Selected: 1

Not inclusive ... 1
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Add_Selected: 100
Not inclusive ... 100

100 packets seen, 0 packets skipped with duplicate window of 5 packets.

L) oud 41,53 5L 90 capture.pcap Ll 35 100 B 1 6d9usa yo dS Iy (slo dwn S (0 oudlie a5 (Sloyd
A5 (0 0,55 capturel.peap wds pb b1y b 95 » 0ud Jlos) Ol ugw 9 U5 (0 Bl )

mergecap deoliy

2 o8 osldtul 9y50 Ll SO 5o oMbl glo diws s B 90 3 Sl b 9o plesl ¢l mergecap 4oy
Oleyd S uds e Byl s dwn s glo LB 05,5 oBgS ¢ Bldl gl (sle 43S mergecap daly 0,5
Cawl 60 638 13 90 LS (0 Bl e L1y pcap b 55 45 mergecap | ool

C:\Program Files\Wireshark>text2pcap -o h text.txt converted.pcap
Input from: text.txt

Output to: converted.pcap

Wrote packet of 37 bytes at 0

Wrote packet of 37 bytes at 37

Read 2 potential packets, wrote 2 packets

ol dogia Wbl 03,5 d>g3 S| 4l .59 Wireshark dabiyp Oloyd s Cusd gla Hlpl 31 ool Giole SO ol
09310 Laoly ol poloduel 098 o &Il Lo 40 Wireshark 4ol S8,S slad yo s Cubild ol el &S Wl

b oud &g Judo
WAY ygo 8 4
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