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! Packet Leashes

% Temporal Leashes

? Geographical Leashes

* Rushing Attack

> Carrier Sense Multiple Access
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[d]Ka— | Datad digitally signed by node A REP | REPIly packet identifier.
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C—*  ((ROUTE REQUEST, D, certs, N, t)KE)KE' certe
D— C: ((ROUTE REPLY, §, certp, N, t)KB
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(% ho=MAC;,(REQUEST, S, D, id, i
S—*  REQUEST, S, D, id,ti, hy, O, )
A: hy = HIA, hg]

Mu=MACy, REQUEST, S, D, idti hy ,(A), 0)
A—*  REQUEST, S, D, id, ti, hy, (A), My)
B: h,=H[B h]

Mg=MACy, (REQUEST, 5, D, id,ti hz, (A, B), (M)
B—*  REQUEST,S,D,id, ti, hy, (A, B), (M, Mg))

hs = H[C, hy]

Mc=MACy. (REQUEST, 5, D, id,t, hs, (A, B,C), (M, M5))
C—*  REQUEST, S, D, id, ti, h3, (4, B,C), (Ma, Mg, Mc)
D: Mp=MACy, (REPLY, D, 5, ti, (A, ,C), (Ms, Mg, Mc))
D—C: REPLY,D, S, ti, (A, B,C), (Mg Mg Mc), Mp, ()
C—B: REPLY, D, 5,ti, (A, 6,C), (My Mg Mc), Mp, (Kc,)
B—A: REPLY, D, S5, i, (4, B,C), (My My, Mc), Mp, (Kc,,, Ka,,)
A—S: REPLY, D, S, ti, (A, 8,C), (Ma Mg Mc), Mp, (K, Ka,, Kay))
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(RREQ, id, S, seqs, D, oldseqp,ho, N) k5, 0, h)
(RREQ, id, S, seqs, D, oldseqp, ho, N) 5, 1, hn_p)
(RREQ, id, S, seqs, D, oldseqp, ho, N) k5, 2, hn-2)
(RREQ, id, S, seqs, D, oldseqp, ho, N) k5, 3, hn-3)
(RREP, D, seqp, $, lifetime, hg, N) k50 0, hip
(RREP, D, seqp, S, lifetime, hg, N) xpe 1, hacr)
(RREP, D, seqp, $, lifetime, hg, N) 15, 2,hiy.2)
(RREP, D, seqp, $, lifetime, h, N) 5, 3, hcs)
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! Secure Routing Protocol

2 Security Association (SA)
3 end hosts

* non-volatile

> adversarial
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! Route Request

> Query
3 Message Authentication Code (MAC)
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! Intermediate Node Reply Token

% Secure Efficient Ad-hoc Distance vector routing protocol
3
Loop
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' Replay Attack
% Secure Position Aided Ad-hoc Routing Protocol
3 Global Positioning System
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! Table Update Sequence Number (TUSN)
* Neighbor Group Key pair
3 N's group encryption key
*N's group decryption key
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