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Attacks
Passive Attacks Active Attacks
Eavesdropping Traffic Masquerade Replay Message Denil=of-
Analvsis Modification Service
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read contents of
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Observe pattern of
messages from Bob
to Alice

Internet or
other comms facility
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802.11 Authentication

Non-cryptographic Cryptographic
Does not use RC4 . ) Uses RC4
Open System Authentication Closed System Authentication
NULL SSID is accepted Must have valid SSID
A station is allowed to join A station is allowed to join
a network if it transmits an empty a network if it transmits a vald
string for the SSID SSID for the AP

A station is allowed to join network if
proves WEP key is shared
\7AR4 (Fundamental security based on
knowledge of secret key)
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New Connection Wizard

Welcome to the New Connection
Wizard

Thiz wizard helps wou:

* Connect ta the Internet.

* Connect bo a private network, such az vour work.place
hiebwork.

* Setup a home or zmall office networlk.

To continue, click Newxt.
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Meww Connection Wizand

Metwork Connection Type
we'hiat do poo veant o do’?

{ ) Connect to the Internet
Cornnect to the Internet =0 pou can browss the “web and read email.

(*) Connect to the network at my workplace

Connect to a buzsiness network. [Lu=ing dial-up ar YFPR] =0 vou can work from home.
a field office. or another location.

) Set up a home or small office network
Conmnect to an esisting home or zmall office netveork or zet up a new one.

) Set up an advanced connection

Connect directly to another computer using pour serial, parallel. or infrared pork, or
zet up thiz computer =a that aother computers can connect to it

[ < Back ][ M ext = _] [ Cancel ]

Virtual Private Network aof osi 3L o5 4l dmiw O jl dn

s =S e 2l Connection



Hewvsr Connection Wizarnd
YPMN Server Selection
“weohat 1= the namese or address of the WPHN szerver’?

T ype the host name ar Internet Frotocol [IF] address of the computer ta vahich pou are
cornnecting.

Ho=t nam= or IF address [for example,. microsoft. com or 157.54.0.17 :

217213912819

[ < Back ]L M et = J [ Cancel ]
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Connect =4

l==r mame:

Fa==swvaard:

] Sawve thi= user name and paszsweord For the Fallovsing users:

FA = anly

DSrpone wwhio uses this computer

L Cornnect J | Carnce=l | | Fropertie= | | Help |

,, Advanced(Custom Setting) «x 8 . w5, o SECUNitY < % (55,
J}&)Lﬂjo%\fms&égf SEttlng Q;rf{@di:lf
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wies A - Properties

I Eernaeral " Ophions [ S e=curikyg ] M etvaorkimng " .-'lh.clx-'ar‘u:ecll

S ecuriby opbhihon=s
Oy Tyupical [recommeaended s=ktting=]

Lalidate e identiby a= Followsas=:

o Dadwvcanced [custom setkinao=s]

Ll=ing thhe=== ==tting=s require=s a Ernovaledags
of =ecurity probocol=.

Soaatomatically u=se e A Iindoves logomn namese aod
pa==vuaord [arnd dormain iFf arpae]

Fegunre data erncryphion [discomnrmsech iF mnone]

L = E:l:l:ihgﬁ_ .. J

[ IF==c S etting=s. . ]

=S = oLssl 1, NO encryption «, ;8 Data encryption .. s

5 password
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unencryption. ;¥ allow these Protocol c.._.s ;s
(1) challeng handshake Authentication




Advanced Security Settings

Cata encruptiorn:

Mo encroption alloveed [=erwer vaill dizsconnect of it requires encrepbiorn e

Logorn s==cuariky
O 0 Us=e E=tensible Suthentication Protocaol [ELP] -

Froperkies
Can Allove these protocols
nhencrvypted passwaord [Faa P
[ 1] Shiva Fassweord Sauathentication Protocol [SFPAP]
Challeng=e Handshak e Sauathentication FProtocol [CHSF]
[ ] Micro=aft CHAF [FMS-CHAF]
Slloyy older M=-CHAF wersion For “WWirndowves 35 =erwers
[ ] MMicraszaoft CHAF Wersiaon 2 [PMMS-CHAF 2]

For FHMS-CHAF basaed protocols,. automatically uss e
A ndoves logomn name and passveord [and domais iF acge]

[ () o ] [ Carnce=l ]
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competition, and compatibility

Digital Tornado, brief history of the Internet .7
Www.Isoc.org/guest/zakan/Internet/History.HIT.htmi .Y
ITRC.www.ITRC.ir .o
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