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client queue) .
0x2003

Saort ran for
Pkts/hr:
Pkts/min:
Pkts/sec:

192.168.168.7

Received:
Analyzed:
Dropped:
Filtered:
Outstanding:
Injected:

S5: Pruned session from cache that was usiang 1098947 bytes (purge whole cache).

Packet 1/0 Totals:

mand Prompt B

Snart Commands
a:\Snort\bin>snort -a o:\Snort\etc\snort.conf -1 o:\Snort\log -i 2
www= fnitialization Complata =——--
-%2> Snort! <*-
Version 2.9.0.2-0DBC-MySQL-FlexRESP-WIN32 GRE (Build 952)

Martin Roesch & The Snoxrt Team: http://www.snort.org/sncrt/snort-team

Copyright (C) 1996-2010 Sourcefire, Inc., et al.

ng PCHE version: 8.10 2010-06-25
ng ZLIA wversion: 1.2.3

os Pagino: SP SNORT DETRCTION ENOINE Vorsion 1.12 <puild 18>

Preprocessor Obhject: SF SSLPP Veraion 1.1 <Build 4>
Preprocessor Ohject: SP SSH Version 1.1 <Build 3>
Commencing packet processing (pld=589¢)
§5: Session excereded configured max bytes to queue 1048576 using 1048979 bytes (

192.168.168.7 11616 --> 92.46.53.163 80 (0) : LWstate Oxl LWFlags

**+* Caught Int-Signal

Run CLime for packet proocessing was 5985 .944000 seconds
Snort processed 11774 packets.

0 days 1 houre 39 minutes 45 seconda
11774
118
1

11616 --> 92.46.53.163 80 (0) IWstate Ox1 LWFlags 0x222003

147490

11774 7.983%)

135707 2.011%)
.000%)
.017%)
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Dynamic Loaded Libraries

Output Plugins

Snort y.lgd
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Example:
Rule Protocol Rule Port
v v

---------------------------------------------------------------------------------------------------------------
.

A A A A
Rule Action Rule Format  Rule IP address Alert message
Direction

IP sl JSGgy 9 cmilsd sla Action

GAULLUJ‘w‘cwab)‘é‘mbsw‘wagﬁsowﬁJw‘@k)&b‘&}—abuﬂbﬁMTﬂ
Action .asb o o] ACtion a bgs o o0lsd 10 au3d gl 0ed sols iuled dius a5 bogspe Sleogas plad a5 048

olas 0s3 11y LaaSly az oS oy Wyl caillas (ilg8 L aST 1) gl as a7 Sley SNOMt 0ys5 o (piled 4 bogs yo

Sl ey Oy 4 dS Gl iy x5 BB SNOI o 5,8 s action z aes

S oo o |y L S g0 Ay s 3 ST oo Sdsd ol Sl i g, 5l eslinal L1 laze S, :Alert
&S el |y e anas LoOg

A5 ooyl o e a5l :Pass

&S e J8 1) (6,550 gl L g 00ls oz :Active

&S o Joe oslgB aile A e g odd Slg1,8 Koo s el G wg U oile o e :DyNamic

o s oo,S reject o Sdrop drop 4 ol L awes S8 inline coxsg o1, SNOrt Las 51 558 8,050 ogdle
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el Jloyl 5 ol 00,5 eolaiwl TCP JSSg, 51 STTCP reset G Jlo,l 5 dies < (0405 990ume = RejeCE

D5b 08,5 eolatwl UDP JSS4 0 5145 3,90 ,0 ICMP port unreachable

IP slo SS9

RO ool P oS o 8 oolatuwl oyge ol 0 00 s A s SO ool JLu | jelate 4y PSSy,
o 2ilojle (Packet) ais J310 IP Ll o by ools uled (oo Sl 4K o (9,0 SowselS jo (glp LS,
Aled oo Slosiy SeSin slo

Jols g K00S0 @ il e 90 Jlasl elate 4 (Transmission Control Protocol) L TCP 54, :TCP
0,5 o 1,8 ool 5 50 Ll o leb!

soliinl 5,90 4l S yo S sl ply Jlo)l jslaie 4 (User Datagram Protocol) L UDP Jss,,, :UDP
SRR

el Jlo)l jekate 4 Jole giwew lawgs (Internet Control Message protocol) L ICMP s, [ICMP
é)..f ‘54)‘)5 oolazl Sy90 o)...C3 Uas ‘_ng
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Soled eolatwl CIDR slo oles 5,15 ol sl amles Cbsl 55 1) b Luyol 5l cold @) dbily oo ol yuimon

@bgipe Hlsd 5l (el Guysl b, S il laz jslate 4y (1) sles L NOt ahie SKlee 3l ailys o Lol yuizman
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Sygo &g Ry,S b range ( sws b static waee b any sl alise slo oy, a0 1) &ye 0 leds auilys o Lo

£ 9 004 108 g4 5l Action vas o lis a5 sl (g8 S 5l diges 55 Jlie owmles iy ya3 Lauss L negation

G g 6Ls'b u)y)|)...cd.a YAY,VPALN . w)oT CJ)dJIP u»)o—ljm5u)5;)m)|fuTMw|th QT Ji:a).:

ML:LSA?’\'
log tcp any any -> \av,\#A),-/YE lg.. ey

Sled a>g5 p5 g @

Log UDP any any -> 92.168.1.0/24 1:1024 Log UDP tr‘afﬁc coming from any port and destination
ports ranging from 1 to 1024

Log TCP traffic from any port going to ports
-> 8 o ® .
Log TCP any any 192.168.1.0/24 :5000 455 than o equal t 5000

. = 3 Log TCP traffic from privileged ports less than or equal
Log TSHiey 1002 192.168.1.0/24 400: to 1024 going to ports greater than or equal to 400
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3988 i 5lb i 5505

el o3 70 4 oaims
Tipping Point

http://hl* Y 1Y .wwwl.hp.com

IBM Security Network IDS

http://www-*).ibm.com

Peek & Spy

http://networkingdvnamics.com

INTOUCH INSA-Network Security Agent

http://www.ttinet.com

Strata Guard

http://www.stillsecure.com

IDPAY « + Intrusion Detection and Prevention Appliances

https://www.juniper.net

OSSEC

http://www.ossec.net

Cisco Intrusion Prevention Systems

http://www.cisco.com

AIDE (Advanced Intrusion Detection Environment)

http://aide.sourceforge.net

SNARE (System iNtrusion Analysis & Reporting Environment)

http://www.intersectalliance.com

YA


http://hl0163.wwwl.hp.com/
http://www.cisco.com/
http://www.intersectalliance.com/
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Vanguard Enforcer

http://www.goYvanguard.com

Check Point Threat Prevention Appliance

http://www.checkpoint.com

Fragroute

http://www.monkey.org

Next-Generation Intrusion Prevention System (NGIPS)

http://www.sourcefire.com

Outpost Network Security

http://www.agnitum.com

Check Point IPS-)

http://www.checkpoint.com

FortiGate

http://www.fortinet.com

Enterasys® Intrusion Prevention System

http://www.enterasys.com

StoneGate Virtual IPS Appliance

http://www.stonesoft.com

Cyberoam Intrusion Prevention System

http://www.cyberoam.com

McAfee Host Intrusion Prevention for Desktops

http://www.mcafee.com

Y4
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SoSie slo)lis, g o SIS g 0050 6 pS gl SMex (S 592 5,158 o5 (pl amled a8 pU (rea b (swg g

ICX PO R-3 SL N I DUV SHUURI

i3 X

ZONEALARM 1] Check Point

Free Firewall
Scan Update Tune-Up Tools Help

YOUR COMPUTER IS SECURE N K3 v [ Fotowust (Upgradeow)

10 11
@ ANTIVIRUS BS8  Frewaw Mwe  IDENTITY R
ot b i Py ) S
— 01011 DATA
‘ Protected Protected
Antivirus is available. but Traffic to and from your computer Your computer is protected from
not installed. | is monitored for suspicious malicious sites attempting to
‘ behavior. ‘ steal your identity and data.
Install ‘
o

|
i o -
R ... —

= -
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Check Point Firewall Software Blade

http://www.checkpoint.com

eScan Enterprise

http://www.escanav.com

Jetico Personal Firewall

http://www.ietico.com

Outpost Security Suite

http://free.agnitum.com

Novell BorderManage

http://www.novell.com

Firewall UTM

http://www.esoft.com

Sonicwall

http://www.tribecaexpress.com

Comodo Firewall

http://personalfirewall.comodo.com

Online Armor

http://www.online-armor.com

FortiGate-0Y-\C

http://www.fortinet.com
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Snort sle Lasl L s 55L, @

Sty aSuh sl g il as @

&bﬁa&o}oﬁd;{)obﬂ&)@j)é o

File View Scenano Signstures Settings Help

nadxwu?ﬂ*"l&&amnmgr\
= 4 Wisemsor - locaiha... Sun Dua. Pr. Sems. Name Visitor Receved -

=L TCr ‘ 0 129 V0/22/2012 12:44:32 PM.S38 0000 UDP  S1067 UDP Packet 157.56.149... [0001 000050 1AC,
f0ClosedT| || @128 1072272012 124431 PM796 0000 UDP 51067 UDP Packet 157.56.149...  [00 010000 S4)9{DA
82 e & 127 W022/2002 124431 PMO27 0000 SI067 UDP Packet 157.36.149... {0001 0000 E2 EF £5
BB MP |l 106 10222012 124397PM200 0000 UDP 51067 UDPPacket 137.56.149.. (00010000 E2 EF €3
§ 53 ONS @125 10222012 124356 PMAST 0000 UDP 51067 UDPPacket 15756.149.. 00010000 8DJ{[DY
9 % DHcp @124 022/2012 124355 PM.768 0000 UDP  $1067 UDP Packet 157.56.149... 000100 00R{01 0C
§ 110 PoP3 @ 123 102220012 124344 PMYAE 0000 UDP 57195 UDP Packet  ADMIN-PC [ES AS 80 00 00 01 0C

8 19 NP | 812 102272012 124343 PMT3T 0000 UDP 138 NBT Datag.. ADMIN-PC  NBT DGRAM Packet B

135 0S80 @121 W2220121243.04PM B0 0000 UDP  S1057 UDP Packet 157.56.149.. 000100 00]{01 OC

139 NBT Se... @ 120 1072272012 124314 PM285 0000 51067 UDP Packet  157.56.149..., |00 01 00 00 FE 85 0?.

3 130 LOAP @ 119 WV22/2012124213PMT704 0000 UDP 51067 UDP Packet 15736.149..  [00010000D2])[81]

e sraze |G 113 W022/201212:4232PMT49 0000 UDP 51067 UDP Packet 157.56.149..  [00010000D2]i8Y)

prraT T @ 117 10/22/2012 1242:32 PMSI9 0000 51067 UDP Packet 15756.149..  [00010000 15BC %

o %93 C1s @ 116 02272012 124232 PM288 0000 UDP 51067 UDP Packet 157.56149... (00010000 BINET |

@ wisMsd. |G 1S 10222002 124149PMIT2 0000 51067 UDP Packet 157.56.149.. {0001 0000 BSN\ET |

A 1080 50CKS @ 114 1022/201212:41:48 PMSA4 0000 UDP 51067 UDP Packet 157.56.049..  [00 01 00 00]qIF9 BF

1433 SQLS.. | @ 113 1v22/2012 124148 PM.TI4 0000 UDP 51067 UDPPacket 157.36.149..  [00010000 FF 92))t

2234 Direct... | @112 10/22/2012 1241:03 PM6S2 0000 UDP 51067 UDP Packet  157.56.149...  [0001 0000 FF 92))(¢

. 28 NS Promy @ 111 W0V222012 124107 PALAE 0000 S$1067 UDP Packet 157.36.140.. [000100000D0R Y

G 3268 Globe... | @ 110 10v22/2002 124103 PM.186  0.000 S1067 UDP Packet 157.56.849..  [00 0100 00)c™[AF F:

z f:’ .7:':‘— o |09 102272012 124038 P32 0000 138 NBTDatag.. WIN-ETLR..  NBT DGRAM Packet
> <] ’
Server R Visgors: 4 Events: 28/28
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Aled o oanline ) 50 1) cauns &l ) Col ol jen 4 HONEY pot slo )5l Ko ol

specter

http://www.specter.com

LaBrea Tarpit

http://labrea.sourceforge.net

PatriotBox

http://www.alkasis.com

Koionev

http://koioney.sourceforge.net

HoneyBOT

http://www.atomicsoftwaresolutions.com

Google Hack Honeypot

http://ghh.sourceforge.net

WinHoneyd

http://wwwY.netvigilance.com

HIHAT

http://hihat.sourceforge.net

Argos

http://www.few.vu.nl

Glastopf

http://glastopf.org
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Send-Safe Honeypot Hunter

http://www.send-safe.com
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http://www.send-safe.com/

