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VLAN b 539868

ISL
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3 g Ethernet g faseo 30 gy o - wuwl ISL sigy WS (o 4159 ookt
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( .99y o 419 Ethernet gbd o 40 badd g,y (! ¢ el 00l SguoRing
o Pl Trunking 30 45 gSuw sl yig) g B gigw olod ¢ Lol Wi 12
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08w LISt 31 s i 3 o g 4335 31 B ot s - ad 110 35 1,

il 1y p 3% (BT Trunk &Yl 31 g (sl 9
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a3 o0 i 5T 43 Sl 30 (38,5 oA 511 ol o B k! 092 515 IS

ISL Header

ISL Header CRC
26 bytes Encapsulated Ethemet Frame 4 bytes

|DA|T1.rpe |User 3A|LEN|.=~.AAA03|HSA|~JLAN BPDU |_|NDE_>:_RES|

"

039391 b ¢ ! ol 1518 b 1 9 Ethernet m 99 03wl Sl a1 & 4>¢i b
o e O yIWiliw! gl 31 (3T 0 31wif Ethernet p 9 4 ISL dawgs <ol 30 o
7R PP IR PR Ve SUI RY] W TSR T- 7PN C g Y R ] F Y (oW V) g
e Wiy oo on 311y pisd g 0010 Lawdkid (9,1l ) 55, ) Gaint 8
WS s O 2 b ¢ i Calt pr 1518 31 553 w8 ojiwl S (S
. 999 Wbl g o 089 33 Trailer g Header _ijld a3 3006 ¢ o ylnili

9 Header adwod Ol Jlu,l ol 9 b Zwigw ¢ Access Link o¥lail 4o %
e S (0 1 o3 9 Jlw 31 & 10N v g 00 35 Bdo> | Trailer

802.1Q ;1 4 2950 guigw g ISL 31 32 1900 gudgu ¢ oS 51 Zuigw 31 5

WS (0 (g
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802.1Q

S 30 « Conil O 39 359> 802.1Q 8 yIibias! lawwg 49 45 Cans! S Wi ISL g
ol 4od g 009 I o Al (S oWiS Wi o AT Cwl (1 O ylwlw! (!
15 NS (g0 (ilasiig Gt 3 3 Wigh (o0 I L Bl &S (ilidke (5o

e O g3 4189 oS s ol o taid g8 (0 1, ISL &SI
Colaw g VLAN i g% (48 55 o239 (6159 Cawd! TEEE 9 yliiliant S 45 802.1Q
¢Sl 0 Sy 4 ool ABLOY Ll yle - Cuwl oeT 3920 (QOS) g pw S
9 95 o1 98 (5199 o3 S A DS 0 1391 1522 A 1518 11y 3 99 Pl pS10>
3 g PG (81 9 20 Caw 12 g Cawl il 00GWI1(Q0S) cuof ol Tdaw Cwid

« ol 00w 00! VLAN 4096

Levell Explicit Tagging

e et e et

Q DES

|DEs shc I Fos|

s [

Dati: I VLAKID

R L r——

psd 0g3 JB10 10 1y Call 4 igy ol &F Cawl (31 3,10 9929 AT (5! 4SS ALl
o 319 MAC ald i o &5 tag ylgs b gald S ¢ WS (o0 gilul> <o 5t
J513 30 Gl d (63l 1 WS oo dmilno 050 i3 FCS g S o0 3wl 8 5
Ol Ol o0 e 9 S8 g i1 Calh 1518 3 3 (S 0300 4 il i 9

e85 Jlw,yl 3 Access Link w¥lail g b 311, 8
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802.10Q Trunking Header

. . Original
Deast Src Lan/Etype Data - Frathe
! B e
Tagged
Dest | Src |Etype | T Lern/Etype Dat Fcs | 299
8 rc by pe ag en'Elype l ala ] | Eramie
-~ Hﬂ"""ﬁ-._.
/// -H--h-h-\'""‘-\-..
‘F‘riclrily | | VLAN-ID

NS . Sl oo (21,30 VLAN o oo 9 (o 35w (53w oolw (519 802.1Q
99 802.1Q yigy ¢ 9,5 o tag adwod 1y Ethernet gl o 39 (s0lod a5 ISL g
T 595 5 i 43! 9 Ethernet b m 3 4531 oS3 . 8505 o0 i 15 W49,
39 (ALY 91909 g ovis tag b pa 8 (ol (W« Wgw (o0 Jlwyl ¢ S0 Jlost
VLAN & 30 g8 ¢ catdg ol 30 « wdd 09 JESI 095> L VLAN 9,90
PP & 98 Y 4 4T (AR 0 Wio o 0l 9P et b O 99 Ay P
B VLAN §9 ol & . 99 wWlgd 06 VLAN & g8 ¢ wil 4ty Jlait
olod Zgw 45 Cul (il pb SIS Jigy. Sgw (o 4&T Native VLAN bWao!
WS (0 00! 802.1Q 8, Iwili! j1 &5 I olwd badd g oo tag 1y b o 48

- Wil T G310 5 4 400
yol Untagged g tagged s psd (599 32 45 cawl (331 802.1Q 58 oo

o w419 41 48 Trunk HL3 )1 S JS10 40 Wil gf (o ol pod

VLAN Trunk Protocol
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4 bgyp Ml Joo> gy &5 059 g gt Mgy VTP SS9y
JS3g 93 ool - 995 oo 315 Trunk YL 33 oS S guigw o & VLAN
ool 3390 33 A LMY &40 S b Tuigw olod 45 39 (oo el
Walgd T (1 il 391 g 48 (5l ¢ U A 45 Wil 992 90 1o VLAN

.99
ST 0hl 1S 9929 T 43 g 39 &5 10 S 4l WS 08 Jlo iy
O 90 41 Jos 3 Tl 4 g (o0 patled A3LS! 45l 4315 VLAN 9 ol g0
b aSd sl uigw St )51 Lot 31 plowit Al Iu> guigw 99 32 (59 39 Swd
B Zwgw 3 S B 59y 90 1 VLAN (5098 pla (3l 49 ¢ 305 30 Yo ¢ Wiy
3913 VLAN &9 0 jlow 45 (23190 40 (poud 39 « 399 g o5 ©89 9 4lgwd 5,5
899 39 1) Sloalid i g0l U g pasdly 03,5 819 ol @ Eigw Wi b Sy
el (S1 OWS F 30 g g 31908 slowt Curdg 20 ¢ S PRl b Eigw (B 5

o W
Jbst 4 @il 500 g ol Walgd b S5 & (ABlgo (i 58 VTP JSigp
THgw SS9 59 g 0 Oloadaid aSly « 059 19500 b Gl gu S ST (595 Wl gkl
Gloatiii 3 6 VLAN & gt y0 SEND! il Joiuns VTP JSigyt g 48 5 ploc
4 pINS1 4T (aBlg0 43 o . 95 MBS 10 Sl Egw S9y » 4S5 Pl

O3S Ol g JSig 53 (31 ¢ i (o0 45 (595 38 VLAN &0 (58 5 S b (594 31
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plia 8 VTP JSig g coitrad + 355 Wbl idky S (5lo gigm JS (o 15 ok
Wil 0310 2 ) VLAN (o 55w 39 cawl v 45 1y Sl ¢ 995 sl ply 4 LisS
Joli @ VLAN @ b g o s ol jU 45 192 85 wdlgs ool jJ0gs jolu 1,
o 318 oy 9390 VTP JSig ) dhowig 4 JESH ol 30 (3T £ 5 b ¢ 0 lod
Sl Pl Waw (o Jiio Trunk &g O¥lail @ ,b 31 Lid VTP b ply
&9 ) VTP b ply . o 3! Trunk JUait 1 gudgw o w3b VTP 31 oslaiu!
351 Bl L S (o 10 sl i 1y g0 WY by ol taid g 039y Multicast

« 10 walgi 395 1 1) VTP ygus 03l ¢ wubl alifd 992 g 01y (w 39 (S99,
9 . cw! VTP Domain ¢ 8,18 9929 b VLAN 8,90 30 &5 (5,00 ol b
3590 390 PluSy WAL 51,410 &5 dgu (o 45 B Zigw 31 (B9 F 4 Domain
o « Wl VTP Domain &9 gas wilgi (o 1aid gudgw 9 osiiwd & VLAN
Pl J310 40 i 1y adbgs o Domain pb ¢« VTP s ply slal @390 30 b uigw
PB ¢ Wi o S0 1 B ply (31 & il uigw .+ WS o sjll> VTP
Pl ¢ Wild 99> VTP Domain pb amis 351 9 08 5 w9 |y VTP ply Domain
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(VTP modes) VTP sy cdb>
W3 A ¢ S (0 395 b igw S9y 90 VTP i S @ Pl &5 ol

210 95 o L (sl

Client o
Server o

Transparent .

« W3 (o ol | ymode aw (91 s Dglii w3y Jguo>

Olkes £g9 Server Client | Transparent

Olouddld i 9 BT Sd> ¢ BVLAN (43438 + — +
abg) o

VTP b pls Jlo,yf g slra! Ui + — —

ouwi S8l 40 VTP sl plyy (40 5 o (30193 + + +

VTP b ply 33 992 g0 O madd b + + -

olwd o P i > + — —

0 ¢ Wgw oo pdad Transparent mode g Server mode 48 45 I ZWigw
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S w9y 0 ouw el Oledals a5 Cunl o 9,18 8¢9 mode
395 (59 8 Ladd sl 001w 41 9 pil i 1y Al K99 (s Zudgw Transparent
PIG! 4Suis 38 O i Jlo! 3 das Server sl gudgu ol « i wdlgs Jlos! T
S lg VTP ply & &5 By . WS (o0 395 Sl O 391 ooled @250 1 6T HLiSH &
G 31 9 03,5 39541995 MDY L) ovw y ply Euigw (3 ¢ Sgi Server guigu
A VTP ply a5 (84 bol . W (o0 Jlw 11y LT 0 )b g0 395 Trunk sl & 99 dults
90955 S8l 1y oy ply guigw (1 ¢ 99 o0 319 Transparent guigw 4
WS o0 Jlu g1 395 Trunk (sl & 4o wobod 3 50 11, &7

Py abgl o Ol gudd ¢ WS (0 S8 1y VTP ply &5 (2590 i Client guigw
S 9 4l w1y ply G g 005 Jlost ply 59y 5 99290 Sloalid Ll
b o9 o0 Client sbd guigw 30 3530 O ,Le 4 .010 Wl LG 995 Trunk
) 995 VLAN SeNb! diuod (b guigw i 9955 JWst VIP sl pla 38 (& poadd
WS (0 wébd Server gl zw gw

9 0310 4148 Server udd §O dSw 30 1) Zwigw S 4 Cuwl O yganl & 21y Vg,

. 313 pudl g 41,8 Client 1, duy
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VTP s ply
3O VTP b ply 3 £45 aw pa padiid Server/Client gy 1y b zuigw &8 1

3“;“‘?,‘;50%‘0),0@

Advertisement request e
Subset advertisement

Summery advertisement .

ovw Wy pla 0 b Client &5 cw! oly Advertisement request ply &
Culg 10 995 49w Zuwigw 3 1y B VLAN @ b g9 yo Ol g 08,5 slow! oliiws
s Subset advertisement ply b 1, Client 1 ovuw y ply 19> 3 59 g Zuigw
bgiw 8,190 4ty g E9 0 low (pb Wi BVLAN CleMb! Joll ply ol - S
e WBd (o el Ol (31 (595 311y 995 Wlowdald Client gl guigw 45 dgu (0
53U SO Al 300 52 3 49w Zwigw taw g 3 Summery advertisement b ply
S oo S Jolb 45 Wigh (o0 Jluyl aSud 0 Ol 999 Ao 4 b g

oMb =P LVLAN 9390499

VTP pruning
o Jo> BVLAN aod o1y 1) K1y Trunk Jlail &9 ¢ o8 i @90 &

Qg 4 & ¢ STP 5,1 sigfers b @l VLAN 2 40  Broadcast w8

dob (513 g St ¢ b &S 51 43 ¢ JIo 1 &1 L Wigh (o0 03biw B Sl o
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& b VLAN ¢l b Broadcast ;o wlo ¢ 9,10 interface b VLAN

e WS (0 yu 15 Wb sl Lad> Wyl interface
9 b Broadcast (8l b > 1 &5 WS 0 0j1 b Zigw 4 VTP pruning
S5 ol L Zuigw 4 ¢ W HIW VLAN 01, 9 gud &5 4Ll b unicasts

e WS 0 18 VTP pruning &9 sl 91y Jbo p3 JS&

VTP Pruning

Switch 4 / '_\
_;-'_—._.ﬂ._’ Port 2 , B '

/ : # \l"-.

_ { . vy |
Swncr‘ 5 }7 \ Switch 2 I" |
Flooded . | [
Traffic Is = ’ ’ VLAN
Pruned | 10
| N . |
":——_'“’ ’ ’M A ' '

Switch 6 Switch 3 Switch 1 \ /

g Broadcast ¢ ww @ o Broadcast &9 A ol &5 (89 ¢ VTP pruning
« <l walgs b 3> VLAN 10 4 oo 0318 olais! s O 399 U (o g (g 4
6 9¢5¢3 s> zwigw 4 A ol 31 Broadcast Swdlyi ¢ amid &9 olgas &
S9) ¢ ovwr mtd VTP alawgd VLAN 10 (519 S35 a5 192> ¢ dgu (09 Jlw yf

pao J9 99 31 S VTP pruning. el oui dgusne 4 92 sbd guigw slbd S
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3999 55 30 g 98,5 3 T 90 Cds . Sl VTP 3 osliin! & o 41819 (51 9
« «w! VTP pruning 3! ooliiw! dhawlg 4 VLAN g 5w
Jobd & ¢ S8l 0, Sgumme b 1y ugwd 40 Wb slg VTP pruning
e AR (0 w1 P91 ¢ Cawl &S LD wado b g unicasts. g & Broadcast

$9y BVLAN 40,5 43lol b i (S0l g 6093 g (10 g0 o g (3!

c W2 (o b Zuwigw 4 1y Trunk S¥Lail

(2950 gwigw 4) Trunking gVLAN s 35w 31 (o1 4iged
0 00 imt Oloadald 1410 ¢ Wigh (oo I3l Ay 4T S S Tgw M2
(o 0lKiud ¢ 03,5 (55 5 15 9o (5L Tl il (oo Lok 45 (5500 4 o il
G0 S (o0 31 T (uamw g ¢ i (pligy 1y @gms ¢ Wi i Qoo (i JI L1,
PS4 B ggw b 51 (G —— 51w jL VLAN &9 51 gl 4 45 Siloy
0 U (b K 4 T g 9,10 igw S0 S8 4 S3LS o b WS Juaie
¢35 wdlgd JI5 (w3 Yloia! trunking Oloadad g 0 9 g STP (o . WS
> (Sohit st B 32 0399391 49 Lo ¢ WS oukiias! 1 VLAN 31 g5 (o Lo 151 o

e 9,10 3l
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VTP o 5w

VTP & L g3 50 35190 pudidd ¢ s w193 ol 1 guigw 30 &5 Jlost ol of 31 (SS9
- dwily (0

2950 guigw 38 VTP s S

Lt o £ 99 99 49 4159162950 guigw 39 39290 TOS (5,1 B! p ) s 43 A
39 ¢ 33 55 1,21 Global configuration yo 45 (9! sl 5 (NS gy« Sgw (0
« dgw (w0 | y>1 privilege EXEC

SL 4w g 10S12.1(11) EAL a3 &5 VTP (g 55w 99 gy bo Ll 4o
3190 oaldid a4y pIS! gy (Y 53 < i o I A1) 39w (o oLkl BB YL
. 3903 ! g2 Global configuration 8 VIP 4 bg

2Oy gawd JSW

2950(config)# vtp domain VTP_domain_name

2950(config)# vtp mode server|client|transparent

2950(config)# vtp password VTP_password
2950(config)# vtp pruning

OO S U1, 40 (wyd 193 (0 ¢ gy 99 3 eI L VTP (g S 3f v

2909 (w9 ) ygwd

2950# show vtp dtatus
VTP Version : 1
8Configuration Revision :

Maximum VLANSs supported locally : 250
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Number of existing VLANSs : 7

VTP Operating Mode : Server

VTP Domain Name : mygroup

VTP pruning Mode : Enabled

VTP V2 Mode : Disabled

MDS digest : 0x54 0x80 0xAS 0x82 0x8D 0x8E 0x5F 0x94
Configuration last modified by 0.0.0.0 at 3-1-93 00:31:11
Local updater ID is 10.1.1.10 on interface VI1

(lowest numbered VLAN interface found)

U8 Jb & a5 pgw w 4> 9 Configuration Revision ylaio 4 4>¢ b

e 3100 35 VTP (g 8w 30 O gl Jlost & plod!
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Trunk gws oS

¢802.1Q ¢ LANE ¢ 802.10 : 3,19 9s>3 Trunk Jlail sf p ilidko i, sle>

ISL

o WS 0 00l 802.1Q 31 taid 2950 zudgw

2950 gwigw S35 39 Trunk o ySw

Dol 2330500 4 (S S (il (5 ygawd JSW

2950(config)# interface type 0/port #
2950(config-if)# switchport mode trunk|dynamic|desirable/dynamic
auto [nonegatotiate

2950(config-if)# switchport trunk native vlan VLAN #

Trunk gwd ! ylgi o interface g9y 30 Trunk Jlail yo,5 Jlad ol p
Ole9 (o bof 6999 2950 gwigw 40 Native VLAN ylgis 4 VLANI1 8,5 ool

3“‘&&5)}&)3&&0.0;HW‘)%WM‘)ﬁﬂOVLAN
2950# show interfaces type 0/port # switchport|trunk
oS 429l g3 Jlo &

2950#show interfaces fastEthernet 0/1 switchport
Name: Fa0/1

Switchport: Enabled

Administrative Mode: trunk

Operational Mode: trunk

Administrative Trunking Encapsulation: dotlq
Operational Trunking Encapsulation: dotlq
Negotiation of Trunking: Disabled
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Access Mode VLAN: 0 (inactive)

Trunking Native Mode VLAN: 1 (default)
Administrative private-vlan host-association: ALL
Trunking VLANs Enabled: ALL

Pruning VLANs Enabled: 2-1001

Priority for utagged frames :0

Override vlan tag prority : false

Voice VLAN : none

9 o b (0 802.1Q b SS9y 9 g ol ouis J8 trunk Jlail Jlo (i 4o

o ol ouw Wil Native VLAN ylgis 4 VLANL uisxod

e 0B (0 wlod 1y trunk curdg gy ygawd

sw1-2950#show interfaces trunk

Port Mode Encapsulation Status Native vlan

Fa0/1 on 802.1q trunking 1

Port Vlans allowed on trunk

Fa0/1 1-4094

Port Vlans allowed and active in management domain

Fa0/1 1-2

Port Vlans in spanning tree forwarding state and not pruned

Fa0/1 1-

owiiw! trunk Jlail 31 45 8,15 392 ¢ Interface S taid 45 wwiw (o Jbo o1 40

« ol ouw Wil Native VLAN ylgis & 3 VLANI g WS (0

WWwWw.iran-eng.com



VLan gjlaa glaa gild asaii
VLAN sl
4299 933,190 4 Wb ¢ pa (0 VLAN dbul 4 plad! 45 (23190 40 (IS 59b &
o
gy 153 Eigw Joo 3 99 4 oShus digh o0 Ol &5 3 VLAN Slasi «
« 9,10 lgil (59 00w wuad TOS 4w g
3523 b Eigw (9 59 O Lk Gl i O399 4 L VLAN 51 (S o
002-1 3005 ¢ VLANT o ¢ & 41
L g Server gy WU Zwgw ¢ B VLAN Gd> b ¢ 993 slp
-dgw palad Transparent
oo 13 VLAN o 3boi ol « 318 s 3159 o0 15 6 VLAN & bgigo pl
Sl g VLAN 00,5 &b ¢ jISul sl p oSww oy ld - 05 098 oil$
o« ol W02 03lo b 5T 0 )90
d VLANT gias 1wl 30 gudgw (599 s Interface olos  «
. 4S 0 Culltd VLANI ;8 DTP gCDP (VTP b JSigp -
Per-VLAN ) PVST ¢ S (o0 08l ISL 31 oS 51 (i 45uiloy o
& g STP o110 99290 s VLAN I S 2 ¢ PVST 40 STP

e 09 0 @ g (0 1y (N 395
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VLAN &3 415 T sl 599 1wl 30 ¢ BVLAN 31 9 g0 i 3 Jud »
¢ O ganl wé 39 . wwled VLAN Bio> &) plod! L g wudd JESI 400

e Wigl o0 Jiio VLANT 4 40d 0 B> VLAN & g3 30 b & 309

2950 50  VLAN 4 b g g0 Olowtaid g ol

2099 dlgS (i 4y 518 O ygiwd
2950(config)# vlan VLAN #
2950(cnfig-vlan)# name VLAN_ name

9 6w VLAN subconfiguration mode 98,/g VLAN jgwd wob 3l v
Lt 3w o oS (o0 b Caowd (31 JS19 30 1) VLAN pb widbo (3 giof 41
ouw 58 VLAN @ olgdd obd Oy (010 awad & jLd ¢ 4l 9490 VLAN

2090 WS gy JS A (T O yguwd 45 o o3 418

2950(config)# interface type 0/port #
2950(config-if)# switchport mode access
2950(confug-if)# switchport access vlan VLAN #

0 P99 yowd 3 oot b g WS (0 418 Access Link 1) & 99 E¢5 (gl ygwd
9900 pdlg> a3 9,90 VLAN guas 1 01g2dd Interface
oo 3| Glaob! gl p olgi (o 1y (B gwd ¢ B VLAN (gui ySws plodl 31 vy

330 553 49,5 ploxit Jo
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i s O 9 9 (59290 S VLAN cuwd owiddd ylid show vian jgiws
OlF 0 39 G g T 48 brief yolyly (g b . wil o0 6T @ 4L
show jgawd 1 00liw! b wizxod 85 Wl § WS> O 90 & 1) CLENDL!
il olgi 0 1y P 09 S & e Ml interface switchport

S (o0 00! 393 yguwd 3 STP & yShos Como (g 99 (5199 - 99T
Show spanningtree vlan VLAN_#

S (g 33 1y Jgd (i (29 55 ST Wil gi (o uw &5

Qg SHSwo b Yloio! (6T (g )8 g bl g  VLAN U paisio (LT j1 o

Jo ol g Jolye Trunk o¥lail g & VLAN il wus ol 45 i wadlss g,

o 3! A1 g T 9 Sy (il 40 ilalio a5 0,18 9929 I
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